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Abstract

Dynamicepistemidogic is thelogic of the effectsof epistemicactionslike making
public announcementpassingprivatemessagesgvealingsecretstelling lies. This
papertakes its startingpoint from the versionof dynamicepistemiclogic of [4],

anddemonstrateatool thatcanbe usedfor shaving whatgoeson duringa seriesof

epistemiaipdatesthedynamicepistemianodelingtool DEMO [10]. DEMO allows
modelingepistemicupdatesgraphicaldisplayof updateresults graphicaldisplayof

actionmodels,formula evaluationin epistemicmodels,andtranslationof dynamic
epistemicformulasto PDL [22] formulas. DEMO is written in Haslell. This paper
intendsto demonstratdéts usefulnesgor visualizingthe modeltransformationghat
take placeduring epistemicupdating.

Projectpaperontheapplicationof functionalprogrammingn anew area.

1 INTRODUCTION

Analysisof multi-agentcommunicationin thespirit of [13], consistof represent-
ing the knowledgeor beliefsof the agentsin a semantiomodel, representinghe
operationson the knowledge or beliefs of the agentsas operationson semantic
models,anddo modelcheckingto seeif givenformulasaretruein the modelsthat
resultfrom given updates.After the advancesin dynamicepistemiclogic docu-
mentedn [21, 12, 3, 4], takinga modelchecking approacto epistemiadynamics
is moreattractve thanever. In this paperwe introduceDEMO, a modelchecking
tool writtenin Haslell andbasedn the streamlinedrersionof dynamicepistemic
logic takenfrom [4].

DEMO representgpistemianodelsasobjectsof type Epi st Mandupdateac-
tions(pointedactionmodels)n epistemianodelsasobjectsof type PoOAM Update
operationsarespecifiedas

upd :: Epi st M -> PoAM -> Epi stM
upds :: Epi stM -> [ POAM -> Epi stM

Hereupd definesanupdatewith asingleupdateactionandupds anupdatewith a
sequencef updateactions.The updategenerataew epistemiomodels.Formula
checkingis definedas
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isTrue :: EpistM-> Form -> Bool

Theformulaevaluator sTr ue takesanepistemianodelandanepistemidormula
asamgumentsandreturnsthetruth value oftheformulain themodel.

Hereis thelay-outof the pageghatfollow. Section2 providesthe background
on epistemidogic thatis neededor understandingvhatgoeson in therestof the
paper Sections3, 4 and5 discussexamplesof epistemicmodelingwith DEMO,
andthefinal Section6 concludesandlists furtherwork.

2 EPISTEMIC MODELS, ACTION MODELS AND UPDATING

A modelfor representinghe stateof knowledgeamonga group of agentsis a
labeledransitionsystem(LTS)with labelsfor theindividualagentsandvaluations
for the states.It is commonto call the statesworlds andto referto the LTSsas
epistemiamodelsor Kripke models[14, 6, 11].

In asituationwhereoneof us(a) knows aboutp andthe other(b) knows about
g, while you (c) know nothingabouteither p or g, andwhile in fact p happengo
befalseandq true, the stateof knowledgeof theagentsa, b, c is representetty a
Kripke modelwheretheworldsarethefour differentpossibilitiesfor thetruth of p
andq (0, p, g, pg), the epistemicaccessibilityrelation~ is therelation thatinks
thetwo worldswherep is true andthe two worldswherep is false,the epistemic
accessibilityrelation~y, is therelation thatinks thetwo worldswhereq is trueand
thetwo worlds whereq is false,andthe epistemicaccessibilityrelation~ is the
total relationon the setof worlds. This situationcanbe visualizedasfollows (this
andthefollowing picturesweregeneratedy DEMO with thegraphicvisualization
tool dot [17]):
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Epistemicformula K@ evaluateso true in a world in sucha modelif in that
world every a-accessiblevorld makes @ true. In the actualworld of the example
picture,indicatedby the doubleoval, Ky—p is true,for —pis truein worlds0 and
2, andthesearethe two worlds that area-accessibldrom the actualworld 2 (we
assumehateveryworld is self-accessibleYOntheotherhand K,q is falsein world
2, for gistruein world 2 but falsein world 0. Kyq is truein theactualworld. More
subtly Ka(KpqV Kp—Qq) is true the actualworld, for it happendo bethe casethat
Kpq is truein world 2 andKy—q is trueon world 0. The exampleswith embedded
knowledgeoperatorsllustrate how the Kripke modelsencodeinformationabout
whatagentsknow aboutthe knowledgeor ignoranceof otheragentsin the exam-
ple,a doesnotknow aboutq, but a knowsthatb knows whetherg. Also, all agents
know thatc is ignorantaboutp andg.

Epistemicupdatesrethemselesalso akind of Kripke modelswith theimpor
tantdifferencethatthe worldsdo not carrya valuationbut apreconditionformula
[3]. Hereis anexampleof amodelof agroupmessagéo a, b that—p is thecase:

C

Whatthis expressess thatin fact —p is communicatedindicatedby the double
oval), but thatagentc cannotdistinguishthis communicatiorfrom a trivial com-
municationT .

Technically theresultof updatingwith anactionmodelis definedasthe prod-
uctof theepistemianodelandtheactionmodel restrictedo thepairs(w, u) where
w satisfieghepreconditiorof actionu, andwith theaccessibilityrelationsholding
betweerpairs(w,u) and(w',u’) justin casethey hold bothbetweenv andw’ and
betweeru andu’. Furtherdetailsarein [3, 4].

Thisproductconstructiorcauseganexponentiablow-up,andin orderto model
theupdateprocessn afeasibleway we needto minimize the updateresultsmod-
ulo bisimulation[15]. For this, DEMO usesthe following algorithmfor partition
refinementin the spirit of [19]:

e Startoutwith a partition of the statesetwhereall stateswith the samepre-
conditionfunctionarein the sameclass.The equalityrelationto be usedo
evaluatethe preconditiorfunctionis givenasa parameteto thealgorithm.

e Givena partitionIl, for eachblock b in M, partitionb into sub-blockssuch
thattwo statess,t of b arein the samesub-blockiff for all agentsa it holds
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thats andt have -2 transitionsto statesn the sameblock of M. Updaterl
to M’ by replacingeachb in N by the newly foundsetof sub-blockgor b.

e Haltassoonas =111,

DEMO implementsepistemidormulaevaluation inupdateresults for awide class
of epistemiclogics (multimodal epistemiclogic, epistemicPDL, epistemicPDL
with actionmodalities).

3 THE RIDDLE OF THE CAPS

Picturea situationof four peoplea, b, c,d standingin line, with a,b, c looking to
theleft, andd lookingto theright. a canseeno-oneelse;b canseea; c canseea
andb, andd canseeno-oneelse. They areall wearingcaps,andthey cannotsee
their own cap. If it is commonknowledgethattherearetwo white andtwo black
caps.thenin thefollowing situationc knows whatcolor cap shas wearing.

IInni B B

If ¢ now announceghat she knows the color of her cap (without revealing the
color), b caninfer from this thathe is wearinga white cap, for b canreasonas
follows: “c knows hercolor, soshemustseetwo capsof the samecolor. The capl
canseeis white, somy own capmustbewhite aswell.” In this situationb dravs a
conclusionfrom thefactthatc knows hercolor.

In thefollowing situationb candraw a conclusionfrom thefactthatc doesnot

know hercolor.
B I i

In this casec announceghatshedoesnotknow hercolor, andb caninfer from this
thatheis wearinga black cap,for b canreasorasfollows: “c doesnot know her
color, soshemustseetwo capsof differentcolorsin front of her. Thecapl cansee
is white, somy own capmustbeblack?

To accounfor thiskind of reasoningwe usemodelcheckingfor epistemiaup-
dating,asfollows (the Haslell codefor this exampleis givenin Figurel). Propo-
sition p; expresseshefactthatthei-th cap,countingfrom theleft, is white. Thus,
thefactsof ourfirst examplesituationaregivenby p1 A p2 A =p3 A —ps, andthose
of our secondexampleby py A —p2 A —pP3 A pPa.

Aninitial situationwith four agents, b, ¢, d andfour propositiong1, pz, pP3, P4,
with exactly two of thesetrue,whereno-oneknows arnything aboutthetruth of the
propositionsandeveryoneis awareof theignoranceof the others,is modeledik e
this:

Caps> showM o0

==> [5,6,7,8,9,10]
[0,1,2, 3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15]
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nmodul e Caps

wher e
i mport List
i mport DEMO
capsinfo :: Form
capsinfo = Disj [Conj [f, g, Neg h, Neg j] |
f < [pl, p2, p3, p4],
g <- [plv p2, p3! p4] \\ [f]v
h <- [plv p2! p3! p4] \\ [fxg]a
j < [pl, p2, p3, p4] \\ [f,g,h],
f <g h<j ]
awarenessFirstCap = info [b,c] pl
awar enessSecondCap = info [c] p2
cK= Disj [Kc p3, Kc (Neg p3)]
bK = Disj [Kb p2, Kb (Neg p2)]
m0 = upd (initE[P 1, P2, P3, P 4]) (test capslnfo)
mol = upd noO (public capslnfo)
m2 = upds nmol [ awar enessFirst Cap, awar enessSecondCap]
nmo3a = upd nmp2 (public cK)
mo3b = upd np2 (public (Neg cK))

FIGURE 1. Haskell codefor the capsexample.

(0, [1)(1,[p1])(2,[p2])(3,[p3]) (4, [p4])

(5,[p1,p2])(6,[pL, p3])(7,[pL, p4])(8,[p2,p3])(9,[p2, p4])

(10, [p3, p4]) (11,[pl, p2,p3])(12,[p1, p2, p4])(13,[p1, p3, p4])(14,[p2, p3, p4])
(15, [pl, p2, p3, p4])

(a,[[0,1,2,3,4,56,7,8,9,10,11, 12, 13, 14, 15]])
(b,[[0,1,2,3,4,56,7,8,9,10,11, 12, 13, 14, 15]])
(c,[[0,1,2,3,4,56,7,8,9,10, 11, 12, 13, 14, 15]])
(d,[[0,1,2,3,4,56,7,8,9,10,11, 12, 13, 14, 15]])

Thefirst line indicatesthatworlds 5,6, 7,8, 9, 10 are compatiblewith the factsof
the matter (the factsbeing that there are two white and two black caps). E.g.,
5 is the world wherea and b arewearingthe white caps. The secondline lists
all the possibleworlds; thereare 24 of them, since every world hasa different
valuation.Thethird throughsixth linesgive thevaluationsof worlds. Thelastfour
linesrepresentheaccessibilityrelationsfor theagents All accessibilitiegretotal
relations,andthey arerepresentethereasthe correspondingpartitionson the set
of worlds. Thus,theignoranceof the agentss reflectedin the factthatfor all of
themall worldsareequialent: noneof theagentscantell ary of themapart.
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Theinformationthattwo of the capsarewhite andtwo areblackis expressed
by theformula

(PLAP2A—P3A—Pa) V (PLAP3ATP2A—Pa) V (PLA PaA—P2 A—P3)
V. (P2 AP3A—PLA—Pa) V(P2 A PaA—PLA—P3) V (P3A PaA—PLAP2).

A publicannouncementith this informationhasthefollowing effect:

Caps> showM (upd moO (public capslnfo))

==> [0, 1, 2,3, 4, 5]

[0,1,2,3,4,5]

(0,[p1,p2])(1,[p1,p3]) (2 [P, p4]) (3, [p2, p3]) (4 [P2 p4])
(5,[p3,p4])

(a,[[0,1,2,3,4,5]1)

(b,[[0,1,2,3,4,5]1)

(c,[[0,1,2,3,4,5]1)

(d,[[0O 11)

Let thismodelbecallednol. Therepresentatioabore givesthe partitionsfor all
theagentsshaving thatnobodyknows arything. A perhapsnorefamiliar repre-
sentatiorfor this multi-agentKripke modelis givenin Figure?2. In this picture,all

worldsareconnectedor all agentsall worldsarecompatiblewith thefactsof the
matter(indicatedby thedoubleovals).

abed

FIGURE 2. Capssituation where nobody knows anything about p1, p2, ps, pa-
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Next, we modelthefactthat(everyoneis awarethat)b canseethefirst capand
thatc canseethefirst andthe secondcap,asfollows:

Caps> showM (upds nol [info [b,c] pl, info [c] p2])
==> [0, 1, 2,3, 4, 5]

[0,1,2,3,4,5]
(0,[p1,p2])(1,[p1, p3]) (2 [P, p4]) (3, [p2, p3]) (4 [P2 p4])
(5,[p3, p4])

(a,[[0,1,2,3,4,5]])

(b,[[0,1,2],[3,4,5]])

(c,[[0],[1,2],[3,4],[5]])
(d,[[0,1,2,3,4,5]])

Notice that thismodelreveals thatin casea,b wear capsof the samecolor (sit-
uations0 and5), ¢ knows the color of all the caps,andin casea, b wearcapsof
differentcolors,shedoesnot (sheconfuseshecased, 2 andthecases3,4). Figure
3 givesapicturerepresentation.

abd

A a

a
4:[p2,p4]

ad

FIGURE 3. Capssituation after updating with awarenesof what b and c can see.

Let thismodelbecallednp2. Knowledgeof ¢ abouthersituationis expressed
by the epistemicformula K¢ ps V Kc—ps, ignoranceof ¢ abouther situationby the
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negationof thisformula. Knowledgeof b abouthis situationis expressedby Ky p2 v
Kp—p2. LetbK, cK expresghatb, c know abouttheirsituation. Thenupdatingwith
public announcemeruaf cK andwith publicannouncemertf the negation of this
have differenteffects:

Caps> showM (upd mo2 (public cK))
==> [0,1]

[0,1]

(0,[p1, p2])(1,[p3,p4])
(a,[[0,1]])

(b, [[O],[1]1])

(c,[[O].[111)

(d, [[0,1]])

Caps> showM (upd nmp2 (public (Neg cK)))

==> [0, 1, 2, 3]

2, 3]
p1,p3]) (1, [p1,p4]) (2, [p2 p3])(3,[p2, p4])
[0,1,2,3]])
[0,1],[2,3]])
[0,1],[2,3]])
[0,1,2,3]])

In bothresults b knows abouthis situation,though:

Caps> isTrue (upd nmo2 (public cK)) bK

True

Caps> i sTrue (upd np2 (public (Neg cK))) bK
True

4 ELEMENTS OF SECURE COMMUNICA TION

Sincethe main concernsin security protocolsare keeping,communicatingand
discoveringsecretssecurityprotocolanalysisis a new very promisingapplication
areafor epistemiclogic. Attemptsin this direction have beenmade[1, 2, 16],
but the field is only now truly emeging and DEMO can offer serioussupport.
Examplesof securityprotocolscanbefoundin [18, 20]; anexampleof verification
by modelchecking but without taking reasoningaboutknowledgeinto accountis
[23]. In this sectionwe will discusghe DEMO modelingof afew basicelements
occurringin securityprotocols.

Keysand noncesaspropositional variables  Thefirstdifficulty encounteredhen
trying to modelsecuritysituationsasepistemicnodelsis thatthe dataexchanged
in securityprotocolsarenot propositionavariablesput essentiallywerylargenum-
bers.However, we aguethatthey canbecapturedy propositionalariablesunder
therestrictionthatguessings excluded.For look atthekind of statementghatwe
wantto make abouta key K. Whatwe needto expressarestatementtik e “agent
A knows K”, “agentA doesnt know K” and“agentA sendskey K to agentB”.
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This boils down to expressingdoubtandcertaintyaboutkey K. Let usadoptthe
corventionthatan agentcannever guessarything aboutK, thatis she camever
malke astatemenaboutK unlesssheknows K. Thenlet a propositionalariablep
expresshetruth value ofa hashingstatementlik e for instance K is even”. Then,
provided that guessings excluded,we have atwo-way correspondencbetween
the epistemic statemefiagentA knows thevalue ofp” andthe securitystatement
“agentA knows K”.

In modelinga protocol, the corvention allows us to represenevery key or
nonce(parametevaryingwith time, suchasatime stamp)involvedin theprotocol
by its propositionahash.

Public/secret key cryptography Marny securityprotocolsassumea public/secret
key infrastructurgPKI), meaninghateachagentownsa pairof keys, apublic one,
availableto everybody anda secret one,only known to the agentherself. These
keys areemplgyedin encryption/decryptiomlgorithmsthatmatcheachother i.e.
acontentencryptedvith apublickey canonly bedecryptedvith thecorresponding
secretkey, andthe otherway around.Thereforewhenanagenta wants tosenda
messagéhatonly anagent should beableto read,all she haso dois encryptthe
messageisingb’s public key.

FIGURE 4. The epistemicstateof agentsa,b,c before and after a hassentthe mes-
sageq encrypted with the public key of b.
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To seehow this basicmechanisntanbe modeledin DEMO, we considertwo
agentsa,b trying to communicateas describedabore, andan agentc, the eaves-
dropperwho interceptsall the messageslet p1,p, representhe secretkeys of a
andb, respectiely, andlet usfix theirtruthvaluesto p1 = T, p2 = L. It isnotcon-
venientto modelthe correspondingpublic keys explicitly; instead we modelthe
encryptionalgorithmsfor thetwo partiesastheimplicationsp; = x and—py = X
(wherex is the contentto beencrypted) Finally, let g bethe messag¢hata wishes
to sendto b. The situationwhena is the only onewho knows p; andq, b the
only oneknowing p, andall agentsareaware of who knows whatis describedn
DEMO asfollows:

nmel = upds (initE [P 1, P2, QO0])
[test (Conj [pl,(Neg p2),q]),info [b] p2,info [a] pl,info [a] (]

Sendinghe encryptednessagés modeledoy the updatestep
nms2 = upd nmsl (public ((Neg p2) ‘inmpl* Qq))

—p2 = q is theresultof applyingb’s public encryptionalgorithmto the content
g. The public communicatiorexpresseshe factthatc eavedrops. The generated
visualrepresentationsf ms 1 andns 2 areshowvn in Figure4.

In s 2, it canbechecledthatb haslearnedy, while ¢ hasnt:

SecCone isTrue ns2 (Disj [Kb g, Kb (Neg q)])
True
SecCon» isTrue nms2 (Disj [Kc g, Kc (Neg g)])
Fal se

It canalsobe verifiedin ns2 thatthe encryptionalgorithmworks asa blackbox,
thatis thata andb donotlearneachotherssecrekey while encrypting/decrypting:

SecCone isTrue ns2 (Disj [Ka p2, Ka (Neg p2)])
Fal se
SecCon® isTrue ns2 (Disj [Kb pl, Kb (Neg pl)])
Fal se

By replacingi nf o with secr et in the definitionof ns1, it is alsopossibleto
modelthe factthata doesnt actuallyknow whetherb indeedhasb’s secretkey.
Thisis arelevantsubtletyin, for instanceauthenticatiorprotocols.

Secret communication over insecurechannels  Anotherimportantelemenbf se-
curecommunicatioris theability to passnformationfrom ato b alonganinsecure
channelin sucha way thatan earesdroppec cannotfind out whatb haslearned.
A particularcaseof thatis the RussianCardProblem[7, 9], but herewe will take
amoreabstractook atthe problem.

If agenta andb sharea link betweerpropositionsp andg anda andb arethe
only ones withthislink, thena caninform b in secretaboutq by meansof apublic
communicatioraboutp.
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Assumetherearethreeagentsa, b, c. A situationwhereall agentsareignorant
aboutp andq, andareawareof theircommonignorancdookslik e this:

SecConm» showM np0

==> [0, 1, 2, 3]

[0,1,2,3]

(0, [1)(L, [p1)(2,[a])(3,[p.a]l)
(a,[[0,1,2,3]])
(b,[[0,1,2,3]])
(c,[[0,1,2,3]])

Suppose hasinformationaboutp, anda andb eitherhave commonknowledge
that p andq areequialentor they have commonknowledgethat p and—q are:

SecCon» showM (upds noO [info [a] p,link_ab_pq])
==> [0,5, 8, 9]

[0,1,2,3,4,5,6,7,8,9, 10, 11]

(0, [1) (L, [1)(2,[1)(3,[p])(4 [p])

(5, [p1)(6,[al)(7,.[al)(8 [al)(9.[p.al)
(10,[p,q])(11,[p,q])
(a,[[0],[1,6],[2,7],[3,10],[4,11],[5].[8].[9]1)
(b,[[0,9],[1,3,6,10],[2,4,7,11],[5,8]1)
(c,[[0,1,3,6,9,10],[2,4,5,7,8,11]])

FIGURE 5. Situation where a knows whether p and where a,b have common
knowledgeabout a link betweenp and q.
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Callthismodelnol (seeFigure5 for analternatve representation)n this model,
c still knows nothingaboutq:

SecCon® isTrue mol (Disj [Kc q,Kc (Neg q)])
Fal se

Also, in thismodelit is commonknowledgeamonga, b thatb knows aboutthelink
betweenp andg. Thus,theresultof publicannouncementf p in this situationis
thatb knows whetherg, while c is still left in thedarkaboutq:

SecConm» showM (upd nol (public p))

==> [2, 3]

[0,1,2,3,4,5]

(0,[p]) (1, [pI) (2, [pP1)(3, [P al)(4 [p,al)
(5,[p.al)

(a,[[0,4],[1,5],[2],[3]])
(b, [[0,4],[1,5],[2],[3]])
(c,[[0,3,4],[1,2,5]])

SecCon i sTrue (upd nmol (public p)) (Disj [Kb g, Kb (Neg q)])
True
SecCone isTrue (upd mol (public p)) (Disj [Kc g, Kc (Neg q)])
Fal se

5 THE PROTOCOL OF THE DINING CRYPTOGRAPHERS

The settingof Chaums dining cryptographergprotocol [5] is a situationwhere
threecryptographersre eatingout. At the end of the dinnet they areinformed
thatthebill hasbeenpaid,eitherby oneof them,or by NSA (the NationalSecurity
Agengy). Respectingeachothersrightsto privacgy, they wantto find out whether
NSA paid or not, in sucha way thatin caseone of them haspaid the bill, the
identity of the onewho paidis notrevealedto thetwo others.

They decideon the following protocol. Eachcrypographetossesa coin with
hisrighthandneighbourwith theresultof thetossremaininghiddenfrom thethird
person.Eachcryptographethenhasa choicebetweerntwo publicannouncements:
thatthe coinsthatshe hasbsenedagreeor thatthey disagreelf she has nopaid
thebill shewill saythatthey agreeif the coinsarethe sameandthatthey disagree
otherwisejif she hagaidthebill shewill saythe opposite:shewill saythatthey
agreef in factthey aredifferentandshewill saythatthey disagredf in factthey
arethe same.Clearly, if everyoneis speakinghhe truth, the numberof ‘disagree’
announcementwill beeven. Thisreveals thaNSA haspicked up thebill. If one
personis lying, the numberof ‘disagree’announcementwill be odd, indicating
thatoneamongthemis paying.

Model checkingof this protocolin termsof procesgheoryis describedn [24].
In thisapproachevery aspecbf thesituationis modelledasa processthe process
for coinsis definedin termsof processeor headsandfor tails, the procesdor
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cryptographergollowing the protocolis definedin termsof their behaiour, and
finally the procesdor the mealis compoosedrom the processefor coinsandfor

cryptographersThe correctnesspecificatioris capturedn a procesghatoutputs
‘crypt’ if acryptographepaysand‘nfa’ if NFA pays. After encodingthesepro-

cessesamodelchecler confirmsthatthe procesgor thewhole systemis indeeda
refinemenbf the specificationand,thus,thatit meetshe specification.

An epistemicmodel checking approacis much more straightforvard. One
startswith anepistemicsituationwherethe dinershave commonknowledgeof the
factthateitherNSA or oneof themhaspaid. Next, oneupdateswith theresultof
the coin tossesandwith communicatre actsrepresentinghe sharingof informa-
tion betweera cryptographeandhis neighbourabouttheseresults.Assumeb has
in factpickedup thebill.

nodul e DC
wher e
i mport DEMO

zero_or_one_payer = Disj |
Conj [Neg(pl), Neg(p2), Neg(p3)], Conj [Neg(pl), Neg(p2), p3],
Conj [Neg(pl), p2, Neg(p3)], Conj [pl, Neg(p2), Neg(p3)] ]

xor :: Form-> Form-> Form
xor x y = Neg (equiv X y)

-- at nost one cryptographer pays, and this is public info
dcl = upds (initE[P 1, P2, P3, Q1, Q2, Q3])
[test zero_or_one_payer, public zero_or_one_payer]

-- let’s say that crypt. b is paying (p2 true)
dc2 = upd dcl (test ( Conj [Neg(pl), p2, Neg(p3)] ))
dc3 upds dc2 [info [a] pl, info [b] p2, info [c] p3 ]

-- now the coins get flipped (scenario T, T, F)

flip_coins = Conj [ql, g2, Neg (qg3) 1]

dc4 upd dc3 (test flip_coins)

dch upds dc4 [info [a,b] ql, info [b,c] g2, info [a,c] g3 ]

a_says
b_says
c_says

(xor (xor gl g3) pl)
(xor (xor ql g2) p2)
(xor (xor g2 q3) p3)

-- and the results get announced
dc6 = upds dc5 [public a_says, public b_says, public c_says]

FIGURE 6. Haskell codefor the Dining Cryptographers example.
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Fori € {1,2,3}, let p; bethe proposition“cryptographei is the payer”. The
aim of the protocolis thateverybodylearnswhetherthe formulaps vV p2 V ps3
is true or not, but if the formulais true, nobody(exceptthe payerherself)learns
which of the threepropositionswastrue. To modelthe protocol, we needthree
more propositionsy;,gz,q3 representinghe resultof flipping the coinssharedoy
p1 andpz, p2 andps, p3 and pz, respectrely.

Thethreephase®f the protocol— initialization, flipping the coins,announc-
ing the results— are capturedby the epistemicmodelsdc1 upto dc6, defined
in thelisting from Figure6. Therestrictionthatoneor noneof the cryptographers
paysis modeledby the public announcementer o_or _one_payer . For simplicity
of exposition,we fix a payingscenario(b pays,i.e. p» = T) anda coin flipping
situationqy = T,02 = T,03 = L.

Figure7 shaws thefinal epistemicstate, dc6. Spacedoesnot permitusto list
or displaythe (ratherlarge)intermediatestates.Thetextual representationf dc 6
is:

DC> showM dc6

==> [ 4]

[0,1,2,3,4,5]
(0,[p1,02])(1,[p2,03])(2,[p3,91])(3,[p1,qL,93]) (4 [p2,dl, q2])
(5,[p3,492,93])

(a,[[0],[1,5],[2,4],[3

11)
(b,[[0,5],[1],[2,3],[4]])
(c,[[0,4],[1,3],[2],[5]])

Here,world 4 is theactualworld. Thisis theworld whereb haspaidandwhereq;
andq, have value T. As theaccessibilityrelationsshav, a cannotdistinguishthe
actualworld from world 2 (aworld wherec haspaid),andc cannotdistinguishthe
actualworld from world O (aworld wherea haspaid).
Themostimportantpropertiego be checledin the final statearethe factthat
everybodylearnedp; V p2 V p3 andthata andc don't know thatb wasthe payer:

DC> isTrue dc6 (CK [a,b,c] (Disj [pl,p2,p3]))
True

DC> isTrue dc6 (Conj [Neg(K a p2), Neg(K c p2)])
True

6 FURTHER WORK

As the programlistings demonstratethe DEMO representationsf epistemicsit-
uationsare very concise. A comparisonbetweenDEMO and two other model
checkingtoolsfor epistemicupdatelogic canbefoundin [9]: “The fastesgoalto
successvasimplementinghe RussianCardsproblemin DEMO?”

At presenDEMO is beingusedin variousplacesaroundthe world for model
checkingof problemsin epistemicupdatelogic [8, 9]. Examplecodefrom these
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FIGURE 7. The final epistemicstateof the DC protocol.

analysess availableaspartof the DEMO documentationFurtherapplicationsn
theareaof analysisof securityprotocolsarein preparation.

The currentimplementationof DEMO doesnot usemonads,but a nev im-
plementatiorin termsof statemonadss in the making. This will allow dynamic
updating,with the currentresultof all updatessofar heldin the state,andit will
hopefully alsoincreasehe efficiency of the tool, sincesomeoperationslike re-
ductionunderbisimulation,have efficientimperative implementations.
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Code availability The Haslell codefor DEMO andfor the DEMO examplesis
availablefrom http://www.cwi.nl/ jve/demo/.
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