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Shabal

Shabal is a cryptographic hash function submitted by the France funded research project SAPHIR
to NIST’s international competition on hash functions. More specifically, the research partners
of SAPHIR (with the notable exception of LIENS) initiated the conception of Shabal and were
later joined by partners of the soon-to-be research projectSAPHIR2 who actively contributed to
the final design of Shabal. SAPHIR2 is a 4-year research project funded by the French research
agency (ANR) and will continue the works and achievements of the SAPHIR project starting from
2009. Partners of SAPHIR2 come from both industry and academia; in addition to partners of
SAPHIR, 4 new partners (EADS SN, INRIA, Sagem Sécurité and UVSQ) are about to join and
contribute.
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SAPHIR (Security and Analysis of Hash Primitives!) is an ANR? funded project on hash func-
tions. SAPHIR has started on March 2006 for a duration of three years and brings five partners
together: Cryptolog International, DCSSI, France Telecom (leader), Gemalto and LIENS. The
goal of SAPHIR is to develop a better understanding of recent attacks on hash functions and their
potential impact; to extend their scope; to reconsider the design of secure hash functions. The
project also aims at proactively anticipating new research directions in the area of hash functions,
and at making subsequent results available to the largest audience.
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The DCSSI (Central Information Systems Security Division) is the State’s focal center for Infor-
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WebSite: http://www.ssi.gouv.fr/en/dcssi/index.html

EADS Secure Networks is a world leading manufacturer and provider of Professional Mobile Radio
(PMR) networks, mainly for public safety and governmental users. EADS SN presently provides
more than 130 networks worldwide with more than one million users, most of them using access
security and end-to-end security.

WebSite: www.eads.net/pmr
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Chapter 1

A Short Introduction to Hash
Functions

Contents
1.1 Modes for Iterative Hash Functions . . ... ... ........... 14
1.2 A General Description of a Sequential Iterative Hash Function. . . 15
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1.3.5 Sponge Functions . . . . . . . .. ... L oL 18

1.1 Modes for Iterative Hash Functions

Being able to hash a message on the fly without prior knowledge of the whole message or even of
its length requires the use of iterative constructions. A well-known example resides in the Merkle-
Damgard (MD) construction where a message suitably padded with an injective padding scheme
is cut up into blocks which are sequentially processed together with a chaining value through
a (finite-length input) compression function. This construction suffers from many attacks even
though it has been proven collision resistant provided that the underlying compression function is
collision resistant [18, 33]. Almost all known examples of iterated hash functions currently in use
are derived from this original Merkle-Damgard principle.

While designing a hash function, one has to get close to a model of what can be an ideal
behavior for the algorithm. It has been widely acknowledged that the random oracle model [4]
while catching this ideal behavior is also an unreachable goal [12]. However, there are ways to
somehow quantify the distance between a given construction and a random oracle. In a black-box
setting, a hash function has to be indistinguishable from a random oracle. Since in most cases the
algorithm is known — especially in the case of an iterative hash function where the underlying
iterated function is publicly available — and cannot really be considered as a black box, one has
to rely on a more appropriate notion, namely indifferentiability. This notion has been introduced
in [31] and applied to iterative constructions of hash functions such as [13]. Briefly speaking, this
notion takes into account the composite nature of the hash function by considering a mode, that is,
the way the internal function is employed in the construction. Indifferentiability means that there
exists an algorithm (referred to as a simulator) which simulates consistently with a random oracle
the behavior of the inner function (which the attacker can access too, since it is non black-box),
in such a way that the two resulting constructions are indistinguishable.
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Figure 1.1: Indifferentiability setup. The internal function R is considered perfect. The mode C®
has access to R. The simulator S™® has oracle access to the random oracle RO. The distinguisher
interacts either with (C®,R) or (RO, SR?) and has to tell them apart.

Still, proofs of indifferentiability assume that the inner functions are perfect which is certainly
not the case for a real hash function. A complementary approach to prove the soundness of a
construction has been based on the formalization of several properties that a hash function should
verify in order to be secure [38]. The idea is to rely on a finite-length input compression function
verifying some properties and to specify a domain extension transform to build a hash function
which is property preserving (for at least some of them) [3, 1]. An example of this property
preservation is the well-known MD-strengthening which ensures collision resistance of the MD
construction assuming the collision resistance of the compression function. In this context, one
can see indifferentiability as pseudorandom oracle preservation [3].

1.2 A General Description of a Sequential Iterative Hash
Function

Generally speaking, most of the (sequential) iterative hash constructions have the following struc-
ture — we do not describe parallel constructions. We denote by S the internal state of the hash
function. For an input message M and a hash value H that can be written as blocks Hy, ..., Hy,
the following informal process is applied:

o Initialization:

— apply appropriate block formatting (including special encoding and /or padding) to the
input message and get k blocks with equal size: My, ..., M,

— give an initial value to the internal state and get Sp,

e Block processing or message rounds: for i from 1 to k, insert the block M; in the state S;_1,
get S; = R(M;, S;—1), where R is called the compression function,

e Discontinuity: apply a final transformation after the last message round: Sgy; = F(Sk)
e Producing the hash value: sequentially apply for j from 1 to t:

— extract one block of hash value H; from the state Si4;: get H; = ext(Sk;),

— update the internal state with a transition function: get Sgp4jr1 =7 (Sk+j)-

Depending on the construction, some steps can be canceled or slightly twisted, for example
in order to use the same underlying function for R, F and 7. Indeed, we have to keep in mind
that two quite contradictory goals are aimed to in the design of a hash function: security and
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Figure 1.2: A general iterative hash function construction.

performance. Security would require domain separation, independent and perfect functions while
performance would require the reuse of existing components and imperfect functions. This explains
why the vast majority of existing algorithms only use one underlying function for the definition
of the compression function and/or final/transition function, if any. This situation explains the
need for assessing the security of the mode i.e., the formal description of how a small function is
used to define the overall algorithm and to clarify the security relation between the hash function
and the underlying function.

1.3 Some Existing Iterative Modes
1.3.1 Plain Merkle-Damgard

Known as the plain Merkle-Damgdrd construction, this totally insecure mode (which is never used
in practice) is simply cited here as it provides the basis for all iterative constructions through the
use of a compression function R. The compression function has a fixed input bitsize greater than
its (fixed) output bitsize. The hash function is obtained as the value of the last internal state.

Jl/[
padding | H
with zeros
M, M, M,
|n|t Lo R R — - - - - = —_— R
SO Sl SQ Sk—l Sk

Figure 1.3: Plain Merkle-Damgard construction.

1.3.2 MD With Special Message Formatting
Strengthened MD.

The well-known Merkle-Damgard construction, as it is referred to, is also known as strengthened
Merkle-Damgard. 1t is followed by a large majority of algorithms which are still in use (the MD
and SHA families of functions follow this paradigm). The only difference with its plain version
lies in the padding function which also appends the length of the message. In fact the padding
function is required to be injective. When using such a padding scheme, the hash function is
collision resistant as soon as the compression function is collision resistant.
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Figure 1.4: Merkle-Damgard construction with MD-strengthening.

Prefix-Free MD.

The prefix-free construction aims at providing a mode which is indifferentiable from a random
oracle. This is obtained by modifying the message before hashing it. More precisely, a prefix-free
code has to be applied on the incoming message. It is then processed through a plain Merkle-
Damgard construction.

This scheme has been proposed in [13] where the authors suggested two prefix-free encoding as
examples. In the first one each message block is concatenated with the length of the message and
its index while in the second one a 0 bit is prefixed to each message block except the last one which
is prefixed with a bit set to 1. Unfortunately, those two solutions suffer from a major drawback,
both require the loss of a part of the bandwidth and the first one implies that the length is known
before processing the message.

MD with a Counter.

To avoid attacks that rely on finding fixed points in the compression function i.e., values (z,y)
such that R(z,y) = y (for example [26]), a simple idea is to make the input of the compression
function depend on the index of the block that has to be processed. A simple way to get this
result is to use a counter as an input to the compression function, concatenated with the message
block. By doing so, the use of fixed points is only possible at the very moment when the right
index appears. A natural drawback of this solution is either the decrease of the size of message
blocks if used to patch existing compression functions or a larger memory occupancy if considered
during the design of a new compression function. However when this last point is not crucial, the
simplicity of the solution and the security gain makes it very straightforward to use.

1.3.3 MD with Larger Internal State

Chop-MD.

In this mode a plain Merkle-Damgard construction is performed and a fraction of the output (the
last internal state) is removed. This mode has been proven indifferentiable in [13]. Such an idea,
but without the purpose of indifferentiability in mind, is already in use in SHA-384 and SHA-224
respectively obtained by dropping some output bits from SHA-512 and SHA-256.

1.3.4 MD with Discontinuity
NMAC.

The NMAC construction applies an independent hash function to the output of the plain MD
construction. It has been proven indifferentiable in [13].
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Figure 1.5: Chop Merkle-Damgard construction.

HMAC.

In order to spare the use of another hash function in the NMAC construction, the HMAC con-
struction, proven indifferentiable in [13] prepends a block of 0 bits to the message before processing
it through the plain MD. Then it expands or truncates the hash output to fit the size of one block
and feed one last time the same MD construction.

Wide Pipe Hash.

This mode proposed in [30] with an instantiation named double-pipe hash is equivalent to NMAC.
The double-pipe instance shows how to use only one function to get two different compression
functions and an internal state twice the size of the original one. The mode is very interesting to
mention as it has been introduced for a very practical reason i.e., in order to be “failure-friendly”.
It means that given a compression function that is known not to be perfect — this is the case for
all real world compression functions — the mode aims to compensate for its imperfection.

EMD.

Very similar to the HMAC construction, the EMD construction in [3] aims at providing an in-
differentiable construction which is also collision resistance preserving. The collision resistance
is provided by the MD-strengthening and the block formatting treats differently the last block
whose length must be £, — 5, (length of the other blocks minus the size of the hash value). Then
the discontinuity is provided by an application of the compression function with a different IV
and with input block equal to the last message block concatenated with the result of the chaining
value.

1.3.5 Sponge Functions

Recently, sponge functions have been introduced in [6] as a new model to capture the behavior of
a real-world iterative hash function. The design strategy lies also in making the internal state size
grow (similarly to some of the former strategies). This hidden part acts like a reservoir meant to
make it difficult to generate and detect internal collisions. What makes the sponge construction
specific is that it is intended to mimic the behavior of a random oracle, including the generation of
virtually infinite outputs. Thus, the authors also propose to consider it as a model for MAC and
stream ciphers. For this purpose, they need to use a transition function for the state on which the
security of the scheme strongly relies. The same building block being used for the compression
function, a way to insert the message is to XOR it with a part of the internal state.

The sponge construction can be described as follows. The internal state is split into two parts
S = (54,89, with |S4| = |M;].

e [Initialization: apply an appropriate padding to the input message and get k blocks: My, ..., M.
Give an initial value to the internal state and get Sp = (Sg', S§),
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e Block processing or message rounds: for ¢ from 1 to k, insert the block M; in the state S;_1
and get S; = T(SA, @ M;, S ;)

e Producing the hash value: sequentially apply for j from 1 to ¢:

— extract one block of hash value H; from the state Si4,_1: get H; = Trunc(Skyj—1) =
Sk+7 L
— update the internal state with a transformation: get Si1; = 7 (Sk+j-1),

The above model is proven to be indifferentiable in [7]. It appears as a formalization of some
algorithms proposals that do not completely fit the scheme principles.

message H,y H,

formatting T
r
1 y DD . My,
} ]
Inlt .I : ! ! v
So \ S] } So Sk 1 \ } Shk+1 Sk+2

Figure 1.6: The sponge construction.

The “Concatenate-Permute-Truncate” Design.

This design was named in [29] describing the proposal GRINDHAL and referring to the proposal
SNEFRU [34]. The original idea developed in SNEFRU is to use an alternative way to design a
compression function which would not be based on a traditional adaptation of a block cipher and
most notably would spare key derivation.

In this design, the insertion of the message is not made as an XOR but by concatenating the
input block to a truncated internal state. There have been early attacks against SNEFRU [10]
improved in [8] as well as for GRINDHAL [35, 24].

Belt-and-Mill Hash Functions.

Following the ideas developed in [15], the idea behind sponge functions has first been used in the
proposal PANAMA [17]. The algorithm can be used both as a hash function and a stream cipher.
Unfortunately, PANAMA in hash function mode has been severely broken [36, 16]. The idea to
formalize a new mode was however on its way, and what was named an iterative mangling function
has been designed (precisely called a belt-and-mill hash function).

Largely inspired by the work done on its predecessor, RADIOGATUN [5] appears as the result
of the formalization of PANAMA’s design and attacks. As a recent proposal, it has not been as
thoroughly reviewed as older algorithms. However, some recent analysis have been published
which do not break the original security claim of its designers [11, 28, 27].

Strictly speaking, none of the above proposals follows blindly the sponge design, as a discon-
tinuity can be added or the insertion be slightly twisted.
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Complete Description of Shabal
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In this section, we describe our candidate function to the NIST competition, which we face-
tiously baptized Shabal. The name of our algorithm was chosen as a tribute to Sébastien Chabal,
a French rugby player known for his aggressive playing as well as for his beard and long hair which
got him the nickname of “Caveman”.

This section contains the description of our algorithm. We also explain intuitions behind the
reasons that made us shape Shabal the way it; the alternative possibilities and precise explanations
for our design choices are dedicated to Chapter 4. Moreover, the description of Shabal may be
easier to understand using the patterns given in Chapter 3 (one can also take a look at the detailed
execution trace given in Appendix B). Implementation tricks aiming at simplifying or accelerating
your Shabal implementation are discussed in Chapter 7. Finally, basic implementation is provided
in Appendix A.

2.1 Conventions

2.1.1 Endianess

The input of Shabal is an ordered sequence of bits of arbitrary length. An empty sequence is
allowed; Shabal accommodates to bitstreams of any length — however we evaluated its security
only for inputs of length smaller than 273 bits. The input length can be any integer value and is
not restricted to multiples of 8. Given a sequence of bits, bits are numbered by their index, the
first bit having index 0. We use the terms left and right to describe an ordered sequence of bits:
the first bit in the sequence is called the leftmost bit, the last bit is the rightmost bit.
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The input sequence is first padded: extra bits are added in a way which implies (among other
properties) that the length of the padded sequence is not equal to 0 and is a multiple of 32. The
padded sequence is then split into groups of eight bits. We will make use of the term byte to
denote such groups of bits': the first byte consists of the eight first (leftmost) bits in the padded
sequence; the next eight bits are grouped into the second byte, and so on. Since the length of
the padded sequence is a multiple of 32, this process yields an integral number of bytes and that
number is itself a multiple of 4. Each byte has a wvalue which is an integer between 0 and 255
(inclusive). The byte value is derived from the sequence of eight bits by using representation in
base 2, the leftmost bit being most significant: if the eight bits of an octet, from left to right, are
denoted bg, b1,... by then the value of this byte is equal to ZZ:O 27=1p;.

As an illustration, the padding procedure begins by appending a bit set to 1. Thus, when the
input sequence has a length which is a multiple of 8 (i.e., the unpadded/raw input sequence is an
integral number of bytes), then this additional bit becomes the addition of a new byte which has
its upper (leftmost) bit set to 1: the new byte has value 128.

Many protocols and software platforms define data as streams of bytes and not individual bits.
On such architectures, the process of grouping bits together into bytes is assumed to have already
taken place using the conventions discussed above. These conventions directly comply with NIST’s
API for reference implementations within the SHA-3 competition; they are also compliant with
widespread conventions such as the BER encoding of structures expressed in ASN.1 notation which
are ubiquitous to many standards related to X.509.

When the padded sequence has been converted into a sequence of bytes, these bytes are assem-
bled into groups of four consecutive values: the first (leftmost) four bytes become the first group,
the next four bytes become the second group, and so forth. Each group is hereafter called a 32-bit
word or more simply a word. Since the length of the padded input is a multiple of 32, this process
yields an integral number of words. Each word has a value which is derived from the four bytes
with the so-called little-endian convention: the first (leftmost) byte is least significant. Thus if the
four bytes taken from left to right have values ¢, ¢1, ca and c¢3 — all lying in the range [0, 255])
then the value of the word is ¢g + 28¢; + 210¢4 + 2%4¢5.

The operations of Shabal are expressed in terms of words. The output of Shabal is a sequence
of words which is transformed into bits using the same conventions in reverse order: words become
bytes with the little-endian convention and each byte represents a sequence of eight bits, the most
significant one being the leftmost bit. Note that the final output bit sequence is truncated to a
configurable output length?.

It shall be noted that these conventions for the order of bits within a byte and bytes within
a word are identical to those used by the well-known hash function MD5. They are sometimes
referred to as mized-endian: big-endian at the bit level, and little-endian at the byte level.

2.1.2 Notation

In this section, we introduce notation that are extensively used in the remainder of this document.
Let x,y be n-bit words (n = 32 for non-weakened versions of Shabal). We denote by = @ y the
bitwise exclusive or (or XOR) of z and y. By x A y we denote the bitwise logical and of = and
y. We will also denote by T the complement of x i.e., x @ 1 — the notation 1 (bold ’one’) stands
for OxFFFFFFFF for a 32-bit word. Finally x <« j denotes the rotation of x by j bits to the left
and x < j denotes the shift of x by j bits to the left. Rotation differs from shift in that bits
disappearing on the left side come back on the right side in the former while they are simply erased
in the latter (so z < j means that j zero-bits enter from the right). It is expected that j be lower
than the bitsize of a word (i.e., 32 for non-weakened version of Shabal). If this is not the case, j
is reduced modulo the word bitsize before the rotation is carried out.

All logical operations used in this document are bitwise i.e., are applied separately on each and
every bit in words. We will also use wordwise operations i.e., operations on words such as addition

1The equivalent term octet is also often encountered in technical documents.
2The intended output length also modifies internal processing.
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and subtraction modulo 232. We will denote additions modulo 232 by B or +, whose meaning will
be clear from the context. In other words, if X and Y are arrays of 32-bit words, X 4+ Y means
that the result is an array of words containing words of X and Y added together with no carry
propagating from one word to the next. The same convention applies for subtraction.

2.2 Description of the Mode of Operation

The construction on which Shabal is based makes use of a keyed permutation P and is proven to
be indifferentiable from a random oracle. Shabal is entirely defined by this generic construction
together with some particular specification of P which we define in Section 2.3.

Let ¢;, be the output length of Shabal. For notational simplicity, we will assume that only
multiples of 32 are allowed (and most noticeably 192, 224, 256, 384 and 512). Throughout the
rest of this document, Shabal with a message digest of ¢} bits is referred to as Shabal-¢; as long
as £, € {192,224,256,384,512}.%

2.2.1 Description

TN N N
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Figure 2.1: The mode of operation: Message rounds
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«-- Message rounds ---+ «-- Final rounds --»

Figure 2.2: Final rounds: View 1

Our hash construction uses an internal buffer divided into three different parts (A, B,C) €
{0,1}% x {0,1}% x {0,1}*~ which at initialization are set to initial values (Ag, By, Cp). An
auxiliary buffer W € {0,1}%* is used as a counter to number message blocks. Due to its particular
role, W is not considered as a part of the internal buffer. Shabal hashes /,,-bit message blocks
iteratively. The construction uses a keyed permutation P where P : {0, 1}¢= x {0, 1}« x {0, 1}*= x

3We explicitly consider the output size of 192 bits — which is not a request from NIST — since one may find it
to be of particular interest for ECDSA-192.
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Figure 2.3: Final rounds: View 2

{0,1}¥m — {0,1}% x {0,1}*~. By definition, for any key (M, C) € {0, 1}*= x{0,1}* the function
Puc: (A, B) = Puc(A,B)=P(M,A,B,C) is a permutation.
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‘ Description of the Mode of Operation

Initialization: (A, B,C,W) < (A, By, Co, 1).

Padding: Post-pad the message with a bit set to 1 followed by as many 0 bits as required
to yield a padded message with an exact number of £,,-bit blocks.

Message rounds: For w ranging from 1 to k (w being equal to w = 232 W[1] + W|0]),
do:

e add: the message is introduced.
B «— B+ M,,

where B « B+ M, means that B and M,, are added wordwise (again, there
is no carry from one word to the next).

e counter: XOR the counter in A[0] and A[1].
A[0] — A[o]® W[0], A[l] — A[l]® W1].
e permute: apply the keyed permutation.
(A, B) < Pu,,c(A,B).
e sub: the message is subtracted.
C—C—-M,,

where C' «— C' — M,, means that C and M are subtracted wordwise.

e swap: B and C are exchanged.

(B,C) « (C, B).

Final rounds: At the end of message rounds, perform a series of final rounds: the
message round is applied 3 times with the lastly inserted message block Mj, the
counter w being left unchanged and fixed to k.

Output: Output words C[16 — £5,/32] to C[15]. The contents of A and B are ignored.

A graphical view of the hash construction is displayed on Figure 2.1. At this stage, note
that simple optimizations are possible in the final rounds (see the differences between Figures 2.2
and 2.3): in particular, the last sub operation is removed, the last swap, and the sub and add
between applications of P in final rounds. The first picture provides a view on atomic rounds
made of sequences of add, counter, permute, sub, exchange operations while the second picture
shows a more efficient but somewhat more code-consuming presentation on the final rounds of
Shabal.

The effect of a message round on the internal state is denoted (4, B, C,w+1) = R(M,, A, B, C, w)
or (S,w+ 1) = R(M,,S,w) for short. The effect of final rounds is referred to as F (with the
notation (S, w) = F(My, S,w)); we remind that the only difference between R and F is that the
counter is not incremented in F as opposed to R.
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2.2.2 A High-Level View

We give below a more synthetic view of Shabal.

Initialization: (A, B,C) <« (Ao, By, Co)
Message Rounds: M = M;,..., My

For w from 1 to k do

1. B— B+ M,
2. A— Adw
3. (A,B) — Pu,,.c(A,B)
4. C — C — M,
5. (B,C) < (C,B)
End do

Final rounds:
For ¢ from 0 to 2 do

B «— B+ M,

A— Ak

(A, B) < Puy,c(4, B)
C«— C— M,
(B,C) — (C,B)

A

End do

Output: H = msby, (C)

2.2.3 Security Results

Chapter 5 focuses on security properties of the mode of operation and provides proofs that Shabal
is (a) indifferentiable from a random oracle, (b) collision resistant, (¢) preimage resistant and (d)
second preimage resistant, assuming that the inner keyed permutation P behaves as a random
keyed permutation. All bounds are shown to be optimal in Chapter 11 where we exhibit generic
attacks that meet these security bounds. We refer the reader to these sections for more details.

2.3 Specifying the Hash Function Shabal

In Section 2.2, we have described the mode of operation on which our proposition Shabal is
based. In this section, we describe a number of implementation details which characterize Shabal.
Although other implementation choices of the mode could be defined as well to yield other hash
functions, we stress that the design choices we make in what follows are integral parts of Shabal
and that any other setting cannot be considered as being Shabal.

2.3.1 Overview

Shabal only defines message blocks of ¢,,, = 512 bits. For two tunable security parameters p > 2
and r > 2, we define the internal state buffer as a (A, B,C) which is a (1024 + 32r)-bit buffer
viewed as arrays of 32-bit words. More precisely, B and C' are 16-word arrays while A is an r-word
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buffer. We thus have ¢, = 32r. The counter W, which is not considered as a part of the internal
buffer, is viewed as a 2-word buffer. Shabal is then defined as follows.

Description of Shabal (prefix approach)

Initialization: (A4, B,C) « 0, w « —1.

Prefixing: The message is prefixed with 32 words set to fixed values ranging from /¢,
(written as a 32-bit word) to £, + 31 where ¢, € {192,224, 256,384,512} is the
output length.

Padding: Post-pad the input message with a bit set to 1 followed by as many 0 bits as
required so that the padded message can be split into 512-bit blocks.

Message rounds: For w ranging from —1 to k (w being equal to w = 232-W[1]+W|0]),
do:

e add: the current message block is inserted.
B — B+ M,,.
e counter: XOR the counter in A[0] and A[1].
AJ0] — A[0]® W[0], A[l] — A[1] @ W[1].
e permute: apply the keyed permutation described in Section 2.3.2.
(A4, B) < Pu,.c(A,B).
e sub: the message block is subtracted.
C«+— C—-M,.
e swap: B and C are swapped.
(B,C) « (C, B).
Final rounds: When all message blocks are treated, perform 3 final rounds. A final
round performs a message round with the last message block My, the counter

w being fixed to the total number k£ of message blocks inserted in the message
insertion phase.

Output: Finally output the words C[16 — ¢5,/32] to C[15] in that order. The contents
of A and B are ignored.

The initialization value of w is chosen to be —1 so that once the 2-block prefix message is
treated, the index of the first input message block is w = 1. Throughout the document, the
prefix is denoted by (M_1, Mp). In particular, it holds that M_1[0] = £y, M_41[15] = ¢, + 15,
Mo[O] = /¢, + 16 and M0[15] =/ + 31.

It is worth noticing that, as an alternative to the above, one may ignore the prefixing of the
message and precompute the contents (A, B, C') = IV, of the internal state resulting from hashing
the two blocks (M_1, My). The simplified algorithm is described below.
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Description of Shabal (IV approach)

Initialization: (A, B,C) «— IV, , w < 1.

Padding: Post-pad the input message with a bit set to 1 followed by as many 0 bits as
required so that the padded message can be split into 512-bit blocks.

Message rounds: For w ranging from 1 to k (w being equal to w = 232 . W[1] + W|0]),
do:

e add: the current message block is inserted.
B «— B+ M,,.
e counter: XOR the counter in A[0] and A[1].
AJ0] — A[o]® W[0], A[l] — A[1] @ W[1].
e permute: apply the keyed permutation described in Section 2.3.2.
(A, B) « Pum,.c(4,B).
e sub: the message is subtracted.
C«+—C—-M,.
e swap: B and C are swapped.
(B,C) < (C, B).
Final rounds: When all message blocks are treated, perform 3 final rounds. A final
round performs a message round with the last message block My, the counter

w being fixed to the total number k£ of message blocks inserted in the message
insertion phase.

Output: Finally output the words C[16 — ¢5,/32] to C[15] in that order. The contents
of A and B are ignored.

In Section 3.1, the initialization vectors 1V,, are provided for all supported values of ¢5. Let
us stress once again that these two ways of defining Shabal are strictly equivalent. Depending on
several parameters (see Section 4.5) among which performance tradeoffs, it is left as an implemen-
tation choice to follow one or the other approach.

2.3.2 The Keyed Permutation

We now move on to the description of the inner keyed permutation of Shabal. We make use
of an NLFSR-based construction (see also Figure 2.4), whose design rationale are provided in
Section 4.2.1.
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Keyed Permutation P used in Shabal

Input: M, A,B,C
Output: A, B

For ¢ from 0 to 15, do:
e B[i] — B[i] « 17
Next ¢
For j from 0 to p — 1, do:
e For i from 0 to 15, do:
— Compute

Ali+ 16§ mod 1] «— U(Afi + 165 mod r] ® V(A[i — 1 + 165 mod r] < 15)
@ C[8 — i mod 16])
@ Bli+ 01 mod 16]
@ (B[i + 02 mod 16] A B[i 4+ 03 mod 16])
@ M]i]

where (01, 02, 03) = (13,9, 6) are offset values discussed later in Section 4.3.
— Bl[i] « (B[i] < 1) ® A[i + 165 mod 7]

e Next ¢
Next j
For j from 0 to 35, do:
e Al[j mod r] < A[j mod 7] + C[j + 3 mod 16]

Next j

In the above description, ¢ : £ — 3 x xmod 232 and V : & — 5 x z mod 232 are used as
nonlinear functions (see Section 4.2.3). Offset values (01, 02,03) = (13,9, 6) are carefully chosen as
explained in Section 4.3. Parameters (p,r) may have several acceptable values p > 2 and r > 2;
however Shabal defines specific values for (p,r) as discussed in Section 2.5.

The final loop of P (i.e., where A[j mod r| < A[j mod r]+C[3+j mod 16]) is not fully generic
towards the parameter r as explained in Section 4.2.6. Changing a value for r that differs from
the one given in Section 2.5 implies applying modifications to this last loop.

2.4 Tunable Security Parameters

Shabal features two security parameters:

Parameter p: the number of loops performed within one application of the keyed permutation;
larger values of p provide better security guarantees.

Parameter r: the remanence of A. The minimal value for r is 2 due to the insertion of the 64-bit
counter W in A[0] and A[l]. r corresponds to a security margin as extensively discussed in
Chapter 5.
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Figure 2.4: Main structure of the keyed permutation used in Shabal.

In our security analysis, we only consider the case where
16-p=0 modr

since otherwise certain words of A are more intensively used than others.

We note however that parameters p and r have a different impact on the security of the hash
function. Parameter r increases the capacity (in the sense of [7]) of the mode of operation of
Shabal detailed in Section 2.2. Increasing r is therefore a direct way to add a (provable security
minded) security margin. However, we also note that too large a value for r is not compatible with
a correct level of diffusion and real-world security (furthermore, r is structurally upper-bounded
by 16p). On the contrary, parameter p does not increase the size of the internal state but has
the effect to strengthen the keyed permutation. Larger enough values of p make the permutation
behave in a less controllable way. In a sense, increasing p makes the permutation closer to an
idealized permutation. This is true up to a certain threshold above which taking larger values for
p will not increase security anymore.

2.5 Parameter Choices in Shabal

The submitted algorithm Shabal strictly uses (p,r) = (3,12). Other choices of parameters must
not be considered as Shabal, even though their study may reveal interesting from a research
perspective. In Shabal, it always holds that 16p = 0 mod r so that all the words of A are used
equally often.
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Chapter 3

Some Test Patterns

Contents
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3.3.1 Final State and Output for Shabal-192 . . . . . . .. .. ... ... ... 33
3.3.2 Final State and Output for Shabal-224 . . . . . ... .. ... ... ... 34
3.3.3 Final State and Output for Shabal-256 . . . . . . . ... ... ... ... 34
3.3.4 Final State and Output for Shabal-384 . . . . . .. ... ... ... ... 34
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We give in this chapter, for all output bitsizes ¢;, € {192,224,256,384,512}, different test
patterns which everyone’s implementation must comply with. These data include the initialization
vector IV, to use when writing Shabal in the IV manner, as well as the final content of the state
and the hash result when hashing two example messages. The first example message (message A)
is an all-zero full block, which may equivalently be denoted as 0,52 (bit list), 0s°* (byte list) or

032'® (word list). The second example message (message B) is a 102-byte string defined as:

“abcdefghijklmnopgrstuvwxyz-0123456789-ABCDEFGHI JKLMNOPQRSTUVWXYZ~

0123456789-abcdefghi jklmnopqrstuvwxyz”

Note that message B is longer than one block but does not exactly fit on two blocks.

With the aim to facilitate the writing and debugging of Shabal, we also provide the complete
lists of all successive intermediate states when hashing message A and message B with all five

functions Shabal-¢;, (see in Appendix B).
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3.1 The Different Initialization Vectors

3.1.1 Initialization Vector for Shabal-192

A : FD749ED4 B798E530 33904B6F 46BDASSE 076934B4 454B4058 77F74527
62931DA9 E778C8DB 22B3998E AC15CFB9

B : 58BCBAC4 EC47AO8E AEE933B2 DFCBC824 A7944804 BF65BDBO 5A9D4502
C5CEA54E 4B6B8150 16E71909 7D632319 930573A0 F34C63D1 CAF914B4

C : 61550878 89EF2B75 A1660C46 TEF3855B 7297B58C 1BC67793 7FB1C723
1A48B71C F0976D17 O88CE8S80A A454EDF3 1C096BF4 AC76224B 5215781C

3.1.2 Initialization Vector for Shabal-224

A : A5201467 A9B8D94A DACED997 68379D7B A7FC73BA F1A2546B 606782BF
2F25374E 069A149F S5E2DFF25 FAECF061

B : EC9905D8 F21850CF COA746C8 21DAD498 35156EEB 088C97F2 26303E40
FEEE44B6 8A1E9573 7B81111A CBC139F0 A3513861 1D2C362E 918C580E

C : E4B573A1 4C1A0880 1E907C51 04807EFD 3ADS8CDE5S 16B21302 02512C53
99405F2D EB5B648A1 70AB1D43 A10C25C2 16F1ACO5 38BBEB56 9B01DC60

3.1.3 Initialization Vector for Shabal-256

A : 52F84552 Eb54B7999 2D8EE3EC B9645191 E0078B86 BB7C44C9 D2B5C1CA
14CEBA45 22AF50DC EFFDBC6B EB21B74A

B : B555C6EE 3E710596 A72A652F 9301515F DA28C1FA 696FD868 9CB6BF72
AGE03615 5138C1D4 BE216306 B38B8890 3EA8B96B 3299ACE4 30924DD4

C : B405F031 C4233EBA B3733979 CODD9D55 C51C28AE A327B8E1 56C56167
88B59D60 60E2CEBA 758B4B8B 83E82A7F BC968828 EGEOOBF7 BA839EL5

3.1.4 Initialization Vector for Shabal-384

A : C8FCA331 EG55C504E 003EBF26 BB6B8D83 7B0448C1 41B82789 0A7C9601
B6E2673E CA54C77B 1460FD7E 3FCB8F2D

B : 527291FC 2A16455F 78E627TES5 944F169F 1CA6F016 A854EA25 8DBO9SABE
30117DCB CF5C4309 93711A25 F9F671B8 B01D2116 333F4B89 B285D165

C : F764B11A 76172146 CEF6934D C6D28399 FE095F61 5E6018B4 5048ECF5
6E6E36DC 63130DAD A9C69BD6 1E9QOEAOC 7C35073B 28D95E6D AA340EOD

3.1.5 Initialization Vector for Shabal-512

A : 20728DFD 46COBD53 E782B699 55304632 71B4EF90 OEA9E82C DBB930F1
BEOCAE40 8BD14410 76D2ADAC 28ACABTF

B : C1099CB7 07B385F3 E7442C26 CC8AD640 EB6F56C7 1EA81AA9 73B9D314
48910A5A 893B22DB C5A0DF44 BBC4324E 72D2F240 75941D99 6D8BDES2

C : D9BF68D1 58BAD750 56028CB2 8134F359 B5D469D8 941A8CC2 418B2A6E
TFO7D787 5194358F 3C60D665 BE97D79A 950C3434 AED9AO6D 2537DC8D
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3.2 Final States and Outputs when Hashing Message A

The value of message A, expressed as a list of bytes, is the following:

M1 : 00 00 00 OO OO 00 00 00 00 0O OO0 00 00 00 00 00
00 00 00 00 00 OO0 00 00 OO 00 OO 00 00 OO0 00 00
00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00
00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00

Note that for each output length the hash value of message A is given twice: first as a word list
directly extracted from the end of the state buffer C, then as a byte list expressed in accordance
with its little-endian representation.

3.2.1 Final State and Output for Shabal-192

A : A38C0C63 17C2CAE8 3248572C 1C89CAD5 176ED597 B242B8AD 73298C22 TADF1817
OOD909DA 61AD8518 90266914 9DC1F617

B : 260A3D42 E9E62340 385A3EBF 2978F492 A1DE4E1A AEDBB855 49DB44CD DOB179F3
TD7TFAAEO 87798FA8 9F7TF5E35 4A9F52FE AOF35652 65A6D26E 320A1851 EFF9A7CD

C : F91EEESE 99DCC78C 82F72599 8CACD775 09544255 ED275CF3 0166F95E 2C375AFA
49AAFBEO 4D9C01C6 CB6E700F CE4DCF97 D2BBBFOO 0C5364FB B40C8732 0D733948

H : CB6E700F CE4DCF97 D2BBBFOO 0C5364FB B40C8732 0D733948

H : OF 70 6E CB 97 CF 4D CE 00 BF BB D2 FB 64 53 0C
32 87 0C B4 48 39 73 0D

3.2.2 Final State and Output for Shabal-224

A : O08FC66FC CE392D14 42C29F35 5649D86A DCD65214 9A423F72 99D2F688 5073E130
1E1F9B61 A28A416E 9C9572AB C3A9B2BC

B : 33D58779 1AD91014 D67F57EC FDADDS8EC 75AB31C5 CH50ECE4D B7C2CD52 3B8500C5
FCCDOF17 F7EED488 FFOO6EED DB95D041 965CBF04 BOE05609 1B26DB06 843BODE7

C : BEGAC9DC 86AFB8BB 300C6C1B 237F0C8C 6DEFSEEF 599CA070 540040F7 EEA985E4
4A5B8375 14A6DD99 E8D207F9 F7187681 326F6930 8BCAAE0OO 25F4855F 3120BA43

H : 14A6DD99 E8D207F9 F7187681 326F6930 8BCAAEOO 25F4855F 3120BA43

H : 99 DD A6 14 F9 07 D2 E8 81 76 18 F7 30 69 6F 32
00 AE CA 8B 5F 85 F4 25 43 BA 20 31

3.2.3 Final State and Output for Shabal-256

A : 3DBA182A DOD6787E DAD8F4C9 CC065328 A36A08C7 902C794E 43E5A220 E2F378F1
1E35B4C3 EF6B834E 8E442A11 6922E895

B : 66DF96F1 E4D309BD 6377D5E2 48F253E3 F8E9B974 0773C11C 8B2B886F 9D7AC002
343612B3 80C441F4 F676FCAD 3D6A453A 6CBEC284 2B3DE748 57EE16DB 80DBFFO08

C : B7E837B3 3B2C6ACA E0358DC2 2BD758E9 30F7A2ED DF3516C7 253CBOEO 1A1A98FC
COO88FDA 9ABA672A 79DOBD56 07AE488E 095E2114 06855B3B 1877A349 A2543F99

H : COO88SFDA 9ABA672A 79DOBD56 O7AE488E 095E2114 06855B3B 1877A349 A2543F99

H : DA 8F 08 CO 2A 67 BA 9A 56 BD DO 79 8E 48 AE 07
14 21 5E 09 3B 5B 85 06 49 A3 77 18 99 3F 54 A2
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3.2.4 Final State and Output for Shabal-384

A : 37661E10 1BEDBBD5 B022D077 CB1781BD 23DCFA84 AF4946EC 9C681ADD 8C48B88C
6BC4DOCB 1F4A95CD OF2C5CD4 D1BC38C6

B : CA3AFDBC 298219E1 5EOBF2B8 8F151F6D 648A1FC9 C1F29FEE CD9F4978 F81C514A
44EB858B D33BO6CF 929CBC10 60672CBB 20B3CCCA EB12DEDO 5CCD8C97 240C8D1C

C : D4163C6A 49313E63 OD1ACCBE 7AD73B3E 3312DESD DA850D91 03785C3A C611B112
S5D1BCAFC 033755D2 3B8EEOSE 15251E4E 636A724F FOASES84 4AABEAAF 122FC0C4

H : 3312DE9D DA850D91 03785C3A C611B112 5D1BCAFC 033755D2 3B8EEOSE 15251E4E
636A724F FOABE584 4AABEAAF 122FC0C4

H : 9D DE 12 33 91 0D 85 DA 3A 5C 78 03 12 B1 11 C6
FC CA 1B 5D D2 55 37 03 5E EO 8E 3B 4E 1E 25 15
4F 72 6A 63 84 E5 A8 FO AF EA AB 4A C4 CO 2F 12

3.2.5 Final State and Output for Shabal-512

A : 1FD517B4 18EE0662 002DA3F7 3C864C42 00BDBC17 D3A91349 84B98D58 DBOA255C
EA84933C 78858700 4E1BD28E 22E17C53

B : D90A51B3 625DBAFC AO4AEOF1 15BBA584 3D510ABB 8DF79E61 BBC7D290 442F3794
A65F93BA T7FCB1E48 60830747 B3922082 93ACOA65 FFB4D084 7900BFF4 8548658A

C : C6168015 OA3F1FC8 688DD952 8E9E2FED 23EF9578 BCE2A7CB A5D80961 E6C9E632
9701A5A6 FO37B89F 20C6C44E DC7931E7 2BB5AB82 B3ADCD32 9CE25056 22305E98

H : C6168015 OA3F1FC8 688DD952 8E9E2FED 23EF9578 BCE2A7CB A5D80961 E6C9E632
9701A5A6 FO37B89F 20C6C44E DC7931E7 2BB5AB82 B3ADCD32 9CE25056 22305E98

H : 15 80 16 C6 C8 1F 3F OA 52 D9 8D 68 ED 2F 9E 8E
78 95 EF 23 CB A7 E2 BC 61 09 D8 A5 32 E6 C9 E6
A6 A5 01 97 9F B8 37 FO 4E C4 C6 20 E7 31 79 DC
82 AB B5 2B 32 CD AD B3 56 50 E2 9C 98 5E 30 22

3.3 Final States and Outputs when Hashing Message B
The value of message B, expressed as a list of bytes, is the following:

M1 : 61 62 63 64 65 66 67 68 69 6A 6B 6C 6D 6E 6F 70
7172 73 74 75 76 77 78 79 7TA 2D 30 31 32 33 34
35 36 37 38 39 2D 41 42 43 44 45 46 47 48 49 4A
4B 4C 4D 4E 4F 50 51 52 53 54 55 56 57 58 59 5A

M2 : 2D 30 31 32 33 34 35 36 37 38 39 2D 61 62 63 64
65 66 67 68 69 6A 6B 6C 6D 6E 6F 70 71 72 73 74
75 76 77 78 79 TA

Note that for each output length the hash value of message B is given twice: first as a word list
directly extracted from the end of the state buffer C, then as a byte list expressed in accordance
with its little-endian representation.

3.3.1 Final State and Output for Shabal-192

A : FOD98DBE 30B70551 86CBS5CAF BDB2F590 AF169E21 BDS8AF9BE 9EEA9756 F7D0O8C3A
C51970D2 26C8004C 5BFD5D4B 24891C29

B : 34E18578 04C53BCB FC371288 11A6D737 61190916 E719D732 66662512 9D6323C1
OE02DOB3 F982ED56 77580C07 39804591 D2590E21 514A0457 11667C92 712C2FEB
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C : 593CCDF8 F2E993BO DD79ADFB A855551E 2B63F3B6
D678E2F8 2953038A 79AEOF69 76956D22 B4FDESOA

H : 79AEQOF69 76956D22 B4FDE8OA 37058CF5 55561711

H : 69 OF AE 79 22 6D 95 76 OA E8 FD B4 F5 8C 05

11 17 56

55 7D 30 7B 15

24A62526 E88CECSE
37058CF5 55561711

157B307D

37

3.3.2 Final State and Output for Shabal-224

A : 894924F9
OAEA318D
B : 9EO9BFB65
A574BC1A

C : E3BD6COF

3A11ED4E
H : 8D2DD6C7
H : C7 D6 2D
5B F1 58

B9663D4A 3211E95C E3077A9D
D66C462E 90837F7A 506E9ACY

66B89207 696D8SEA 677D16EF
1593FD54 A1D2FB2A E3B31AC6

E3B4A56E E9349EB2 29739374
8D2DD6C7 B474342A 1AD1A9F4

B474342A 1AD1A9F4 433DDB52

8D 2A 34 74 B4 F4 A9 D1 1A
CF 45 4C 5D 56 1D 71 25 F5

12706153

S5A9BE34F

A46CBATF

5522513E
433DDB52

CF58F15B

52 DB 3D

2CE27DCF CESECODB

D3618C82 FBCC3A81

CDE04097 FDB835E0

B4754483 8D7CO35E
CF58F15B 565D4C45

565D4C45 F525711D

43

3.3.3 Final State and Output for Shabal-256

A : 08ABA604
7630AEDA

B : DA91E764
6BOD04BB

C : C539CC9B
BF349FB4

H : BF349FB4

H : B4 9F 34
C2 F9 6F

9C4035C7 8B73310B B3795EF0
DCE8C11C A7146FD5 F5A59553

394C58F5 B1A9C163 7CADCDD5
CA590BB3 58D41196 668B13D2

CA52634F 214754DE 19A73AD2
304C8651 6CC43C53 DE2B54C2

304C8651 6CC43C53 DE2B54C2

BF 51 86 4C 30 53 3C C4 6C
DO 6F 5C 53 9A FF 6E AD 58

E6B83DEB

25514A39

97D7D432

AAF2D843
DO6FF9C2

DO6FF9C2

C2 54 2B
83 F7 32

7A57B2AB 31D05460

B6E44767 F91D226C

2166BAB2 99CD95C1

91D84323 TC4EFAFB
9A535C6F 58ADGEFF

9A535C6F 58AD6GEFF

DE
TA

3.3.4 Final State and Output for Shabal-384

A : EO0042A7C
396FDAA7

B : D2EA74CA
BC83E112

C : 6DO85ED6
9A6689A1

H : 0E2C0130
CECBF13A

H : 30 01 2C
A1 89 66
3A F1 CB

232B50B8 3DD8F7C8 6CEA315D
TOEB195E E7B2616E BEGA25FA

12F9F6AD 75E6BEO6 A16ABFF6
3414D903 AD33A01D 1EB62E29

71C06B61 6D009973 9317C3EB
97TA2DFA 772FEF13 A474444C

0B46DC3E C22786D7 D24409C3
24B4FAC5 F073088C AOEBFB38

OE 3E DC 46 OB D7 86 27 C2
9A FA 2D 7A 97 13 EF 2F 77
CE C5 FA B4 24 8C 08 73 FO

E27E7E4E

060268AB

5A8B2929

OE2C0130
CECBF13A

9A6689A1

C3 09 44

4C 44 74
38 FB EB

E86814E8 F6FDAC30
F16FA81F 83DAODA6
24FEB781 136123D5

0B46DC3E C22786D7
24B4FAC5 F073088C

97TA2DFA T772FEF13

D2
A4
A0
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6FD09762
157B307D

90F7B2A7

AA0538CC

0A706953

9236E8EE
F525711D

23D8D113

29C46011

24247080

54D18CAB
TA32F783

TA32F783

6CC5A5C3

D37D8E46

T8B55F43

D24409C3
AOEBFB38

A474444C



3.3.5 Final State and Output for Shabal-512

A : TO6F3E32 22946DE1 15E78C72 2CE64CAC 5E568D8A 9C96B1AC 8F9951F0 BOFAA007
E3443293 15CCF7A7 0D0736D8 4930715B

B : 27D27CC5 240FAAD1 6AEO8ASD DD1A5439 BE5864F8 F0671108 F8881886 85D62586
9E795F12 E6068F6B 0914DOD5 A9F12D15 BBAB1377 14431DCF D98C1192 4E2ABACT

C : 7TF6F7TE67 FOOAD712 2F6635B3 5168B559 663E65F3 86337D64 4301DADF A5C84C25
94213EDB 716F8C06 607B7D59 B4224D98 D9601F7A CBDFA81C B9655D17 CFCE5973

H : 7F6F7TE67 FOOAD712 2F6635B3 5168B559 663E65F3 86337D64 4301DADF A5C84C25
94213EDB 716F8C06 607B7D59 B4224D98 D9601F7A CBDFA81C B9655D17 CFCE5973

H : 67 7E 6F 7F 12 D7 OA FO B3 35 66 2F 59 B5 68 51
F3 65 3E 66 64 7D 33 86 DF DA 01 43 25 4C C8 A5

DB 3E 21 94 06 8C 6F 71 59 7D 7B 60 98 4D 22 B4
7A 1F 60 D9 1C A8 DF CB 17 5D 65 B9 73 59 CE CF

3.4 Intermediate States for Messages A and B

A complete follow-up of the execution of each Shabal-¢;, on both messages A and B is given in
Appendix B.

35



Chapter 4

Design Rationale

Contents
4.1 A Quest for Provably Secure Efficiency ... .............. 37
4.1.1 A Short Story about the Mode of Operation of Shabal . . . . . .. ... 37
4.1.2  Security Proofs: An Intuition as to Why Shabal is Secure . . . . . . .. 38
4.2 Designing the Keyed Permutation P . . . . ... ... ... ...... 38
4.2.1 An NLFSR-based Structure . . . . . . .. ... .. ... ... ...... 39
4.2.2 A Permutation . . . . . . . . . . ... 39
4.2.3 Register A. . . . . .o 39
4.2.4 Register B . . . . .. e e e 40
4.2.5 Function G . . . . . .. e e 41
4.2.6 The Final Transformation . . . . . . .. .. ... ... ... ... 42
4.3 How We Chose (01,02,03) « « v v v v v v v v v v vt et e et e v e e e e 42
4.3.1 TheBasicldea . . . . .. .. .. . e 42
4.3.2 Linearization . . . . . . . .. . L L e 43
4.3.3 Search Methods . . . . . . .. . ... . 44
4.3.4 Results on the Linearized Function . . . . . ... .. .. ... ... ... 44
4.3.5 Final Results on the Real Function forp=1andr =12 . . . ... ... 44
4.4 Shabaland Degree. . . . . . . . . i i i i i ittt v ittt 45
4.4.1 Degree of Weakinson-1bit . . . . . . ... ... oL oL, 45
4.4.2 Degree of Weakinson-®-LinearUV-NoFinalUpdateA . . ... ... ... 46
4.5 Initial Values . . . . . . . o o i i i i i s e e e e e e e e e e e e e e e e 46
4.6 The Effect of Counter w . . . . . . . i i i v v i v v v it v e e e e oo 47
4.7 Output of the Hash Function . . ... ... ... ... ......... 47
4.8 Nomlinearity . ... .. ... e 47

This chapter explains how we came up (ended up) with the hash construct described in previous
chapters. Inherent to all ideas underlying a cryptographic construction are arguments of different
nature: simplicity; performance; attacks; proofs; intuitions. Certain elements of Shabal relate to
intuitive considerations in the sense that although we were not able to conceive attacks on other
design choices, we felt that the computational components we eventually adopted in Shabal are
definitely a better option than alternate approaches. Other aspects of the hash function, such as
the size and nature of the different parts of the internal state, follow a clear methodology with a
number of metrics that we chose to optimize. Several reformulations have been adopted in order
to simplify the description of Shabal and allow easy-to-code and fast implementations. Finally,
from the very beginning we decided to rely on the power of security proofs (see Chapter 5) to

properly validate the mode of operation and select various size parameters.
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Many design components interact in obvious or more subtle ways and their validation was not
carried out independently, even though for the sake of readability and comprehension, we chose to
discuss them separately in this document. Finally we point out that the structure of this document
is not directly related to the importance of the concepts and ideas we developed while designing
Shabal, but rather follow a desire for a clear exposition of our conclusions.

4.1 A Quest for Provably Secure Efficiency

4.1.1 A Short Story about the Mode of Operation of Shabal

It may not be obvious at first sight to understand the design rationale behind the operating mode
of Section 2.2; this mode of operation is the result of a long series of works which we sum up in
this section.

Before opting for the final mode previously described, we were planning to rely on the mode of
operation shown on Figure 4.1 which we retrospectively call Old Mode 1. Old Mode 1 features a
double message insertion, and a large keyed permutation. The idea of relying on multiple message
insertion is not new (it exists for example in RADIOGATUN): a direct effect of double insertion is
to increase the diffusion of input differences', which hardens the search for differential paths. Old
Mode 1 also exploits the idea of an accumulator (X on Figure 4.1) which collects input bits from
all message blocks and prevents internal collisions from happening after one round of message
insertion.

Interestingly, this mode turned out to be indifferentiable from a random oracle, a must-have
property. Also, provable resistance to collision, preimage and second preimage attacks can be
shown in the ideal cipher model. Besides, the core object of Old Mode 1, a keyed permutation,
is more efficiently instantiated than any unkeyed permutation defined on the same input domain
since the field holding the parameter (key) does not require to be written and given as output.
One may thus expect to realize better throughputs than with a basic sponge construction such as
[7]. On the other hand, the domain of the keyed permutation still has to be very large to meet
satisfactory security bounds and therefore Old Mode 1 leaves the impression that there is room
for more advanced improvements.

M,y My M, H

U A W
X + + 7 + 7 !
' B

Figure 4.1: Mode of Operation Old Mode 1

We later found how to refine Old Mode 1 into a more efficient mode of operation Old Mode 2
depicted on Figure 4.2. Old Mode 2 makes use of a smaller permutation than Old Mode 1 since a
fraction of the input space has been converted into a part of the key space, with now 2 parameters
instead of just one. Relying on a keyed permutation with optimally small input space is clearly
beneficial to both security and performance, since it is much easier to construct efficient keyed
permutations on smaller domains. Like Old Mode 1, Old Mode 2 turned out to be indifferentiable.
But in addition to that, interestingly, this mode happens to support provable collision, preimage
and second preimage resistance, although the simulators are much more intricate to conceive than

in the case of Old Mode 1.

lwith double insertion, message modifications that one makes to correct differences in one round are also to be
corrected in next round and so on.
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Figure 4.2: Mode of Operation Old Mode 2

It finally became clear to us that the variable X played no significant role in the security of Old
Mode 2. Said differently, we found that Old Mode 2 could be reformulated to yield an equivalent
mode which does not require to store and update X. At any point in time indeed, an attacker
is always able to set X to a prescribed value m by inserting M = m — X. Old Mode 2 then
replaces variable Y with Y — X 4+ m. As a consequence, the mode of operation behaves exactly as
if variables (X,Y") were replaced with a single variable Y — X. However, if one wants to continue
the sequence of atomic blocks i.e., in order to construct the final value for Y — X, it is requested
to subtract the value X (which is m) from the value of Y (which is equal to the value of Z before
variables are swapped). We then studied the mode described in Section 2.2 as an evolution of Old
Mode 2, where Y — X was renamed B, m was renamed M and Z was renamed C'; A corresponds
to a buffer that does not appear on the figures describing Old Mode 1 and 2.

Further options such as the inclusion of a 64-bit counter W or of a series of final rounds emerged
later with the search for lightweight tricks that would strengthened security: the presence of a
counter improves resistance against all forms of attacks as shown in Section 5.6; the implementation
of final rounds arose from various discussions on the expected and actual degree (in the sense of
Boolean functions) of the output bits, see Section 4.4.

4.1.2 Security Proofs: An Intuition as to Why Shabal is Secure

The notion of capacity was recently introduced as a security metric for truncated operating modes
and sponge constructions. A mode of operation has capacity c if it is indifferentiable from a random
oracle up to 2¢ evaluations of the inner primitive. In particular, this implies that generating
internal collisions must cost at least 2¢ evaluations of the primitive, since coming up with an
internal collision is enough to distinguish the hash construct from a random oracle.

The operating mode of Shabal is shown to have a capacity of exactly (¢, + £,,)/2 bits which
for £, = 32-r =32-12 = 384 gives a concrete capacity of 448 bits. Therefore internal collisions
are much more unlikely than standard collisions on the hash output even when ¢, = 512 since 256
is significantly smaller than 448.

In a nutshell, the high capacity of Shabal comes from the fact that large parts of the internal
state cannot be controlled by the adversary, either because they contain the output of the inner
keyed permutation P or because they are uncontrollably influenced by the output of P. This
phenomenon also plays a major role in the other security notions such as preimage and second
preimage resistance, as exemplified by Theorems 4 and 5.

4.2 Designing the Keyed Permutation P

In this section, we explain how the keyed permutation P was designed. Let us start by saying
that many approaches would be equally sound to instantiate P. In this respect, we clearly made
very specific choices and several features could possibly have led to other interesting constructions
without necessarily decreasing security. Each time we had to make a choice between several
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equivalent approaches, we let our decision be dictated by our quest for simplicity and performance.

4.2.1 An NLFSR-based Structure

The keyed permutation (A, B) — Pu.c(A, B) is basically made upon a nonlinear feedback shift
register (NLFSR). Both variables A and B are actually updated as 16-word NLFSRs whose non-
linear feedback functions depend on parameters M and C. However, the specificity of our design
resides in that these NLFSRs are not independent from each other (we refer the reader to Fig-
ure 2.4 for a view on the two NLFSRs). The two feedback functions interact with one another: B
influences the feedback of register A and conversely.

4.2.2 A Permutation

In order to guarantee that message rounds do not cause the internal state to lose entropy, we
wanted P to be a permutation for any fixed choice of parameters M and C. This property is
ensured by the NLFSR-based structure used for both registers A and B. Function P can actually
be decomposed into an initial <« 17 rotation applied to input B:

and 16p steps of

A,B) (g ’]TALC(A,B)
(Mo, ..., Mys5) +~ (My,..., M5, My)
(Co,-..,C15) = (Ci5,Co,,-..,C1a)
for the following elementary step function 7:
o {0,11327 x {0,1}512 — {0,1}%?" x {0,1}°12

(Ao,...,Ar—1,Bg,...,B15) — (A41,...,A,,B1,...,Big)
where (remind that (01,09, 03) stands for a fixed tuple of offsets)
A, = U(AgyD V(A1 K 15) D Cs) @ By, @ (Bo, A B,,) ® My
Bis = (Bo<k1)@A,.
P ends with a final transformation of the internal state
(A,B,C)— (A+0(C),B,C)

where o(C) is an r-word vector derived from the 16 words of C.

Thus, P is a permutation if and only if the elementary step function 7 is a permutation. From
the previous description, it appears that, for given values of M and C, my, ¢ can be inverted by
using:

By = (Bis®A,)>1
Ay = VA, 1 15)@CsaU (A, ® By, @ (B,, A Bo,) @ M).

Since any step of P can be inverted by the previous formula, P is a permutation.

4.2.3 Register A

The role of register A is to improve the effect of diffusion: if a difference occurs in one word
of A, it has to be corrected in the following words (which requires to include a difference in the
corresponding message word), otherwise the difference will spread on and lead to an avalanche
effect.

The feedback function in register A is defined by:

Appr =U(A ®V(Atrro1 K 15) ® Cs_t) ® G(Boy+t, Boytts Bos+t) ® My, ¥t >0

for some function G whose characteristics are discussed in Section 4.2.5. We first provide more
detail on the choices of all elementary operations performed while computing the feedback word.
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Introducing A.

For performance reasons, only two taps of register A are involved in the feedback function: the use
of A, is required to ensure that P is a permutation; A;4,_1 has been chosen for the second involved
word in order to make that any difference introduced in A by the feedback function immediately
impacts the next step. These two words must affect the feedback in a nonlinear manner. Thus,
some nonlinear functions, & and V), are used, whose choice is detailed below. Finally, the feedback
function involves a rotated version of A;y,_1. This rotation aims at moving the least-significant
bits of the words of A to another position since the least-significant coordinate functions of & and
V are both linear.

Introducing C.

The words of C' are introduced by a XOR, as normally there is no real control over C. But, the
words of C' are not introduced in the same order as the words of A. The reason is that, at Round ¢,
register C' corresponds to the B output of the previous round. Then, at the beginning of Round %,
register A has a linear dependency with the last r words of C. Most notably, if an attacker succeeds
in finding a differential trail such that the last » words of C' and the corresponding words of A
have the same differences at the end of Round (¢ — 1), these differences might cancel at Round ¢
if the words of A and C are taken in the same order. That is why, at each round, Cg_; mod 16 18
introduced at Step 7 instead of C; mod 16-

Introducing M.

M is introduced directly by a XOR, so that any difference in M will affect A. The initial <« 17
rotation applied to B before the first step guarantees that similar difference patterns in B and
M do not cancel (this might be possible without the rotation by choosing appropriate linear
approximations of G).

Using U and V as S-Boxes.

The feedback function of register A uses two simple functions U (z) = 3 X x mod 232 and V(x) =
5 x o mod 232 whose goal is to increase both the degree and the nonlinearity. Their presence
hardens the search for simple and high-probability differentials of the type “modify-then-correct”.

Using two nonlinear functions instead of just one allows to guarantee that inserting two different
message blocks will cause at least one difference between the inputs of one of the executions of U
or V after two rounds. This property is proved in Section 11.3.2 (see Theorem 7) and cannot be
derived when a single function, e.g., U, is used.

U and V have been chosen to be as simple as possible: they can easily be hard-coded under the
form of a bit shift followed by addition, or equivalently as two additions for ¢/ and three additions
for V if the multiplication by a small constant is not available on the hardware platform. The
choice of nonlinear functions which can be implemented in software with simple CPU operations
avoids the use of look-up tables which would have increased the code size, see Section 12.3.3.
Moreover, the absolute constants 3 and 5 used in both multiplications are invertible modulo
, implying that { and V are permutations, and so no entropy on « is lost. Another advantage
of these two functions is that they cannot transform a symmetric difference, i.e., the all-0 or the
all-1 word, into a symmetric difference as proven in Proposition 1 of Section 11.3.2.

232

4.2.4 Register B

The nonlinear feedback function in register B is defined by:

Biyis = (By << 1) @ Ay, VE>0.
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Introducing A.

Register A impacts the feedback of register B by the XOR with A;,,. There is no need to use a
more complicated operation since A;y, is a nonlinear function of A and B. The use of the lastly
computed word of A for influencing B is very natural since it corresponds to the word in A which
has the highest polynomial degree in the message bits.

Introducing B.

The insertion of B; with the help of a XOR is required to ensure that P is a permutation. The
rotation B; <« 1 aims at avoiding that the differences appearing in B after one loop of P, i.e.,
after 16 elementary steps, correspond to the initial differences for differential trails which do not
generate any difference in A. Otherwise, the number of conditions required for having a collision
on register A after all of the three loops of P would decrease (a detailed analysis on this is provided
in Section 11.3.3).

The Addition of Constant OxFFFFFFFF.

Adding the constant OxFFFFFFFF is intended to avoid that the all-zero internal state is a trivial
fixed point. See also Section 4.6.

4.2.5 Function g

For implementation reasons, we wished G to use a small number of taps of register B. Three is
actually the lowest number of taps as shown below. The offsets (01,02,03) were chosen by an
empirical search over all possible triplets, with the goal to maximize resistance against certain
differential paths of small Hamming weight. See Section 4.3.

One of the main conditions in the choice of G is that it must involve simple operations available
on a 32-bit processor. For this reason, we chose a bitwise function G, i.e., a function such that
the ¢-th output bit depends on the i-th input bits only, and such that all 32 coordinate functions
correspond to the same Boolean function g.

Then, this 3-variable Boolean must satisfy the following conditions:

e g must be balanced, otherwise B; and B, 16 are correlated;
e ¢ must be nonlinear;

These conditions imply that g has degree 2 since the degree of an n-variable balanced function is
at most (n — 1). It is worth noticing that 3 is the lowest number of variables we could choose for
satisfying the previous conditions.

All such functions g are equivalent, up to an affine permutation of the input and up to the
addition of an affine function. For all of them, there exist exactly 4 biased approximation by a
function of degree 1 and each of them holds with probability 3/4. Here are some examples.

e g(x1,x9,x3) = x1 +x223. The biased affine approximations of g are 1, 1+ x2, 1 + 3 and
I + T2 + xIs —+ ].

o g(x1,x9,23) = 21 + x2 + xaws. The biased affine approximations of g are x1, 1 + o,
1+ 23+ 1 and 1 + 22 + 3.

o g(x1,x2,x3) = T122 + 123 + 2. The biased affine approximations of g are za, x1 + x2, =3
and x1 + x3 + 1.

o g(x1,29,23) = 21 + o3 + X122 + X123 + Tax3, i.e., The biased affine approximations of g are
z1, To + 1, z3 and x1 + x2 + T3.
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It appears that the fact that a given input variable, e.g., z1, is involved in all approximations
of degree 1 makes the search for differential trails much harder. An unsuitable value of B; has to
be handled by the attacker, since she cannot use an approximation of G which does not involve x;.
Any balanced 3-variable Boolean function whose all biased affine approximations involve xp is
linear in x1:

g(z1,22,23) = 21 + q(22,3).

We have chosen for the quadratic function ¢ a function which is not symmetric, since it seems un-
suitable than, when 0y > 03, Bi1o, = 0implies that ¢(Bitoy, Bttos) = 0 and ¢(Bi120y—o0gs Bttos) =
0.

4.2.6 The Final Transformation

The final transformation
(A,B,C)— (A+0(C),B,0)

applied to the internal state after the 16p steps of 7 aims at strengthening the inverse permutation
P~1. Otherwise, P~! would consist of 16p steps of 7@[1,6, but part B of the output of 71'];[1)0 is
independent from both parameters M and C. Most notably, it follows that, for an r-step P, part B
of the input of P is completely determined by the knowledge of outputs A and B. This unsuitable
property may be exploited in a (second)-preimage attack for p = 1 and p = 2, see Section 11.6 for
details.

In order to eliminate this weakness, the final transformation makes part A of the output
dependent on C. When computing backwards in a (second)-preimage attack, the C-input of P~*
at Round ¢ actually depends on M; since the message block has been subtracted before applying
P~!. Then, the final transformation makes the A input of the first r elementary step functions
Wx/é ¢ depend on both M; and C.

To find the vector o(C) involved in this transformation we have searched for those which lead
to the highest dependence between the words of the B-part of the output of P! and the words
of M for p =1, p = 2 and p = 3. We have restricted our search to the o(C') which can be
computed by a simple loop of the form: for ¢ from 0 to s — 1,

o(C)[i mod r] «— o(C)[i mod r] + C[(—1)% + offset].

We have then performed an exhaustive search for the size of the loop s, the direction e and the
offset for the recommended choice of r, i.e., r = 12. Another condition was that each word of A
in the output of P must depend on a different set of the words of C. The vector o(C) that we
have chosen can be computed by a loop of size 36, with e = 0 and offset = 3, i.e., for ¢ from 0 to
11,

a(O)i]=Cli+3]+ Cli +3+7]+ C[i + 3+ 2r].

It is worth noticing that each A[i] then depends on three words of C' that are all different for the
different ¢. If a different value for r is to be used, s, e and the offset must be recomputed.

4.3 How We Chose (01,09, 03)
4.3.1 The Basic Idea

As explained in the previous section, the update of register A in permutation P involves some
words of B selected by an offset triplet (01, 02, 03). We now provide details on the method we used
to elect such a triplet of offsets.

To determine the best offset triplet (o1, 02, 03), we have looked for triplets which ensure the best
diffusion of differences inside the internal state of Shabal. To this purpose, we define a specific
criterion. For the sake of readability, we consider in this section the function R described in
Section 2.2 but without specifying the counter w. More precisely, R is the message round function
which takes as input the (32 + r)-word internal state and the current message block and outputs
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the internal state after the first round is completed (hence we have R(M, Sy14) = Snew, Where S
is the internal state).
Our main criterion was the following: given a vector § with small weight, the minimum of the
weight of
R(M&6,S)dR(M,S)

over all the possible values of M should be maximal. Indeed, the idea behind this criterion is that
we want to maximize the number of differences caused by a few input differences (in one round),
in order to obtain as fast as possible an uncontrollably large set of differences.

We have scalable security parameters, namely r and p. To study the diffusion of the round
function, we need to specify these parameters. Since one of our goals is to design the function
which ensures the best diffusion, we are thus searching for the triplets (o1, 02, 03) which ensure the
best diffusion even if p and r are the worst parameters for the diffusion. Proceeding this way, the
chosen offsets should be a good choice whatever the choice of parameters.

It is clear that p = 1 is a bad choice for diffusion and even for security. The role of r in the
function is quite different: the bigger r, the larger the capacity and the worst the diffusion. We
thus decided to choose » = 16 to proceed to the search.

In a phase of analysis, to satisfy this criterion, we have first linearized the R function. R thus
becomes an affine function: we have

R(M,S)=¢v(M,S)d«
where 1 is a linear function and a a constant vector. Thus, we want to maximize the weight of
R(M®6,5) ®@R(M,S)=14(5,0) .

This analysis gives arguments on the choice of the triplets for the linearized R function but not
for the real function. This first phase enables us to determine a family of good choices of triplets.
Once this set is defined, we analyze these triplets over the real round function.

4.3.2 Linearization

There exist different nonlinear computations inside the round function. Firstly, the message
insertion is made thanks to an integer addition. In the linearized form, this operation is switched
into a bitwise XOR. Secondly, the functions & and V which are used to compute A are also
nonlinear. We have i :  +— 3 x £ mod 232 and V :  — 5 x x mod 232; we linearized them by
replacing 3 x « with @ (r < 1) and 5 x  with 2 ® (z < 2) (see also Section 6.4). These are
clearly the best linear approximations of & and V. Finally, we need to linearize the computation
of Bli + 01 mod 16] & B[i 4+ 02 mod 16] A B[i 4+ 03 mod 16]. As explained in Section 4.2.5, this
computation can be linearized in four different ways (in the following, we denote by R1, Ra R3
and R4 the linearized round functions associated respectively to the first, the second, the third
and the fourth linearized computations):

1. Bli + 01 mod 16]

2. Bl[i + 01 mod 16] & BJ[i 4+ 02 mod 16]

3. B[i+ 01 mod 16] @ B[i + 03 mod 16]

4. B[i+ 01 mod 16] @ B[i + 03 mod 16] @ B[i + 03 mod 16]

These four different choices for the linearized round function enable us to determine conditions
over the possible triplets. The first one gives arguments for the choices of 01, and respectively the
second one for 05 and the third one for 03. The second and the third linearized round functions are
exactly the same and the best o0y is thus the best o3 as well. This is logical since B[i + 0 mod 16]
and B[i + o3 mod 16] play symmetric roles. We thus use the second and the fourth linearized
round functions to choose oy and o3.
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4.3.3 Search Methods

We have studied the Hamming weight of the output of 1;(§) = R;{(M @4, S)dR;(M,S), 1 <i<A4
for § of low Hamming weight, using two methods. Using brute force search, it is possible to compute
1;(9) for all § of weight three. It is possible to go a bit further using some algorithm dedicated to
the search for low-weight vectors in a code, as we explain hereafter. It is worth noticing that the
main classical algorithms for finding low Hamming weight words in a linear code are dedicated to
binary codes while this is not the case here. Then, we used the following techniques: the values of
1;(0) for all § of weight w are computed and stored in a list. This list can then be sorted following
a lexicographic order. Thanks to this sort, two consecutive elements in the list, namely 1);(d7)
and 1;(02) are close to each other for the Hamming distance with a higher probability than two
random elements in the list. As v); is a linear function, we have

Yi(61) © ¥i(d2) = i(01 ® 02) (4.1)

Thus we have tested this way the weights of ; for some elements of weight 2w. Hence this
algorithm is probabilistic. To improve the quality of the result, it is possible to sort the list again
using a different lexicographic order and to compute the XOR of consecutive elements lying in
the resulting list again. With the recommended settings of Shabal, this algorithm can test many
vectors of weight 4.

4.3.4 Results on the Linearized Function

Using the two search methods, we have first studied the function R;. We found that this function
has a minimal output weight of 16 for o; = 12,13. The values 9,10 and 14 give a weight bigger
than 13. Other choices of 07 leads to a minimum weight less than 10.

We have also studied the functions Ro, Rs and R4 to determine a good family of offsets. In
fact the study of R, and R3 leads to the same results as mentioned above. We decided to study
triplets of offsets such that the minimum weight obtained with Ro was bigger than 50 given oy
amongst 9,10,12,13,14. This value ensures that it remains sufficiently many offsets to test. As a
result, we have pairs of offsets which could play the role of (01,02) or (01,03). The results lead to
(12,2), (12,5), (12,7), (12,9), (13,3), (13,6), (13,7), (14,4), (14,9). Amongst these pairs, we look
at the ones that give the best results for R3. We select those with a final weight higher than 100.
This leads to the triplets: (14,9, 3), (14,11,4), (13,8,6), (13,9,6), (13,12,6),(13,8,7), (14,9, 8).

We remove on purpose the triplet (13,12,6) because two consecutive offsets always lead to a
bad result with Ry and the triplets (14,9,8), (13,8,7), (13,8,6) because 8 is the worst possible
offset for Ry. Furthermore, 8 is special since it is the half of the number of words in the state
buffer B.

The remaining possible triplets are thus (14,9, 3), (14,11,4) and (13,9, 6).

4.3.5 Final Results on the Real Function for p =1 and r = 12

After this analysis, we have studied these chosen triplets on the real (i.e., non-linearized) function.
Given a low-weight difference between two messages, the two associated internal states after one
round should have a difference with a sufficiently high weight to ensure a good difference diffusion in
the internal state. To check whether this property is true for a given triplet, we have computed the
minimal weight of R(M) @& R(M @4) for all § of weight at most three. As this computation is not
possible for every message M, we computed the minimum weight over the § for different random
messages. To accelerate the computation, instead of choosing random messages of random length,
we chose random messages of constant length of 16 words and we randomly chose the IV of the
internal state. This random choice of IV simulates the insertion of a random prefix message before
the insertion of differences. We have made this analysis for 7 = 12, which is the recommended 7.
Nevertheless, we study the round function with p sets to 1 and 2. With p = 3, the output of the
permutation seems to be random and whatever the small input difference is, the difference of the
outputs looks like a random string. This property does not help to fix the best triplet of offsets.
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We have repeated these computations about 2%° times on all the selected triplets. We have
finally chosen the triplet (13,9, 6) which is from our computations the best one.

4.4 Shabal and Degree

P is a keyed permutation which takes as input an internal state S = (A, B,C) and a message
block M and which outputs A’ and B’. Each bit of the output can be expressed as a Boolean
function of the bits of the inputs. Nevertheless, it is impossible to write formally these functions
since the number of input bits equals 1920.

It has been shown that some properties of the algebraic normal form (ANF) of a Boolean
function can be exploited to distinguish it from a random Boolean function (see Section 11.9 for
instance). These attacks mainly rely on two properties:

e the sparsity of the ANF of the Boolean function;
e the degree of the Boolean function.

It can be easily seen that the ANF of any output of P has no reason to be sparse, because of the
use of U, V, of the different rotations and of the function ¢ : (x,y) — T Ay. The second criterion
needs to be further investigated. Indeed, U and V have special algebraic expressions since they
coincide many times with their linear approximations. Furthermore, the choice for function ¢ of
a bitwise operation may not ensure the growth of the degrees of the Boolean functions.

However, estimating the degree requires to simplify some operations. We have thus investigated
the degrees of the message round functions of two different weakened versions of Shabal:

1. the weakened 1-bit version, named Weakinson-1bit (see Section 6.1),

2. the weakened 32-bit version where & and V are linear functions, where all additions and
subtractions are replaced by XORs and where the final update loop on A is removed. This
variant corresponds to Weakinson-@-LinearUV-NoFinalUpdateA (see Section 6.3).

Moreover, for both variants, we do not take into account the design of Shabal, in the sense that
B is assumed to be independent from M (while M is added to B in the construction).

The degrees of the outputs of the round function in both variants are obviously lower than the
degrees obtained for the full Shabal, in particular because in both weakened versions, U, V and
all additions are linear, implying that the only source of nonlinearity is the quadratic function

¢:(z,y) =AY

4.4.1 Degree of Weakinson-1bit

The weakened version of Shabal with 1-bit words is of great interest since the Boolean function
output by P can be formally expressed with computer algebra software such as PARI/GP (see
http://pari.math.u-bordeaux.fr/).

We have decided to study the degrees of the Boolean functions in the different parameters
independently from each other. This leads to Table 4.1 which gives the degrees in the different
input variables of the outputs of P, for different values of parameter p. Since the output degrees
in A, C and M are the same, they are all given in the same row in Table 4.1.

[ Tnputs [| p=1, deg(A)) [ p=1, deg(B) [[ p=2, deg(A") [ p=2, deg(B’) || p =3, deg(A") [ p =3, deg(B’) |
[ M,A/CJ[ From1to2 | From1to2 [ From4to8 | From2to8 [ From 8to14 | From 10 to 14 |
B [ From2to5 | From2to5 || From7to12 | From5 to12 [ From 14 to 16 | From 12 to 16 |

Table 4.1: Degrees of the outputs of the message round function in Weakinson-1bit
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4.4.2 Degree of Weakinson-®-LinearUV-NoFinalUpdateA

For this weakened variant, we compute the degree by modeling the actions of all the different
operations on the degree. For instance, to compute the degree of the Boolean function which
takes M as input and outputs Pas0(0,0) = (A’, B'), we replace M by the 512-bit all-1 vector and
A, B and C by the all-0 vector. This models the fact that each bit of M has a degree equal to 1
while each bit of A, B and C has a degree equal to 0.

In our model, each operation which appears in the computation of P updates the vector (A, B).
The model firstly assumes that deg(¢(B]i], B[j])) = deg(B]i]) + deg(B[j]). Secondly, it is assumed
that deg(A[i] ® A[j]) = max(A[i], A[j]). These are optimistic assumptions on the degree, since we
do not take into account the reduction by the polynomials 27 + x; which are 0 over Fy for any
input variable x;. The assumption that ¢ ensures the growth of the degree is strongly related to
the fact that we use word rotations. Since ¢ is a bitwise operation, if no rotation is used, the
Boolean function would only depend on the input bits at the same position in the word, leading
to a very weak function. With these rotations, the two polynomials corresponding to the inputs
of ¢ should have different monomials. For this reason, it seems realistic to assume that ¢ ensures
the growth of the degree.

These different hypotheses lead to Table 4.2. It can be seen that, even for p = 3, the obtained
degree is not maximal (i.e., less than 512). But, the actions of I/, V and of the different additions
modulo 232 are expected to ensure a much higher degree. Moreover, it has been chosen for the
final rounds to use 3 consecutive iterations of permutation P. We thus think that the resulting
transformation is sufficient to resist all attacks that attempt to distinguish P from a random keyed
permutation.

[ Inputs [[ p=1, deg(A)) [ p=1, deg(B)) [[ p=2, deg(4d") [ p=2, deg(B) [[ p=3, deg(A)) [ p =3, deg(B)) ]
[ M, A, C “ From 1 to 2 [ From 1 to 2 “ From 4 to 9 [ From 2 to 9 “ From 12 to 32 [ From 9 to 32 ]
[ B “ From 2 to 5 [ From 2 to 5 “ From 8 to 21 [ From 5 to 21 “ From 28 to 70 [ From 21 to 70 ]

Table 4.2: Degrees of the outputs of the message round function in Weakinson-@-LinearUV-
NoFinalUpdateA

It is worth noticing that both previous approaches aim at giving arguments on the choice of
parameter p and of the number of final rounds. Actually, computing the degrees of the underlying
Boolean functions in Shabal is not feasible.

4.5 Initial Values

For some initial values before the first message introduction, the scheme may be weaker than
for some random-looking initial value. Indeed, some components of A update, e.g., B[i + 02 +
mod32] A B[i + o3 mod 32], preserve symmetry (in the sense that they transform the all-0 and
the all-1 words into all-0 or all-1 words); furthermore, & and V functions have 0 as a fixed point.
Therefore, we have tried to start the message rounds with an almost random initial state, called
Vg,

To set this IV, , we may have stated that one would choose some “natural” values, such as
the expression of 7 in hexadecimal. However, while this kind of setting is widely accepted to be
trapdoor-free, it imposes to store in implementations the full values of 1V, , which for our Shabal
implementation is (1024 + 32r)-bit long per IV (that is (A4, B, C)). Constrained environments such
as low-cost smart cards, RFID or hardware would clearly suffer from this choice.

Instead, we have decided to exhibit some 1V, that come naturally from our definition of Shabal.
More precisely, we have decided that the IV, would be obtained after performing some preliminary
steps, with initial full-0 state value and message blocks (M_1, My) = {¢, ¢n+1, ..., £, + 31}, where
£y, is the wanted output length and where the prefix is composed of 32 words of 32 bits. The length
of the prefix (that is 32 words) has been chosen so that it is sufficient to make the buffers almost
random-looking. Thanks to this prefix, the state is set to a non-pathological value. As one can
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see, there are as many 1V, as the number of possible output lengths, in order to let (if possible)
the hash values and security of the different-length Shabal independent.

This kind of IV setting has two principal advantages. First, one may reasonably argue that this
is trapdoor-free. Indeed, the IV, choice can be verified easily to be honestly generated. Second,
this setting is very efficient regarding implementation: on low-power devices, one can simply prefix
the message with (M_1, M) and start Shabal with all-0 internal state; on the contrary, on non-
restricted machines or for faster implementations, one should tabulate the value IV,, and directly
start with message blocks.

Clearly, if the number of IV, is too large in practice (even if reconstructible, certain imple-
mentations will prefer to tabulate the values), we may consider to limit them to fewer values.

4.6 The Effect of Counter w

We have proposed to use a simple counter w in our generic construction and in Shabal. In fact,
the counter is not critical for the indifferentiability proof of Section 5.3. However, w provides
a simple way to avoid fized points (see also the addition of the all-one constant when updating
Ali + 165 mod ] in Section 4.2.4 and Section 11.4).

Furthermore, counter w makes second preimage attacks harder as shown in the proof of The-
orem 5. This is due to the fact that an attacker which attempts to connect somewhere on the
challenge path also has to collide on the counter. We refer the reader to Chapter 5 for more details.

4.7 Output of the Hash Function

The output of the Shabal hash function is directly given by the construction depicted in Section 2.2,
which is proven to be indifferentiable from a random oracle in Section 5.3. We have chosen to
output the ¢ /32 last words of B directly after the last keyed permutation is carried out, which
are the words with highest degree.

4.8 Nonlinearity

Let us summarize the sources of nonlinearity within Shabal:
(7) the effect of carries due to the insertion of message blocks in both B and C;
(i) functions U(x) = 3 x 2 mod 232 and V(z) = 5 x & mod 23%;

(#4t) the quadratic function (x,y) — x Ay used when updating the words of of A;
(iv) the final update loop on the buffer A.

These four ingredients excepted, Shabal is linear. As one can see in Chapter 6, we propose
weakened versions of Shabal in order to simplify the cryptanalysis of the real function. In these
simplified versions, nonlinear effects are typically eliminated to allow a simpler analysis: one at
least among (), (44), (ii1), (iv) is left nonlinear otherwise the cryptanalysis is trivial and uninter-
esting.
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Chapter 5

Security Proofs for the Shabal
Construction
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5.1 Introduction

5.1.1 Provable Security for Hash Constructions
Indifferentiability.

Over the past few years, the notion of indifferentiability has become a standard security notion for
symmetric primitives, including hash functions and blockciphers. Originally suggested by Maurer,
Renner and Holenstein [31], the property of indifferentiability means that the system behaves
ideally up to a certain point, provided that its inner ingredients (some simpler primitives) behave
ideally. A number of works [7, 14, 13] have recently been derived from this notion, among which
a proof that ideal ciphers are equivalent to random oracles [14].
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The concept of indifferentiability specifies a security game played between an oracle system @
and a distinguisher D. @) may contain several components, typically a cryptographic construction
C” which calls some inner primitive 7. Construction C is said to be indifferentiable up to a certain
security bound if the system @ = (C”,P) can be replaced by a second oracle system Q' = (H, S™)
with identical interface in such a way that D cannot tell the difference. Here H is the idealized
version of C¥ (i.e., a random oracle if C is a hash construction) and S is a simulator which must
behave like P.

Figure 5.1: The inner primitive P is assumed ideal. The cryptographic construction C* has oracle
access to P. The simulator S™ has oracle access to the random oracle H. The distinguisher
interacts either with @ = (C7,P) or Q' = (H,S™) and has to tell them apart.

In its interaction with the system Q or @', the distinguisher makes left calls to either C* or H
and right calls to either P or S™. We will call N the total number of right calls i.e., the number
of calls received by P when D interacts with @ — regardless of their origin which may be either
CP or D. We define the advantage of distinguisher D as

Adv(D,C) = [Pr[DP° =1|Q=(C",P)] -Pr[D°=1|Q=(H,8")]]

where probabilities are taken over the random coins of all parties. Obviously Adv(D,C) is a
function of N.

Security notions in idealized models.

Hash functions are expected to fulfill three major security properties: collision resistance, preimage
resistance and second preimage resistance. Surprisingly enough, up to our knowledge no provable-
security framework in idealized proof models has emerged in the cryptographic literature for these
notions. We suggest such a framework based on the ideal cipher model in this chapter and
subsequently use it to assess the collision, preimage and second preimage resistance of Shabal. Of
independent interest, our security models could easily be applied to other constructions.

5.1.2 Summary of Our Security Results

Extending a number of proof techniques (in particular we refine the graph-based simulation ap-
proach of [7]), we view the keyed permutation P as an ideal keyed permutation (i.e., an ideal
cipher) and show a number of security properties on the mode of operation of Shabal:

Theorem 2: Shabal behaves like a random oracle up to

2(Za +5m)/2 — 2448

evaluations of P or P~!;
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Theorem 3: Shabal is collision resistant when the collision finder is bounded to 2¢+/2 evaluations
of (P,P~1); internal collisions require no less than

9(lattm)/2 _ 9448

evaluations of (P,P~1);

Theorem 4: Shabal is preimage resistant when the preimage finder is limited to

min(zf}L72—(€a+€m—log(¢m+1)—2)) — min(QZh’QSsE)) — 9ln

evaluations of (P, P*l);

Theorem 5: Shabal is second preimage-resistant for x-bit messages up to

2Za+lm—log k* _ 2896—10g k*
evaluations of (P, P~1) where k* = [(k + 1)/l ].

5.1.3 Roadmap

Section 5.2 reformulates the mode of operation of Shabal and introduces notation for the proofs.
Section 5.3 shows that Shabal essentially behaves as a random oracle. Sections 5.4, 5.5 and 5.6 are
dedicated to proving the collision, preimage and second preimage resistance of Shabal assuming
that P behaves as an ideal keyed permutation.

5.2 Reformulating the Mode of Operation of Shabal

Although Shabal is defined with very specific values for parameters, we will consider a formal
abstraction of the operating mode where all parameters are left as undefined as possible. For
notational convenience, we refer to our generic construction as C¥ throughout our security analysis.

Parameters. Construction C” is parameterized by four parameters ¢y, £,,,{q, E € N, an initial-
ization vector
(a0, bo, co) € {0, 1} x {0, 1} x {0, 1}

and relies on a fixed-length primitive
P {0,130 % {0,1} x {0,1} x {0,1}* — {0,1}% x {0,1}*~

which we consider to be either a compression function or a keyed permutation over {0,1}% x
{0,1}* with key space {0, 1} x {0,1}m.

Input message. Let M € {0,1}* be the input of C”.

Message padding. M is first padded with 1| 0° for smallest ¢ > 0 such that M || 1]/ 0¢ can be
split into a list of ¢,,-bit input blocks

M0 = my [|ma |l ... .

Initialization. C* sets (m,a,b,c) = (0, ag, bo, o).
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Message rounds. For i =1 to k, C” executes the two subroutines
(m,a,b,c) = Insertm;, i|(m,a,b,¢), (a,b) =P(m,a,b,c)
where for m € {0,1}%~ and w € {0,1}%4
Insert[m, w](m, a,b,¢) = (m,a ® (w),cEBmBm,b),
and (w) stands for the 64-bit integer w which most significant bits are completed with 0-bits to
yield an ¢,-bit integer.
Final rounds. Given the current internal state (m,a,b,c), C¥ now computes for e = 1 to E:

(m,a,b,c) = Insertlmyg, k](m,a,b,c), (a,b) =P(m,a,b,c).
Output. The output of C¥ (M) is defined to be the string b mod 2.

The operating mode C of Shabal is depicted on Fig. 5.2.

|

(m) > T ) T ’ T ) L 1

(a) P P P P P [
(b) —T[+ + : + +

(C) T = T ;r_ T - T = T

* Final rounds —

Figure 5.2: A reformulation of the mode of operation of Shabal with a focus on the final rounds.
Note that the counter w is omitted on this picture.

5.3 Shabal is Indifferentiable from a Random Oracle

For the sake of completeness, we consider the cases of P being instantiated either as a random
function or as a random keyed permutation. The first case allows us to introduce definitions and
proof techniques. We then extend our results to the second case which directly relates to Shabal.

Theorem 1 (Random function). Assume P is a random function and let H be a random
oracle. There exists a simulator S such that for any distinguisher D totalling at most N

right calls,
Adv(D,C) < N(2N —1) . 2= Fattm) |

S makes at most N calls to the random oracle H and runs in time at most O(N?).

Theorem 2 (Random keyed permutation). Assume P is a random keyed permutation and
let H be a random oracle. There exists a simulator S such that for any distinguisher D
totalling at most N right calls,

Adv(D,C) < N(4N — 3) . 2~ fattm) |

S makes at most N calls to the random oracle H and runs in time at most O(N?).

This shows that C has capacity (g + £)/2 in the sense of [7]. The remainder of this section is
dedicated to a proof of Theorems 1 and 2.
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5.3.1 Preliminaries to the Proofs
Our game-based proof technique.

The indifferentiability property is proved by applying game-hopping to progressively construct the
simulator S (as opposed to the proof of [14] which goes the opposite way). The successive games
are represented on Fig. 5.3 and are summarized as follows.

(a) We depart from Game 0 which is the original game where the distinguisher interacts with the
system Q = (C¥,P) where C is an implementation of the construction®.

(b) The random function P is replaced by a simulator & which merely forwards calls to P and
returns output values to the caller, either C or D.

(c) S simulates P on its own instead of calling it.
(d) S now makes calls to H to define output values.

(e) C is replaced by a temporary simulator Z which executes C* on its inputs (thereby calling S
whenever evaluations of P are required) but ignores its responses and calls H to return the
outputs of H.

(f) Z does not execute C” anymore but just returns the outputs of H.

(g) Z is replaced by a direct access to the random oracle H. The distinguisher now interacts with
the final system Q = (H,S™).

At each transition, we upper bound the probability gap that D outputs 1 when interacting with the
system before and after the transition is applied. As usual, probability gaps between consecutive
games are bounded using the Difference Lemma:

Claim 1 (Difference Lemma). Let U, V,Ev be three events such that Pr[U A —=Ev] = Pr [V A —Ev].
Then |Pr[U] — Pr[V]| < Pr[Ev].

We then use triangular inequalities to bound the distinguisher’s advantage
Adv(D,C) = [Pr[DP?=1|Q=(C",P)| - Pr[D°=1|Q=(H,8)]| .

Our approach allows crystal-clear indifferentiability proofs and tighter bounds. In particular, this
technique readily applies to the sponge construction of Bertoni et al. [7] and in particular reveals
a secondary term N2~ (fa+fm) which would be overlooked by their proof.

Preliminary definitions.

Let X = {0,1}%m x {0,1}% x {0,1}*" x {0,1}*" be the set of all possible internal states. We
distinguish between states reached before and after message insertion as follows. For x,z,y € X
and m € {0, 1}*= we write

K

x~y  if y = Insertfm, k](x),

xSy if z % y for some m € {0,1}¢m |

P if there exists y € X such that = M y and T x5 Y,

y 5 if y =(m,a,b,c), z=(m,a’,b,c) where (a/,b’) = P(m,a,b,c) .

1We make no distinction between the construction C and a program that computes it.
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Figure 5.3: Our game-based construction of simulator S.

Definition 1 (0-Paths). Let xg = (0, ag,bg, co) and x € X. We call 0-path to x a non-empty list
of b -bit strings u = (mq,...,my) such that

my,1 F mo,2 mp_1,k—1 F my,k F
o ~ Yy — X1 > Y2 .. Tp-2 ~ Yp—1 — Thp—1 ~ Y — T
for some x1,...,xk_1,y1,-.., Yk € X.

Definition 2 (e-Paths). Let 1 < e <E and x € X. We call e-path to = a non-empty list of £,,-bit

strings p = (mq, ..., mg) such that my, # 0=, u is a 0-path to xj and
ap Pyt Doat L et Dl TR e S
for some x*,x', ..zt oyt Lyt € XL

Let u = (my,...,my) be some E-path to x € X. p uniquely defines a bitstring M € {0,1}*
such that
M| 1[0 =mq] ... | ms

for minimal 0 < ¢ < {,,. Note that M can be the empty bitstring. We then define unpad(u) as
being M. Note that p corresponds to the sequence of message blocks inserted into the internal
state by C when executed on input M = unpad(u). z is then the final internal state reached by
the hash function and the final output h is taken as the b-part of x. When u contains only all-zero
blocks, namely m; = 0%~ for i € [1, k], u is not considered as a path and unpad(y) is left undefined.

Remark 1. Note that we have defined £, = £, in the mode of operation C that we consider.
Our results can easily be extended to the gemeral case 0 <y, < {,,. This convention places the
indifferentiability game in the most beneficial setting towards the distinguisher D.

Hash graphs and graph-based simulators.

Our simulator S evades the attempts of D in seeking inconsistencies in the simulation of P. To this
end, S maintains a transcript that collects and organizes information about adversarial queries
and outputs responses in a manageable form. The transcript is used to detect inconsistencies, in
which case S aborts execution. Following the approach of [7], we represent the internal states
handled by & as the nodes of a graph G. Graph G is represented as a tuple of evolving sets
G=(X,Y,Z) C X x X x X? where X UY is the set of nodes and Z the set of edges of G. Y is
the set of queries to P received by S and X the set of responses” returned by S. X also collects

2completed with the m-part and the c-part of their preimage to yield a proper internal state € X.
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all queries to P! received by S, their (completed) responses being added to Y. Thus Z contains

edges of the form y = x for (r,y) € X XY, an edge y % 2 meaning that the internal state y leads
to the internal state x when applying the round function

y=(m,a,b,c) —» x=(m,d,b',c) where (a’,V')="P(m,a,b,c).

A few natural properties on G arise from our setting; in particular

e for each and every z € X, there exists an edge y = z € Z for some y € Y;

e for each and every y € Y, there exists an edge y = x € Z for some = € X;

e after ¢ queries to (P, P~!) are answered by S, we have

Yi<q, [XI<q, |Z]<q.

We will call such a graph a hash graph. It is easily seen that given two hash graphs G; =

(X1,Y1,7y) and Go = (X3,Y>, Z5) the componentwise union
G=G1UG = (X1 UX2,Y1UY;5,Z1 U Zy)

is also a hash graph.

Definition 3 (Rooted nodes). Let e € [0,E]. An e-path = {(mq,...,my) to state x € X is said
to be in graph G = (X,Y, Z) if all the states along the e-path (including x itself) are nodes of G.
More precisely, if the e-path is

my,1 F F mi,k F mp,k 1 F 1 e—1 F _e—1 ™Mk'k ¢ F
To M YL X e Yol = Tp—1 B Y o T oyt St Lyt S Kyt S
— F
then one must have z1,..., x5, 2", ...,z L2 € X, y1,..., Y,y ..., y° €Y, y; > x; € Z for

ic (LK, y' DateZ foric[l,e—1] andy® 5 x € Z. We will say that a node x € X is e-rooted
in G if x admits at least one e-path in G. By extension, a node y € Y is said to be e-rooted if
there exists an e-rooted x € X such that y = x € Z. By convention, xo will always be considered
0-rooted (with a path of length zero) in graph G regardless of its contents.

Detecting inconsistencies.

We build a simulator S for P that makes calls to the random oracle H and interacts with the
distinguisher D. The goal of S consists in keeping generating associations y +— P(y) for inputs
y € X chosen by D which are consistent with the values output by H. A singularity occurs
when maintaining consistency with H would imply a double definition of P(y) for some y € X, a
contradiction with P being well-defined. An example of inconsistency is when two distinct 0-paths
p=(mi,ma,...,my) and p' = (m’,my,...,m},) # p of identical length k both lead to the same
internal state x € X. Let My =mq || ma| ... ||m and My = m) ||mb || ... || m},. Then it is easily
seen that C(My || M) = C(Maz || M) for any M € {0,1}*. This reveals a strong separation between
C and 'H for which such a property cannot be observed.

5.3.2 Proofs of Theorems 1 and 2
Proof of Theorem 1.
We now proceed to construct a sequence of games leading to the security bound claimed in The-

orem 1. Recall that P is a random function in what follows.

Game 0. This is the original game where D interacts with C* and the random function P. Let
Wy denote the event that D outputs 1 in Game 0, and more generally W; the event that D outputs
1 in Game i. By definition of Game 0, we have

Pr[(Wo]=Pr[D°=1|Q=(C",P)] .
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Game 1. 7P is replaced by a simulator S with the same interface as P which merely forwards
calls to P and returns the responses of P to either C or D. Throughout the game, S constructs
the two graphs

Ge = (Xe,Ye, Ze) , Gp = (Xp,Yp, Zp),
by passively collecting inputs and outputs of P arising from the requests made respectively by C
or D. S is depicted on Fig. 5.4. The action of S does not modify the view of D, meaning that
Pr [Wﬂ =Pr [Wo]

Initialization of S T

No input, no output

1. set Xe=Ye=Zc=0 C
2. set Xp=Yp=Zp=10

Simulation of P @
Input: y=(m,a,b,c) € X, origin O = either C or D
Output: (a’, )

1. add node y to Yp

2. call P to get (a’,b') =P(m,a,b,c)

3. add node z = (m,a’,b,c) to Xp» and edge yim to Zp
4. return (a/,b') to O

Figure 5.4: Indifferentiability: Simulator S for P in Game 1.

Game 2. We slightly modify our simulator to get rid of the random function P and replace
it with a perfect simulation. Every time S needs to define P(y) for some y € X, S randomly
selects the response P(y). We depict the new simulator on Fig. 5.5. This does not modify the
distributions since P is a random oracle. Hence Pr[W3] = Pr [W].

Initialization of S

No input, no output
1. set Xe=Ye=Zc=0
2. set Xp=Yp=Zp=10

C S
Simulation of P
Input: y=(m,a,b,c) € X, origin O = either C or D
Output: (a’, ) P
\D)

1. add node y to Yo
2. if there exists y Lre Zec U Zp

(a) add = to X and edge yix to Zo
(b) return (a’,V’) where z = (m,d’,V,c)
3. randomly select a’ « {0,1}%e and ¥’ « {0,1}m

4. add node z = (m,a’,b’,c) to X and edge yim to Zp
5. return (a/,b') to O

Figure 5.5: Indifferentiability: Simulator S for P in Game 2.
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Definitions. Let us introduce the following notation, where e € [0, E] and k € N:

G=(X,Y,2) the componentwise union of graphs Ge and Gp

Xek the subset of X which elements have an e-path of length k£ |
yek the subset of Y which elements have an e-path of length &k |
X00 {zo} ,
Xe* UrenXF
yex UrenY &k |
A(q) the value of set A after S has processed the g-th query ,
d [cond] evaluates to 1 if condition cond is met, to 0 otherwise ,
Event(q) the event Event occurring while S processes the g-th call to P (or (P,P~1)).

Game 3. We now make sure that nodes y € Y admit at most one E-path in G. To this end, we
define the following predicate.

Definition 4 (Collision event Coll). Given the current graph G and two states x,& € X, the
predicate Coll(z, Z) is defined as Coll(x,Z) = Collg(z, &) V Colly (z, &) where

e Collg(x, %) evaluates to True if and only if for some k € N, both x,& € X** and x Wz

o Colly(z,Z) evaluates to True if and only if for some kkeN, zeXELk e XE-Lk gngd
there exists y € X such that
gk

myk . My
xr ~ Yy and T~y

where my, is the last message block of an (E — 1)-path of length k to x and my is the last
block of an (E — 1)-path of length k to Z.

Claim 2. Assume y € Y5* admits at least two E-paths in G. Then there must exist two rooted
nodes x,% € X such that Coll(z, &) is true.

Proof. Let us assume that u = (mq,...,my) and fi = (mMq,...,m;) are two E-paths to y. Let
y* € Y be the y-node common to p and i with greatest distance from zg and such that all the
nodes that follow y* in x4 and f coincide. We face two cases:

1. either y* = y in which case Coll;(x,Z) must be true where = (resp. Z) is the parent of y*
with respect to u (resp. fi);

2. or the prefix sub-paths of u and f leading to y* are both 0-paths. Then the parents x and
Z of y* with respect to these 0-paths are such that Colly(z, Z) is true.

In both cases, Coll(z, Z) must be true for at least two rooted nodes x,% € X¢ U Xp. O

We modify simulator S to detect a collision whenever a new output value z € X is assigned
and abort when Coll(x, Z) is true for some preexisting rooted . We refer to this event as Abort;.
The upgraded simulator is depicted on Fig. 5.6.

Claim 3. |Pr[Ws] — Pr [Ws]| < Pr[Abort;] < N(N — 1) - 2~ (batbm),

Proof. Obviously, Pr [W3 A =Abort;] = Pr[W5 A —Abort;] so that the Difference Lemma applies.
Now consider the input y = (m,a,b,c) € X of the ¢-th simulation of P. Several cases occur:

(i) either y is not rooted in G in which case for any response state x = (m,a’,b’,c) € X that S
may define, Coll(x,Z) evaluates to False for every & € X;
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Initialization of S
No input, no output
1. set Xe=Ye=Zc=0
2. set Xp=Yp=Zp=10

Simulation of P
Input: y=(m,a,b,c) € X, origin O = either C or D
Output: (a’, )
1. add node y to Yo

2. if there exists y Lare Zc U Zp

(a) add z to Xo and edge y >z to Zo

(b) return (a/,b') where z = (m,d’,V,c)

3. randomly select a’ « {0,1}% and ¥’ « {0,1}%m
4. add node = = (m,a’,b’,c) to Xp and edge yix to Zo
5. if 3% € X¢ U Xp such that Coll(z,Z) (event Abort;) then abort
6. return (a’,b’) to O
C S
(©)

Figure 5.6: Indifferentiability: Simulator S for P in Game 3.

(#4) or y is O-rooted and Collyg(x, ) may evaluate to True for some O-rooted Z;
(#41) or y is (E — 1)-rooted and Colly (z,Z) may evaluate to True for some (E — 1)-rooted Z.

Note that cases (#i) and (iii) are not mutually exclusive. Let us first consider (i7). Assuming
y € YOF for some k € N, let & = (1, a,b,&) € X%* (¢ — 1) be fixed and let us pose

D(m,c) = {(m,d’,b',c) | (a',V) € {0, l}e“ x {0, l}é"‘} .

Then, taking probabilities over the uniformly random selection x «— D(m, c):

Pr [3: & x] = Pr[3mm e {0,1}% : Insert[m, k](z) = Insert[, k](7)]
m = m
_ . 0. ad&k) = ao(k)
= Pri3mme{0, 1} g omn - :am@a
¥V o= b

= 27t .27t §[cBm=cBm) <2 tattn)
Therefore, for any 7 € X%*(q — 1)
Pr[Colly(z, )] = Pr [x = 53} < 27 (lattm)
so that

Pr [Colly(z, &) for some & € X**(q — 1)] < |X%F (g —1)|- 27 %attn) < (g —1). 27 Catbn)

o7



Let us now consider (i) and assume that y € YE-LK Let us fix k € N as well as @ = (r, @, b, é) €
XE-Lk(g — 1) and my,mg € {0,1}%m. Taking again probabilities over the distribution z «
D(m,c), one gets

PridyeX:z 5" yAg e y} = Pr {Insert[m;€7 k)(z) = Insert[rg, k(&
mp = T e
/ L
_ pr| @ @ k) = Cj@
c = ¢
b b
= 27% .27t § my =g Ae=¢] <27 attn)

Hence for any & € XE~1*(g — 1)
Pr [Colly(z, &) for some & € XEbx(q - 1] < |XE-Lx(g—1)]- 27 Catbtm) < (g —1). 27 Catbm)

Therefore Pr[Abort;(q)] < 2- (g — 1) -2~ +tm) 5o that

N N
Pr [Abort;] < ) Pr[Abort; (g Z (q—1)-2=atbtm) = N(N — 1) .2 Cattm)
q=1

as claimed. O
Property 1. At any moment, for any y € Y, there is at most one E-path to y in G.

Proof. Assuming that the ¢-th query y € Y admits two E-paths, we easily get from the above
claim that Coll(z,Z) must be true for two preexisting nodes z,Z € X (¢ — 1), meaning that the
event Abort; must have been realized during a previous call to S. O

Game 4. We now make sure that each query y € Y received by S is either rooted at the time
of its request or will not be rooted at a later call to S. We define a second predicate as follows.

Definition 5 (Dependence event Dep). Given the current graph G and two nodes x € X and
g €Y, Dep(z,y) = Depy(x,9) V Depy (z,7) where

k+1 ~

e Dep,(,7) evaluates to True if and only if for some k € N, z € XOF and x "~ §

e Dep,(z,9) evaluates to True if and only if for some k € N and e € [1,E — 1], = admits an

e-path p = (my,...,mg) in G and x 53" .

We modify S to detect that Dep(z, §) evaluates to True for some § € Y whenever a new output
node x € X is created, in which case S aborts. We refer to this event as Aborts. The new simulator
is depicted on Fig. 5.7.

Claim 4. |Pr[Wy] — Pr [W3]| < Pr[Aborty] < N(N — 1) - 2~ attm),

Proof. Let y be the ¢-th query to P and assume y € Y%*. Let us fix § = (n, @, b, ¢)eY(qg—1).
Taking the following probabilities over x < D(m,c), we have

Prie g = Pr[3me (0.1} : Insertm b+ 1(a) = g
m = m

_ tn, @OK+1) = a

= Pr|{dme{0,1}": cBmBm = b

vV o= ¢

= 2727t g [cBm B = b <2 et
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Initialization of S
No input, no output
1. set Xe=Ye=Zc=10
2. set X'D:Y'D:Z'DZQ

Simulation of P
Input: y=(m,a,b,c) € X, origin O = either C or D
Output: (a’, 1)
1. add node y to Yo
2. if there exists y Lre Ze U Zp

(a) add =z to X and edge yz T to Zo

(b) return (a/,b’) where z = (m,a’,b',c)

3. randomly select a’ « {0,1}%e and b’ — {0,1}%m
4. add node = = (m,a’,b’,c) to X and edge yix to Zo
5. if 3% € X¢ U Xp such that Coll(z,Z) (event Abort;) then abort
6. if 37 € Yo UYp such that Dep(z,§) (event Abortz) then abort
7. return (a’,b') to O
C S
M)
D)

Figure 5.7: Indifferentiability: Simulator S for P in Game 4.
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Hence for any ¢ € Y(q — 1) one has
Pr [Depy(z, 7)) = Pr [o "3 g| < 27 ettn)

Let us now assume that y admits an e-path © = (mq,...,my) fore € [1,E—1] and fix § € Y(¢—1).
Taking again the following probability over 2 «— D(m,c), we get

mp = m
- Jdok) = a

Pr |:37 ~ ]j} = P c = b =27t 27btm . § |:C =bAmy = ﬁli| < 9~ (attm)
Vo= ¢

Hence Pr [Dep, (z, )] < 2~ ¢attm) for any § € Y (¢ — 1) and overall
Pr[Abortz(q)] = Pr(3j € Y (g — 1) : Dep(z, §)] < 2- [Y (g — 1)| - 27 ettm) < 2. (g — 1) - 27 (etlm)
which gives

N N
Pr [Aborty] < Z [Aborty(q)] = > 2+ (g —1) -2~ ettm) = N(N — 1) . 27 (fatbm)
: q:l

as claimed. O
It is easily seen that, unless S aborts:

Property 2. Each query y € Y sent to S may admit a number of paths (possibly none) at the
time it is treated by S but will admit no new path at a later time during the evecution of S.

Game 5. We now insert the random oracle H in the game. Instead of defining a completely
random response P(y) for a E-rooted y € Y, S will rather make a call to H to let H define the
b-part of P(y). S then completes the missing a-part of P(y) with a random value. Since y has a
unique E-path in G (if any) which can be extracted at the time of its request, this modification
is well-defined. When y is not E-rooted, S defines P(y) at random as in previous games. The
new simulator is depicted on Fig. 5.8. Since the outputs of H are uniform and independent of D’s
view, this does not modify the distributions. Therefore Pr[W5] = Pr [Wy].

Game 6. The program C is replaced with a temporary simulator Z with identical interface.
Whenever D sends a query M € {0,1}* to Z, T does two things: first Z executes construction C”
on M by making calls to S whenever an evaluation of P is required; then Z completely ignores the
outputs of & and makes a call to H to get h = H(M) and returns h to D. This does not change
either the execution of § or the view of D so that Pr[Wg] = Pr [Ws].

Game 7. We now make sure that each query y € Y = Yo UYp which admits paths in G = GeUGp
admits the same paths in Gp:

Definition 6 (Guess event Guess). Given the current graphs Ge,Gp and a node y € Yo UYp, the
predicate Guess(y) evaluates to True if and only if y admits a path in G = Ge U Gp but does not
admit this path in Gp.

We modify S to detect that Guess(y) evaluates to True for some input query y in which case
S aborts. We refer to this event as Aborts. The new simulator is as depicted on Fig. 5.9.
Applying the Difference Lemma again, we get

Claim 5. |Pr W] — Pr [Ws]| < Pr[Aborts] < N -2~ (Cattm),
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Initialization of S

No input, no output
1. set Xe=Ye=Zc=0
2. set Xp=Yp=Zp=10

Simulation of P
Input: y=(m,a,b,c) € X, origin O = either C or D
Output: (a’, )
1. add node y to Yo
2. if there exists y Lae Zc U Zp
(a) add = to X and edge y Lx to Zo
(b) return (a’,b’) where z = (m,ad’,V,c)
3. if y has an E-path g in graph Gec UGp
(a) compute M = unpad(u)
(b) call H to get h=H(M)
(c) set b/ =h
4. else

(a) randomly select b’ « {0,1}¢m

5. randomly select a’ « {0,1}a
6. add node z = (m,a/,b/,c) to Xo and edge y L x to Zo
7. if 3% € X¢ U Xp such that Coll(z,Z) (event Abort;) then abort
8. if 3§ € Ye UYp such that Dep(z,§) (event Abortz) then abort
9. return (a’,b’) to O
H
C S
M)
D)

Figure 5.8: Indifferentiability: Simulator S for P in Game 5.
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Initialization of S

No input, no output
1. set Xe=Ye=Zc=0
2. set Xp=Yp=Zp=10

Simulation of P
Input: y=(m,a,b,c) € X, origin O = either C or D
Output: (a’, )
1. add node y to Yo

2. if there exists y Lzre Zc U Zp

(a) add z to X and edge yiz to Zo
(b) return (a/,b') where z = (m,d’,V,c)
3. if Guess(y) (event Abort3) then abort
if y has a path p in graph Gp
(a) compute M = unpad(u)
(b) call H to get h="H(M)
(c) set ¥/ =h
5. else
(a) randomly select b’ « {0,1}¢m
randomly select a’ « {0,1}¢a
add node = = (m,a/,b',c) to Xp» and edge y L x to Zo
if 3% € X¢ U Xp such that Coll(z,Z) (event Abort;) then abort

if 37 € Ye UYp such that Dep(z,§y) (event Abortz) then abort
10. return (a/,b') to O

© 0o N O

©)

Figure 5.9: Indifferentiability: Simulator S for P in Game 7.
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Proof. Let y € Y =Yz UYp be a node with an e-path g = (my,...,mg) in Ge U Gp such that u
is not an E-path to y in Gp. There must exist a sequence of nodes z1,...,xr_1 € X¢ U Xp and
Yly-- ., Yu—1 € Yo UYp such that

my,1 F mo,2 mp .,k F my,k 1 F 1 e—1 F e—1 mpk
rog ~ Yyp — 1 ~ Y2 ... M Y T Y — T .Y — T ~

Since y does not admit p as an e-path in Gp, there must exist either ¢ € [1, k] such that the edge
yi = ; does not belong to Zp and i is maximal or j € [1,e — 1] such that ¢/ 5 27 ¢ Zp and j
is maximal. Let us unify both notation by saying that y(u) = z(u) & Zp where u € [1,k + e — 1]
and u maximal. Then either y(u) € Yp or z(u) € Xp. If we had y(u) € Yp then by unicity of the
definitions of P generated by S we would have z(u) € Xp, a contradiction. Hence y(u) € Ye \ Yp.
Now since y(u) = x(u) € Z¢ \ Zp, D’s view on z(u) = (m,a’, V', ¢) is m (which D can choose by
itself) and possibly ¢ if y(u — 1) € Yp since ¢ is equal to the b-value of z(u — 1). Hence (a’, ')
is unknown to D and uniform over {0,1}% x {0,1}*=. Since z(u) *¥ y(u + 1) with v = u + 1 if
uell,k—1land v=Fkifu € [k, k+e— 1] (note that y(u + 1) =y if u = k + e — 1), the a-part
and c-part of y(u + 1) are respectively equal to o’ & (v) and &'. Hence these two parts of the
query y(u + 1) € Yp made by D must collide with the uniformly distributed values chosen by S
(independently of any interaction with D) when processing P (y(u)). This happens with probability
2~ (latlm)  Therefore, for any ¢ € [1, N] and any query y € Y (q), Pr [Guess(y)] < 2~ (¢ettm) and

Pr [Aborts] < Pr[Guess(y) for some y € Y(N)] < N - 2~ tattm)

which concludes the proof. O

Game 8. We now modify the description of Z. Given a query M € {0,1}*, Z simply calls H
and returns H(M) to D. The simulator S does not receive inputs from Z anymore, resulting in
that the graph Ge = (X¢, Ye, Z¢) is useless and can be removed completely. Testing for Aborts is
meaningless and can be removed as well. The new simulator is as depicted on Fig. 5.10. The view
of D is unchanged, so that Pr [Wg] = Pr [W7].

Game 9. The interface Z in Game 7 can be safely removed to let D interact with H directly. This
does not change any of the distributions. Moreover, the description of this final game complies
with the experiment of having D interact with the system Q = (H,S”*) and therefore

Pr[Wy] =Pr[Ws] =Pr [D¢ =1| Q= (H,8™)] .

Conclusion. Summing up, we finally get that Adv(D,C) < Z?Zl |Pr [W;] — Pr [W;_41]| which
provides the upper bound stated in Theorem 1. It is easily seen on the final simulator S (see
Fig. 5.10) that S makes at most N calls to H and that the extra computation cost due to the
extraction of paths and evaluations of predicates is upper bounded by O(N?).

Proof of Theorem 2.

We now extend the above to the case when P is a keyed permutation, resulting in that indifferen-
tiability is shown in the ideal cipher model. In addition to queries sent to P, S also has to simulate
queries made to P~!. This does not change essentially the simulators of Games 0-9 previously
described and the above proof can be extended to support simulations of P~! as follows.

Games 0-1. In Game 0 and Game 1, S simply forwards the P! requests to the ideal cipher
P and returns the output without change i.e., there is no simulation.
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Initialization of S
No input, no output

1. set Xp=Yp=Zp =10

Simulation of P
Input: y = (a,b,c) € X (origin is always D)
Output: (a’, )
1. add node y to Yp
2. if there exists y Lare Zp
(a) return (a’,b’) where x = (m,a’,V',c)
3. if y has a path p in graph Gp
(a) compute M = unpad(pu)
(b) call H to get h =H(M)
(c) set b/ =h
4. else
(a) randomly select b’ « {0,1}‘m
randonly select a’ « {0,1}¢«
add node z = (m,a/,b',c) to Xp and edge y>5z to Zp
if 3% € Xp such that Coll(xz,Z) (event Abort;) then abort
if 37 € Yp such that Dep(x,y) (event Abortz) then abort
return (a’,V’) to D

© 00 N o o

©

Figure 5.10: Indifferentiability: Simulator S for P in Game 8 (and final simulator).

Simulation of P!
Input: z = (a,b,c) € X, origin O = either C or D
Output: (a’,b")
1. add node = to Xp

2. if there exists y >z € Zc U Zp

(a) add y to Y» and edge yv5z to Zo
(b) return (a’,b’) where y = (m,a’,b’,c)
randomly select a’ « {0,1}fe and b’ « {0,1}¢m
add node y = (m,a’,b’,c) to Xo and edge yv5z to Zo

if 3% € X¢ U Xp such that y Lie ZcUZp (event Aborty) then abort
return (a’,V’) to O

(o N2 B N V]

Figure 5.11: Indifferentiability: Simulation of P~! in Game 2.
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Game 2. In Game 2, S simulates P! for any input € X by selecting P~!(z) randomly. To
prevent any inconsistency between definitions for P and P~!, S detects when the selected response
y € X assigned to P~!(x) admits a preexisting definition y 2 & for Z € X¢ U Xp (event Abort,)
in which case S aborts execution. The new simulation of P! is as shown on Fig. 5.11.

Unless event Aborty occurs, the view of D is identical in Game 1 and Game 2 and since Aborty
occurs with probability at most 2 - (¢ — 1) - 2= (¢a*fm) when processing the ¢-th query, it follows
that

|Pr [Wy] — Pr[W;]| < Pr[Aborty] < N(N — 1) .2~ (Fattm)

Game 3. In Game 3, we want to ascertain that Property 1 still holds. It is easily seen that
Property 1 can be broken only if (a) an P-query y € X is assigned an image state € X such
that Coll(x, ) is true for some preexisting & in Ge UGp, or (b) an P~l-query = € X is assigned a
preimage state y such that Dep(Z,y) is true for some preexisting node . Case (a) is taken care
of in the simulation of P thanks to event Abort;. We therefore modify the simulation of P! to
force an abortion (event Aborts) if Dep(Z,y) evaluates to True for some rooted & € X¢ U Xp, as
depicted on Fig. 5.12.

Claim 6. |Pr[Ws] — Pr[Ws] | < Pr[Abort; V Aborts] < N(N — 1) -2~ (attm),

Proof. We upper bound Pr[Abort; V Aborts] by Pr[Abort;] 4+ Pr[Aborts] and use the previous
bound on Pr [Abort;|; given fix parameters & = (1, @, b,¢) € X(qg—1) and m,c € {0,1}*~ one has

Pr [Dep(, y)] < 27 (ettm)

where the probabilities are taken over the random selection y « D(m,c). Hence the probability
that event Aborts(g) occurs is at most 2- (g — 1) -2~ (a+tm) and Aborts occurs with probability at
most N(N — 1) -2~ Cattm), O

Game 4. In Game 4, we make sure that Property 2 is verified. To this end, event Aborts is
added in the simulation of P. It is easily seen that there is no need for an extra abortion event in
the simulation of P~ since the definitions of P~! cannot create new paths in the graph Ge U Gp
unless Aborts occurs.

Games 5-9. Games 5-9 are identical to the proof of Theorem 1 except that S also contains
the simulation of P! displayed on Fig. 5.12. Summing all upper bounds on probability gaps, we
end up with the claimed indifferentiability bound. S still makes at most N calls to H and runs in
extra time O(N?).

5.4 Shabal is Collision Resistant in the Ideal Cipher Model

5.4.1 A Security Model for Collision Resistance in the ICM

We model collision resistance of construction C¥ under the form of a security game played between
a collision finder or adversary A and a challenger V.

Definition 7 (COLL Game). The game is described as follows:
1. A makes calls to the ideal cipher (P,P~1)
2. A outputs two messages My, My € {0,1}*
3.V computes CT (M) and CT (Ma) by calling P
4.V outputs 1 if C¥ (M) = CP(Ma) or 0 otherwise.
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Simulation of P~!
Input: z = (m,a,b,c) € X, origin O = either C or D
Output: (a’, )
1. add node = to Xp
2. if there exists y Lae ZcUZp
(a) add y to Y» and edge yix to Zo
(b) return (a’,b’) where y = (m,a’,b,c)
randomly select a’ « {0,1}f¢ and b’ « {0,1}¢m
add node y = (m,a’,b’,c) to X and edge y>Z 2z to Zo

if 3% € X¢ U Xp such that y Lie Zc U Zp (event Aborty) then abort
if 3% € X¢ U Xp such that Dep(Z,y) (event Aborts) then abort
return (a/,b’) to O

~N o oW

Figure 5.12: Indifferentiability: Simulation of P~! in Games 3-9.

We define the success probability Suc“®tt (A4, C) of A as the probability that V outputs 1 when
interacting with A as per the COLL game. Suc“°"“(A4,C) is a function of the total number N
of queries received by the ideal cipher (P,P~1) throughout the game. Note that V itself has to
make (k1 + E) + (k2 + E) calls to P when verifying the response (My, Ms) of A if hashing M;
and M leads to the insertion of respectively k; and ko message blocks. Thus overall A makes
N — (k‘l + E) — (kg —|— E) calls to (P,P_l).

5.4.2 Proving Collision Resistance for Shabal’s Mode of Operation

We conceive a simulator S that simulates V and (P, P~1) towards .A. An high-level view of S is
as follows. Simulator S

1. simulates the ideal cipher (P,P~!) and may abort while doing so
2. receives My, M5 € {0,1}* from A

3. runs its own simulation of P to compute C” (M;) and C” (Mz)

N

. outputs 0

The underlying proof technique consists in making the simulation of P abort when CP(Ml) =
CP(Ms,). Therefore either S outputs 0 or the game aborts. Consequently

Suc®t(A,C) < Pr[S aborts] .

We state

Theorem 3 (Collision resistance). There exists a simulator S as above such that for any
collision finder A playing as per the COLL game limited to at most N calls to (P, P~1),

Pr[S aborts] <3- N(N —1) -2 Eetbn) L N(N —1). 27

and S runs in time at most O(N?).

5.4.3 Proof of Theorem 3

We build a sequence of games which starts with the COLL security game and ends with a final
simulator §. We refer to Section 5.3 for notation and definitions.

66



Game 0. This is the original COLL game where A interacts with V and the ideal cipher P. Let
Wy denote the event that V outputs 1 in Game 0, and more generally W; the event that V outputs
1 in Game i. By definition of Game 0, we have

Pr [Wo] = Suc*®t(A4,C) .
Game 1. We replace V by a first simulator S which behaves as V and forwards calls to (P, P~1).

In addition, S keeps track of the definitions of P by maintaining the hash graph G as depicted on
Fig. 5.13. The action of S does not modify the view of D, meaning that Pr [IW;] = Pr [W,].

Initialization of S

No input, no output

1. set X =Y=2=10

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or §)
Output: (a’, ")
1. add node y to Y
2. call P to get (da/,V') =P(m,a,b,c)
3. add node z = (m,a’,b’,c) to X and edge yLxto Z
4. return (a’,V’) to O

Simulation of P!
Input: z = (m,a,b,c) € X from A
Output: (a',b")
1. add node z to X
2. call P! to get (a/,0') =P 1(m,a,b,c)
3. add node y = (m,a’,b',c) to Y and edge y5zto Z
4. return (a/,b') to A

Completion of S
Input: My, Mz € {0,1}* from A

1. compute hj :CP(Ml,Zm) and ho :CP(MQ,Zm) by calling P accordingly
2. if hy = ho then output 1 else output 0

Figure 5.13: Collision resistance: simulator & in Game 1.

Game 2. We slightly modify our simulator to eliminate the ideal cipher P and replace it with
a perfect simulation. Every time S needs to define P(y) for some y € X or P~1(x) for z € X, S
randomly selects the response. We depict the new simulator on Fig. 5.14. This does not modify
the distributions since P is an ideal cipher. Hence Pr [Ws] = Pr[W;].

Game 3. We now make sure that nodes x € X which admit one E-path in G do not collide on
their b-part. To this end, we define the following predicate.

Definition 8 (Output collision event OutputColl). Given the current graph G and two states
r,% € X, the predicate OutputColl(x, %) evaluates to True if and only if both x and T admit an
E-path in G and b = b mod 2° where x = (m,a,b,c) and & = (7, a, b, ¢).

67



Initialization of S
No input, no output

1. set X=Y=2Z2=0

Simulation of P

Input: y=(m,a,b,c) € X from O (either A or S)
Output: (a’, ")

1. add node y to Y

2. if there exists y 5 ¢ = (m,a/,b',c) € Z then return (a/,b') to O
3. else

(a) randomly select a’ « {0,1}%@ and b’ « {0,1}%m

(b) add node = = (m,a’,b',c) to X and edge y >z to Z
(c) return (a/,V’) to O

Simulation of P!

Input: z = (m,a,b,c) € X from A
Output: (a',b")

1. add node = to X

2. if there exists (m,a’,b/,c) =y > z € Z then return (a’,b) to A
3. else

(a) randomly select a’ « {0,1}fe and b’ « {0,1}‘m

(b) add node y = (m,a’,b,c) to Y and edge y >z to Z
(c) return (a’,b’) to A

Input: My, M> € {0,1}* from A
1. compute hj :Cp(]\/h,fm) and ha :CP(MQ,Em) by calling P accordingly
2. if hy = ho then output 1 else output 0

Figure 5.14: Collision resistance: simulator S in Game 2.
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Initialization of S

No input, no output

1. set X=Y=2Z=0

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or §)
Output: (a’, ")
1. add node y to Y
2. if there exists y 5 ¢ = (m,a/,b',c) € Z then return (a/,b') to O
3. else
(a) randomly select a’ « {0,1}%e and b’ « {0,1}!m
(b) add node = = (m,a’,b',c) to X and edge y >z to Z
(¢) if 3% € X such that OutputColl(z,Z) (event Abort;) then abort
(d) return (a/,V’) to O

Simulation of P!
Input: z = (m,a,bc) € X from A
Output: (a',b")
1. add node =z to X
2. if there exists (m,a/,b/,c) =y >z € Z then return (a/,b') to A
3. else

(a) randomly select a’ « {0,1}fe and b’ «— {0,1}‘m

(b) add node y = (m,a’,b,c) to Y and edge y >z to Z
(c) return (a’,b’) to A

Input: My, M> € {0,1}* from A

1. compute hj :CP(Ml,fm) and ha :CP(Mg,ém) by calling P accordingly
2. if hy = ho then output 1 else output 0

Figure 5.15: Collision resistance: simulator S in Game 3.
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We modify simulator & to detect an output collision whenever a new output value x € X is
assigned and abort when OutputColl(z, Z) is true for some preexisting rooted Z. We refer to this
event as Abort;. The upgraded simulator is depicted on Fig. 5.15.

We state:

Claim 7. One has |Pr[W3] — Pr[W3]| < Pr[Abort;] < N(N — 1)27 %,

Proof. Let us consider the input y = (m,a,b,c) € X of the simulation of P and assume that y is
the g-th query to (P,P~1). Two cases may occur:

(i) either y admits no E-path in G in which case for any response state assigned by S, OutputColl(z, Z)
is false for any = € X,

(#4) or y admits an E-path in G.
Let us assume (i7). Let & = (1, a, b,¢) € X(q—1) be fixed and let us pose
D(m,c) = {(m,d",V,c) | (a’,b) € {0,1}% x {0,1}*"} .

Then, taking probabilities over the distribution = « D(m, ¢):

Pr [OutputColl(z, Z)] = Pr |0’ = b mod 25’1] =9 bm
Therefore
Pr [Abort; (¢)] = Pr [OutputColl(z, &) for some # € X (¢ —1)] < |X (g —1)]- 27 < (¢ —1)-27 .
so that N N

Pr[Abort)] <Y Pr[Abort;(¢)] < » (¢—1)-27" = N(N-1)-27"
q=1

q=1

as announced. O

Game 4. We now ascertain that no pair of internal states (z,%Z) € X? can collide in the sense
of paths. Referring to Section 5.3, recall that the predicate Collg(z, Z) is True when both = and &
admit O-paths of length k and x oz We slightly alter our simulator to detect that Colly evaluates
to True during the game, in which case S aborts. This event is referred to as Abort;. The new
simulator is displayed on Fig. 5.16.

Claim 8. |Pr[W,] — Pr[Ws]| < Pr[Aborty] < N(N — 1) -2~ (Fattm),

The proof of this claim is identical to the one provided in Section 5.3, Game 3.

Game 5. We now make sure that A cannot succeed in connecting rooted nodes to non-rooted
nodes. This captures the collision-finding strategy where A applies the operating mode backwards
starting from a hash value and later succeeds in finding a path to one of the generated internal
states. To ensure this, we proceed in two steps by applying a modification of S in this game and
a second one in Game 6. Recall that the predicate Depy(z, ) evaluates to True when x admits a
0-path of length k, § € Y and z “*3" §. We modify S to detect that Dep(z,9) evaluates to True
for some 3§ € Y whenever a new output node x € X is created, in which case S aborts. We refer

to this event as Aborts. The new simulator is depicted on Fig. 5.17.
Claim 9. |Pr[Ws] — Pr [W,]| < Pr[Aborts] < N(N — 1) - 2~ (fatbm),

The proof of this claim is similar to the one provided in Section 5.3, Game 4.
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Initialization of S

No input, no output

1. set X=Y=2Z2=0

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or §)

Output: (a’, )

1. add node y to Y

2. if there exists y 5 ¢ = (m,a/,b',c) € Z then return (a/,b') to O

3. else
(a) randomly select a’ « {0,1}fe and b’ « {0,1}!m
(b) add node = = (m,a’,b',c) to X and edge y >z to Z
(¢) if 3% € X such that OutputColl(z,Z) (event Abort;) then abort
(d) if 3% € X such that Collg(z,Z) (event Abortz) then abort

(e) return (a’,b’) to O

Simulation of P!
Input: z = (m,a,b,c) € X from A
Output: (a’, )
1. add node =z to X
2. if there exists (m,a’,b’,c) =y L x € Z then return (a’,V) to A
3. else
(a) randomly select a’ « {0,1}%¢ and b’ « {0,1}!m
(b) add node y = (m,a’,b,c) to Y and edge y >z to Z

(c) return (a’,b’) to A

Input: My, M> € {0,1}* from A

1. compute hj :CP(Ml,fm) and ha :CP(Mg,ém) by calling P accordingly
2. if h; = ho then output 1 else output 0

Figure 5.16: Collision resistance: simulator S in Game 4.
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Initialization of S
No input, no output

1. set X=Y=2Z=0

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or §)

Output: (a’, )

1. add node y to Y

2. if there exists y 5 = (m,a/,b/,c) € Z then return (a/,b') to O

3. else
(a) randomly select a’ « {0,1}%e and b’ «— {0,1}!m
(b) add node = = (m,a’,b',c) to X and edge y >z to Z
(¢) if 3% € X such that OutputColl(z,Z) (event Abort;) then abort
(d) if 3% € X such that Collg(z,Z) (event Abortz) then abort
(e) if 3§ €Y such that Depy(z,§) (event Abortz) then abort

(£) return (a’,b’) to O

Simulation of P!
Input: z = (m,a,bc) € X from A
Output: (a’, ")

1. add node =z to X
2. if there exists (m,a’,b',c) =y 5 2 € Z then return (a’,V) to A

3. else
(a) randomly select a’ « {0,1}%@ and b’ « {0,1}m
(b) add node y = (m,a’,¥,c) to Y and edge y >z to Z

(c) return (a’,b’) to A

Input: My, M> € {0,1}* from A

1. compute hj :CP(Ml,fm) and ha :CP(Mg,ém) by calling P accordingly
2. if hy = h then output 1 else output 0

Figure 5.17: Collision resistance: simulator S in Game 5.
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Initialization of S

No input, no output

1. set X =Y =2=10

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or §)

Output: (a’, ")

1. add node y to Y

2. if there exists y 5z = (m,a’,b',c) € Z then return (a’,b') to O

3. else
(a) randomly select a’ < {0,1}fe¢ and b’ « {0,1}‘m
(b) add node z = (m,a’,b’,c) to X and edge yLxto Z
(c¢) if 3% € X such that OutputColl(xz,Z) (event Abort;) then abort
(d) if 3% € X such that Collg(z,Z) (event Abortz) then abort
(e) if 3§ €Y such that Depy(z,y) (event Abortz) then abort
(f) return (a/,V’) to O

Simulation of P!
Input: z = (m,a,bc) € X from A
Output: (a’, )

1. add node =z to X
2. if there exists (m,a’,V,c) =y > x € Z then return (a’,b') to A

3. else
(a) randomly select a’ < {0,1}f¢ and b « {0,1}‘m
(b) add node y = (m,a’,b’,c) to Y and edge yLxto Z
(c) if 3% € X such that Depy(&,y) (event Aborts) then abort
(d) return (a/,V’) to A

Input: My, Mz € {0,1}* from A

1. compute h1 = CP(Mi,%m) and ho :CP(MQ,ZW) by calling P accordingly
2. output O

Figure 5.18: Collision resistance: simulator S in Game 6 (and final simulator).
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Game 6 (final game). We finally complete the modification applied in Game 5 to the case
when a connection (see Game 5 above) occurs after a response to P~! is assigned. When the
simulation of P~! by S creates a new node y, we make sure that y cannot be connected to a
preexisting rooted node & € X. When this happens, S aborts and we refer to this event as Aborty.
In addition, it is easily seen that no collision is found unless one of the abortion events occurs, so
that S can be modified to always output 0. The new simulator is depicted on Fig. 5.18.

Claim 10. |Pr[Ws] — Pr [W;]| < Pr[Aborty] < N(N —1) -2~ (Fattm),

This claim too stems from the results of Section 5.3. Putting it altogether, we get the security
bound claimed in Theorem 3.

5.5 Shabal is Preimage Resistant in the Ideal Cipher Model

5.5.1 A Security Model for Preimage Resistance in the ICM

We capture the preimage resistance of construction C” as a security game played between an
adversary A and a challenger V.

Definition 9 (PRE Game). The game is described as follows:
1. 'V randomly selects h « {0,1}*™ and sends h to A
2. A makes calls to the ideal cipher (P,P~1)
3. A outputs a message M € {0,1}*
4. V computes C¥ (M) by calling P
5.V outputs 1 if C*(M) = h or 0 otherwise

We define the success probability Suc”RE(A,C) of A as the probability that V outputs 1 when
interacting with A as per the above game. SucPRE(./LC) is a function of the total number N of
queries received by the ideal cipher (P, P~!) throughout the game. Note that V itself has to make
k + E calls to P when verifying the response M of A if hashing M leads to the insertion of k
message blocks. Thus A makes N — (k + E) calls to (P, P~1).

5.5.2 Proving Preimage Resistance for Shabal’s Mode of Operation

We conceive a simulator S that simulates V and (P, P~1) towards .A. An high-level view of S is
as follows. Simulator S

1. randomly selects h « {0, 1}m

2. sends h to A

3. simulates the ideal cipher (P,P~!) and may abort while doing so
4. receives M € {0,1}* from A

5. runs its own simulation of P to compute C¥ (M)

6. outputs 0

Our proof technique is to make the simulation of P abort upon detection of the event that
CP(M) = h. Therefore either S outputs 0 or the game aborts. Consequently

Suc”RE(A4,C) < Pr|[S aborts] .

We state
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Theorem 4 (Preimage resistance). There exists a simulator S as above such that for any
preimage finder A playing as per the PRE game limited to at most N calls to (P,P~1),

Pr[S aborts) < N . 2~ (attm—log(lm+1)=2)

and S runs in time at most O(N?).

5.5.3 Proof of Theorem 4

We build a sequence of games which starts with the PRE security game and ends with a final
simulator §. We first introduce a number of definitions.

Preliminary definitions.

Given a hash graph G = (XY, Z) (see Section 5.3.1 for definitions), recall that by X¢¢ C X and
Yef C Y denote the sets of internal states admitting an e-path of length ¢ in G. For a given
h € {0,1}%, we define

X[ = {(m,a,h,c)| (m,a,c) € {0, 1}@m x {0, 1}% x {0, 1}&”} .

Definition 10 (e-Antipaths). Let e € [1,E]. A message block m is said to be an e-antipath (with
respect to h € {0,1}'™ ) of index k to state y € X if m # 0 and

g Do gf T yett Logetl GBSl Z Bl B FE
for some z¢ 2t ... aF yetl yet2 L yE € X and 2F € X[h]. y is said to admit an e-antipath

in hash graph G = (X,Y,Z) if 2¢,..., 25 € X and y,y°*',...,yF €Y.

Definition 11 (0-Antipaths). Let y € X. We call 0-antipath (with respect to h € {0,1}") of

index £ to y a list of message blocks p = (myy1,...,mg) such that my is a 1-antipath of index k
to y1 and
F LVERRES F F my.k F mpk o q
Yy—Te > Y41 7 Te41 -or Y—1 7 Th-1 ¥ Yk 7 Tk Y

for some g, .., Tk, Yos1,-- - Yrsyt € X. y is said to admit a 0-antipath in hash graph G =

(X,Y, Z) if all intermediate states along the antipath are nodes of G.

Let h € {0,1}% and G a hash graph. By extension to the above, we will say that an e-antipath
of index £ to y € Y is also an e-antipath of index ¢ to z € X if y = 2 € Z. We will denote by
Y. CY and X., C X the subsets of nodes of G admitting an e-antipath of index £.

Intuition of the proof.

The preimage finder has no other choice than exploring the hash graph in the hope to form an
E-path connecting o to a final state F € X[h]. Regardless of the specific strategies A may adopt
to do so, such a path can only be created by connecting an e-path to a compatible e-antipath. A
makes use of calls to P to create or lengthen paths and calls to P! to create or lengthen antipaths,
until two of them (one of each kind) eventually connect. We build our simulator to monitor such
attempts and abort the game whenever a path/antipath connection is likely to occur.

The sequence of games.

We now proceed to construct the sequence of games leading to the security bound claimed in
Theorem 4.
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Game 0. This is the original PRE game where A interacts with V and the ideal cipher P. Let
Wy denote the event that V outputs 1 in Game 0, and more generally W; the event that V outputs
1 in Game i. By definition of Game 0, we have

Pr[Wo] = Suc™RE(A,C) .
Game 1. We replace V by a first simulator S which behaves as V and forwards calls to (P, P~1).

In addition, S keeps track of the definitions of P by maintaining the graph G as depicted on
Fig. 5.19. The action of S does not modify the view of D, meaning that Pr [W;] = Pr [Wp].

Initialization of S
No input, no output

1. randomly select h « {0,1}¢m
2. set X=Y=2=0

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or §)
Output: (a’, )
1. add node y to Y
2. call P to get (a/,b') =P(m,a,b,c)
3. add node z = (m,a’,b',c) to X and edge yix to Z
4. return (a’,V’') to O

Simulation of P~1!
Input: z = (m,a,b,c) € X from A
Output: (a’, ")
1. add node = to X
2. call P! to get (a/,b') =P~ Y(m,a,b,c)
3. add node y = (m,a’,b’,c) to Y and edge yozto Z
4. return (a’,V') to A

Completion of S
Input: M € {0,1}* from A

1. compute CP(M,¢y) by calling P accordingly
2. if CP(M,£y) = h then output 1 else output 0

Figure 5.19: Preimage resistance: simulator S in Game 1.

Game 2. We slightly modify our simulator to get rid of the ideal cipher P and replace it with
a perfect simulation. Every time S needs to define P(y) for some y € X or P~(x) for z € X, S
randomly selects the response. We depict the new simulator on Fig. 5.20. This does not modify
the distributions since P is an ideal cipher. Hence Pr [Ws] = Pr[W;].

Game 3. We now insert an early-abort condition as follows. S creates two collections of sets
{Y[B] | B € {0,1}*»} and {Y (7)) | v € {0,1}*} where all sets are initially empty at the
beginning of the game. Each time A sends a query z = (m,a,b,c) to P~1, S selects a response
state y = (m,a’,b',c) as in Game 2; however, S now adds y to sets Y[b' Bm] and Y {b')). This
operation amounts to sort response states output by the simulation of P~! according to the two
mappings (m,a’,b’,c) — b Bm and (m,a’,b',c) — b'. When adding y to Y[/ BEm] and Y ('),
S checks that these two sets have a limited number B of elements and aborts if this is no longer
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Initialization of S
No input, no output

1. randomly select h « {0,1}¢m
2. set X=Y=2=0

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or &)
Output: (a’, 1)
1. add node y to Y
2. if there exists y - z = (m,a’,b',c) € Z then return (a',b') to O
3. else

(a) randomly select a’ « {0,1}%e and b’ « {0,1}¢m

(b) add node z = (m,a’,b’,c) to X and edge yix to Z
(c) return (a/,V') to O

Simulation of P~!
Input: z = (m,a,b,c) € X from A
Output: (a’, )
1. add node = to X
2. if there exists (m,a/,b/,c) =y > x € Z then return (a’,b') to A

3. else
(a) randomly select a’ < {0,1}%e and b’ « {0,1}¢m
(b) add node y = (m,a’,b',c) to Y and edge y Lz to Z
(c) return (a’,v’) to A

Completion of &
Input: M € {0,1}* from A

1. compute CP(M, %) by calling P accordingly
2. if CP(M,ly,) = h then output 1 else output O

Figure 5.20: Preimage resistance: simulator S in Game 2.
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the case. This is as depicted on Fig. 5.21. The bound B is an optimization parameter which will
be determined later in the proof.

Initialization of S
No input, no output

1. randomly select h « {0,1}¢m
2. set X=Y=2=90

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or §)
Output: (a’, )
1. add node y to Y
2. if there exists y 5z = (m,a/,b,¢) € Z then return (a’,b') to O
3. else

(a) randomly select a’ « {0,1}%e and b’ « {0,1}¢m

(b) add node z = (m,a’,b’,c) to X and edge yLxto Z
(c) return (a/,V’) to O

Simulation of P!
Input: z = (a,b,c) € X from A
Output: (a’, )
1. add node =z to X
2. if there exists (m,a’,b’,c) =y L5 € Z then return (a’,b') to A

3. else
(a) randomly select a’ « {0,1}%e and b’ « {0,1}¢m
(b) add node y = (m,a’,b',c) to Y and edge y LztoZ
(c) add node y to Y[t/ Hm] and Y (b))
(@) if [Y[' Hm]| > B or |Y{{t'))| > B (event Abort;) then abort
(e) return (a/,b') to A

Completion of S
Input: M € {0,1}* from A

1. compute CP(M,£,,) by calling P accordingly
2. if CP(M,£,,) = h then output 1 else output 0

Figure 5.21: Preimage resistance: simulator S in Game 3.
We state:
Claim 11. One has |Pr [Ws5] — Pr [Ws]| < Pr[Abort;] < ﬁNBHQ’Zm'B.

Proof. We recall the following result on multi-collisions [25]: if one picks N random values in
{0,1}%m, the probability that the same value is selected at most B times is

NB+1

P\ B (2P

When assigning the response state y = (m, a’,t’,c) to P~1(x), S uniformly selects &’. This results
in that y will be added to Y[3] for a randomly distributed 3 € {0,1}%~. Similarly, y will also be
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added to Y ((v)) for a randomly distributed v € {0,1}*. This random experiment takes place at
most N times throughout the execution of S resulting in that

Pr [maxg |Y[B](N)| > B _ l—e_% NB+1
Pr [masx, |V (7)(N)| > B] S BB
so that
Pr[Abort;] < Pr [mgmx|Y[[ﬂ}](N)| > B} +Pr {max|Y(<*y>>(N)| > B
v
which directly gives the claimed bound. O

Property 3. Unless S aborts, maxg |Y[8](q)] < B and max., |Y{7))(¢)| < B for any g € [1, N].

Game 4. We now make sure that 4 cannot create an E-path from z( to some = € X[h] when
sending a query to P during the game. To this end, we define the following predicate.

Definition 12 (Predicate Connect). Let G = (X,Y, Z) be the current graph and (z,y) € X x Y.
We define Connect(x,y) = Connectg(x,y) V Connecty(x,y) where

e Connecto(x,y) evaluates to True if and only if for some £ € N,

re X0t gy e Yor+r1 and x A Y

e Connecty(x,y) evaluates to True if and only if for some e € [1,E], £ € N and m # 0,
ze Xet, yeYe, and z %y

where m is an e-antipath of index ¢ to y and also the last block of an e-path of length ¢ to x.

We modify simulator S to detect a connection whenever a new output value x € X is assigned
to P(y) and abort when Connect(z, ) is true for some preexisting §. We refer to this event as
Aborty. The upgraded simulator is depicted on Fig. 5.22.

Claim 12. One has |Pr [Wy] — Pr[W3]| < Pr[Aborty] <2 N - B .2~ (fattm),

Proof. Obviously, Pr[W4 A =Aborts] = Pr [W5 A =Abort;] so that the Difference Lemma applies.
Let us consider the ¢-th query y = (m,a,b,c). Let us first assume that y € Y%= for some
integer £ > 0. Let § = (M, @, b, ¢) € Yy ¢41(¢ — 1) be fixed and recall that D(m, c) = {(m,d’, ¥, ¢c) |
(a’,b') € {0,1}% x {0,1}*}. Then taking probabilities over = « D(m,c), one gets

Pr [ziﬁgj} = Pr[ElmE{O,l}g’”:Insert[m,é](x):gﬂ
m = m
_ tn, OO = a
= Pri3mefo)r: o T 7
v o= ¢

< 27fa.g7tm g {cEm:ZN)EIm} .
Therefore
Pr[3j € Youra(g— D) witho % 5] < 27527 Yo upa(g— )N Y [eBml(g - 1)

27t 27t |V [cBm](q —1)]
9 la . g7 bm. max [V[B](q = 1) < B 9~ (battm)

ININIA
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Initialization of S
No input, no output

1. randomly select h « {0,1}¢m
2. set X=Y=2Z2=10

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or &)
Output: (a’, 1)
1. add node y to Y
2. if there exists y 5 x = (m,a’,b',c) € Z then return (a’,b') to O
3. else
(a) randomly select a’ « {0,1}%e and b’ « {0,1}¢m
(b) add node z = (m,a’,b’,c) to X and edge yix to Z
(c¢) if 3§ € Y such that Connect(z,y) (event Abortz) then abort
(d) return (a/,V') to O

Simulation of P!
Input: z = (m,a,b,c) € X from A
Output: (a’, ")
1. add node = to X
2. if there exists (m,a/,b/,c) =y > o € Z then return (a’,b') to A

3. else
(a) randomly select a’ « {0,1}%e and b’ « {0,1}¢m
(b) add node y = (m,a’,b',c) to Y and edge y Lz to Z
(c) add node y to Y[t/ Hm] and Y (')
(@) if |[Y[¥' Bm]| > B or [Y({(b'))| > B (event Abort;) then abort

(e) return (a/,b’') to A

Completion of &
Input: M € {0,1}* from A

1. compute CF(M,4) by calling P accordingly
2. if CP(M,4y,) = h then output 1 else output O

Figure 5.22: Preimage resistance: simulator S in Game 3.
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Let us now consider the case where y € Y for some e € [1,E] and £ € N. Hence the last block
of any e-path to y must be m. We now fix § = (7, a,b, é) € Y, s(¢ — 1) and it holds that

g\
)
—
SN
I
o S 3,

Hence

27 27t Y, (g — 1) NY () (g — 1)

37te 26 |¥ () g - )
27t a7t max YV () g = 1) < B2

Pr [3;7 € Yoylq— 1) with 2 y]

e

IN N IA

Overall, one must have
Pr [Aborty(¢)] = Pr[37 € Y(q — 1) with Connect(z,§)] < 2- B -2~ ¢attm)

so that

N N
Pr[Abort;] <> Pr[Aborty(q)] < » 2 B-27ettm) = 2. N. B. g~ (attm)
q=1

q=1
as claimed. O

Property 4. Unless S aborts, the treatment of a request y € X to P by S can by no means create
a connection between a path and an antipath.

Game 5. We now ascertain that A is unable to create an E-path from z( to some = € X[h] by
sending adaptively chosen queries to P~! during the game. We proceed in two steps and start
by inserting a new abort condition. S creates a collection of sets {X[\] | A € {0,1}%"} where all
sets are set to () at the beginning of the game. For each query y = (m,a,b,c) that A sends to P,
S assigns a response state x = (m,a’,b’,¢) as in Game 4; however, § now adds = to sets X[v'].
When adding x to X[V'], S checks that | X [b']| < B and aborts if this is not the case: this event
is referred to as Aborts. This is as shown on Fig. 5.23.

Claim 13. One has |Pr[W5] — Pr [W,]| < Pr[Aborts] < ﬁNBHQ’Zm'B.

Proof. We invoke the same argument based on multi-collisions as in the study of Abort;. When S
assigns the response state © = (m,a’, b, ¢) to P(y), S uniformly selects b’ which results in that a
will be added to X[\] for a randomly distributed A € {0,1}*. Thus,

o NB+1 NB+1
j— _ 12¢m B —
Pr m§x|X[[/\]](N)|>B} =1—e (Bty2 < CESEER
so that
Pr [Abort3] < Pr [m}‘fmx | X[A\](N)| > B
which provides the desired bound. O

Property 5. Unless S aborts, maxy | X[A](q)| < B for any q € [1, N].
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Initialization of S
No input, no output

1. randomly select h « {0,1}¢m
2. set X=Y=2=90

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or §)
Output: (a’, 1)
1. add node y to Y
2. if there exists y 5 x = (m,a’,b',c) € Z then return (a’,b') to O
3. else
(a) randomly select a’ « {0,1}%e and b’ « {0,1}¢m
(b) add node z = (m,a’,b’,c) to X and edge yix to Z
(c¢) if 3g € Y such that Connect(z,y) (event Abortz) then abort
(d) add node z to X[V']
(e) if |X[V']] > B (event Abortz) then abort
(£) return (a/,V’) to O

Simulation of P!
Input: z = (m,a,b,c) € X from A
Output: (a’, )
1. add node = to X
2. if there exists (m,a’,b’,c) =y L 2 € Z then return (a’, V') to A

3. else
(a) randomly select a’ « {0,1}%e and b’ « {0,1}¢m
(b) add node y = (m,a’,b',c) to Y and edge y Lz toZ
(c) add node y to Y[t Hm] and Y (')
(@) if |[Y[¥' BEm]| > B or [Y({(b'))| > B (event Abort;) then abort
(e) return (a/,b’') to A

Completion of &
Input: M € {0,1}* from A

1. compute CF(M,4) by calling P accordingly
2. if CP(M,£4y) = h then output 1 else output O

Figure 5.23: Preimage resistance: simulator S in Game 5.
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Initialization of S

No input, no output

1. randomly select h « {0,1}¢m
2. set X=Y=2=90

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or §)
Output: (a’, ")
1. add node y to Y
2. if there exists y - z = (m,a’,b',c) € Z then return (a’,b') to O
3. else
(a) randomly select a’ «— {0,1}%e and b’ « {0,1}¢m
(b) add node z = (m,a’,b’,c) to X and edge yLxto Z
(c) if 3y € Y such that Connect(z,y) (event Abortz) then abort
(d) add node z to X[V']
(e) if |X[V']] > B (event Abortz) then abort
(£) return (a/,V') to O

Simulation of P!
Input: z = (m,a,b,c) € X from A
Output: (a’, )
1. add node =z to X
2. if there exists (m,a/,b/,c) =y > o € Z then return (a’,b') to A

3. else
(a) randomly select a’ «— {0,1}%e and b’ « {0,1}¢m
(b) add node y = (m,a’,b',c) to Y and edge y Lz to Z
(c) add node y to Y[t Hm] and Y (')
(@) if |[Y[' Bm]| > B or [Y({(b')| > B (event Abort;) then abort
(e) if 3% € X such that Connect(Z,y) (event Aborty) then abort
(£) return (a/,V') to A

Completion of &
Input: M € {0,1}* from A

1. output O

Figure 5.24: Preimage resistance: simulator S of Game 6 (and final simulator).
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Game 6 (final game). We modify simulator S to detect a connection whenever a new output
value y € X is assigned to P~!(z) and abort when Connect(Z,y) is true for some preexisting .
We refer to this event as Aborty. As shown below, the four abortion events introduced in this
game and earlier games cover all cases leading to the creation of an E-path in the hash graph.
As a result, the final outcome of S can be safely modified to make S return a systematic 0. The
upgraded simulator is depicted on Fig. 5.24.

Claim 14. One has |Pr [Ws] — Pr[Ws]| < Pr[Aborty] <2 N - B .2~ (fattm),

Proof. We apply the Difference Lemma again. We consider the ¢g-th query z = (m,a,b,c) to P~L.
Let us first assume that x € X 411 for some integer £ > 0. Let & = (1m,a,b,¢) € X% (g —1)
be fixed and recall that D(m,c) = {(m,ad’,V',c) | (a’,d') € {0,1}= x {0,1}*=}. Then taking
probabilities over y «— D(m, c), one gets

Pr [i e y} = Pr[3me {0, 1} - Insert[m, £](%) = y]
m = m
B o a® () = d
= Pr|dme{0,1} cEmEm = b
b c

IN
o
&
2
o
&
3
>
—
)
I
o
| S

Therefore
2% 27 | X 1(g = 1) N X[e] (g — 1)

27t 270 X[l (g — 1)
2 ta . 97tm - max IX[A\(g—1)| < B-2~(atbm)

Pr 37 € Xoy_1(q — 1) with & y]

3

ININIA

Let us now consider the case where z € X, 4 for some e € [1,E] and ¢ € N and let m # 0 be an
e-antipath to z. Fixing = (1, a,b,¢) € Y**(q — 1), one gets

m = m
Pr[wa} _ by &69(62 z Z’/ §2—fzu_2—em_5[c:5}.
b = ¢
Hence
Pr [3@ e X' (g —1) with z = y} 27t 27 | X 9 (g = 1) N X[c] (g — 1)

27 X [e] (g~ 1)]
27% 27" max | X\ - D) < B 9~ (batbn)

[VANVARRNVAN
|
&

Therefore one has
Pr [Abort,(q)] = Pr[3% € X(q¢ — 1) with Connect(Z,y)] < 2- B -2~ (fattm)

so that

N N
Pr[Aborty] <Y Pr[Aborty(q)] <> 2 B-27¢ettn) = 2. N. B. o~ (attm)
q=1

qg=1
as wanted. O

Property 6. Unless S aborts, requests to P~! treated by S can by no means create a connection
between a path and an antipath.
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Conclusion. Summing up, we get the upper bound

Pr[S aborts] < 7(3_?_1)' NBHL . 9=tm'B L 4. N.B .9 (Lattm)
N N-2ta ( N\27!
< —_— . R = .
< 4o <B+ CESY (2%) f(€asbm, N, B)

We now choose a particular value for B as a function of ¢,,¢,, and N based on the following
observations: when N/2» < 1/2, we see that by setting B = /,,, the second term is upper

bounded by
N2t N\P7! 2t
- - - 1
B+ 1) <2ém> St S
for values of /, in the practical range 64 < ¢, < 1024 and ¢,, = 512. Then

Pr[S aborts] < 4 Uy + 1) = N - 27 Catbm—log(ln+1)=2)

" 9latbm

thereby giving a security margin of ¢, — log(¢,, + 1) — 2 bits of security.

5.6 Shabal is Second Preimage Resistant in the Ideal Ci-
pher Model

5.6.1 Capturing Second Preimage Resistance in the ICM

Adapting the security model of previous sections, we now consider second preimage resistance in
the same spirit. We define a security game played between an adversary A and a challenger V.
The game is described as follows.

Definition 13 (SP Game). The security game takes as input a parameter k € N.
1. V randomly selects a k-bit message M* «— {0,1}"* and sends M* to A

A makes a series of calls to the ideal cipher (P, P~1)

A outputs a message M € {0,1}*

V computes C¥ (M) by calling P

AT R

V outputs 1 if CP (M) = CP (M*) or 0 otherwise

The success probability Suc>” (A, C) of A is the probability that V outputs 1 when interacting
with A as per the SP game. In addition to Shabal’s parameters, Suc>" (A, C) depends on the total
number N of queries received by the ideal cipher (P, P~!) throughout the game. Define k* as the
block length of M* i.e., the number of £,,-bit blocks required to encode the padded input message
(hence k* = [(k 4+ 1)/¢,,]). Assume that the block length of M is k; then note that V itself has
to make k + E calls to P when verifying the response M of A. Thus in total A makes N — (k + E)
calls to (P, P~1).

5.6.2 Proving Second Preimage Resistance for Shabal’s Mode of Oper-
ation

We build a simulator S that simulates V and (P, P~!) towards A in the spirit of the previous
section: our simulator &

1. randomly selects M* « {0,1}"
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2. runs its own simulation of P to compute C¥ (M*)
3. sends M* to A

4. simulates the ideal cipher (P, P~!) towards A; the simulation may provoke the abortion of

S
5. receives M € {0,1}* from A
6. runs its own simulation of P to compute C” (M)
7. outputs 0

Our proof technique is to make the simulation of P abort the game upon detection of the event
that C¥ (M) = CP(M*). Consequently either S outputs 0 or the game aborts and

Suc®’(A,C) < Pr[S aborts] .

Theorem 5 (Second preimage resistance). There exists a simulator S as above such that
for any second preimage finder A playing as per the SP game limited to at most N calls to
(P, P71,

Pr[S aborts] < 2- N .2~ (attm—logh?)

and S runs in time at most O(N?).

5.6.3 Proof of Theorem 5

We prove Theorem 4 using game hopping, starting with the SP security game and ending with
a full simulator. We make use of the definitions introduced in Section 5.5 and will refer to it for
notation.

Intuition of the proof.

Let m7i,...,m} be the sequence of inserted message blocks arising from the hashing of M* «—
{0,1}". Again, the security game between the adversary A and the simulator & amounts to
detecting certain events which may or may not occur while the hash graph is evolving dynamically.
In a nutshell, the second preimage finder A has only two means to construct a second preimage
M e {0,1}*:

(i) apreimage finding approach: A attempts to connect a path and an antipath with respect to the
target output h = C¥(M*). This is independent from the input message blocks mj, ..., m};

(i) or by connecting paths or antipaths to nodes hanging from the challenge path i.e., the path
created by C”(M*). Doing such connections depends on the values of mj, ..., mj.

Of course, A may combine the two approaches into some integrated strategy; we will show that
whatever this strategy is, its success probability is upper bounded by the sum of two bounds, the
bound on (i) stemming from the proof of preimage resistance provided in the previous section,
and a bound on (i¢) which we explicit in this section. Again, we build a simulator that detects ()
and (i7) and aborts the game whenever a winning connection is likely to occur. For completeness,
the abortion events related to (i) are described and properly discussed in the sequence of games
that follows, even though they appear unchanged from Section 5.5.

The sequence of games.

We now proceed to construct the sequence of games leading to the security bound claimed in
Theorem 5.
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Game 0. This is the original SP game where A interacts with } and the ideal cipher P. Let Wy
denote the event that V outputs 1 in Game 0, and more generally W; the event that V outputs 1
in Game i. By definition of Game 0, we have

Pr[Wy] = Suc®F(A,0) .
Game 1. We replace V by a first simulator S which behaves as V and forwards calls to (P, P~1).

S also constructs the hash graph G as depicted on Fig. 5.25. The action of S does not modify the
view of D, meaning that Pr [W;] = Pr [Wy].

Initialization of S
No input, no output

1. randomly select M™* — {0,1}"
2. set X=Y=2=90

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or §)
Output: (a’, )
1. add node y to Y
2. call P to get (a’,b') = P(m,a,b,c)
3. add node z = (m,a’,b',c) to X and edge ySxto Z
4. return (a’,V') to O

Simulation of P~1!
Input: z = (m,a,b,c) € X from A
Output: (a’, ")
1. add node =z to X
2. call P! to get (a/,b') =P~ 1(m,a,b,c)
3. add node y = (m,d/,b',c) to Y and edge y Lrto Z
4. return (a/,b’) to A

Completion of S
Input: M € {0,1}* from A

1. compute CP(M,{y) by calling P accordingly
2. if CP(M,£y) = CP (M, L) then output 1 else output 0

Figure 5.25: Second preimage resistance: simulator § in Game 1.

Game 2. We now modify S to eliminate the ideal cipher P. Every time S needs to define P(y)
for some y € X or P~!(z) for x € X, S randomly selects the response. We depict the new simulator
on Fig. 5.26. In addition, S now computes h = C”(M*) prior to transmit M* to A so that the
hash graph contains the E-path p* = (mj,...,m}) connecting z( to some final state € X'[h]. This
does not modify the distributions since P is an ideal cipher. Hence Pr[W3] = Pr [W1].

Game 3. S now aborts when A succeeds in connecting a path to the challenge path p*. Let

* * * * * * *
m7,1 m3,2 * mk*.k F « mk*‘k % mk*’k %

x F * * F * F *
o ~ Y — Ty Yy M Y T Tpex ~ yk*+1—>xk*+1 ~ yk*+E_>J"/€*+E

be the challenge path in the hash graph G i.e., the sequence of internal states reached by the
operating mode when computing C¥ (M*). We define the following predicate.
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Initialization of S
No input, no output
1. randomly select M™* — {0,1}"
2. set X=Y=2Z=10
3. compute CP(M*) = h using the simulation of P below

Simulation of P

Input: y=(m,a,b,c) € X from O (either A or §)
Output: (a’, V)

1. add node y to Y

2. if there exists y >z = (m,a’,b’,c) € Z then return (a’,V’) to O
3. else

(a) randomly select a’ « {0,1}% and &' « {0,1}¢m

(b) add node z = (m,a’,b',c) to X and edge y > to Z

(¢) return (a’,b’) to O

Simulation of P!
Input: z = (m,a,b,c) € X from A
Output: (a’,b")
1. add node = to X
2. if there exists (m,ad/,b/,c) =1y L % € Z then return (a/,b") to A
3. else

(a) randomly select a’ « {0,1}%@ and &' « {0,1}m

(b) add node y = (m,a’,b',c) to Y and edge y >z to Z
(c) return (a’,b’) to A

Completion of S
Input: M € {0,1}* from A

1. compute CP(M,¢y) by calling P accordingly
2. if CP(M,4) = h then output 1 else output O

Figure 5.26: Second preimage resistance: simulator § in Game 2.
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Definition 14 (Predicate ConnectChallenge). Let G = (X,Y,Z) be the current graph and let
x € X. The Boolean predicate ConnectChallenge(z) evaluates to True if and only if for some
0e0,k*—2], z€ X% and x e Yiir-

We modify S to detect that ConnectChallenge(x) is realized for some response state x output
by the simulation of P, in which case S aborts. We refer to this abortion event as Abort;. S is
shown on Fig. 5.27.

Initialization of S
No input, no output
1. randomly select M™* — {0,1}"
2. set X=Y=2Z=10
3. compute CP(M*) = h using the simulation of P below

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or S)
Output: (a’, )
1. add node y to Y
2. if there exists y >z = (m,a’,b’,c) € Z then return (a’,V’) to O
3. else
(a) randomly select a’ « {0,1}%@ and V' « {0,1}¢m
(b) add node z = (m,a’,b',c) to X and edge yi T to Z
(c) if ConnectChallenge(x) (event Abort;) then abort
(d) return (a’,b’) to O

Simulation of P!
Input: z = (a,b,c) € X from A
Output: (a’, 1)
1. add node z to X
2. if there exists (m,a/,b/,c) =y € Z then return (a/,b') to A

3. else
(a) randomly select a’ « {0,1}%@ and &' « {0,1}m
(b) add node y = (m,a’,b',c) to Y and edge y >z to Z
(c) return (a’,v’) to A

Completion of S
Input: M € {0,1}* from A

1. compute CP(M,{y) by calling P accordingly
2. if CP(M, %) = h then output 1 else output 0

Figure 5.27: Second preimage resistance: simulator S in Game 3.

We state:
Claim 15. One has |Pr [Ws3] — Pr [Ws]| < Pr[Abort;] < N - (k* — 1) - 2~ (Fattm),

Proof. Let y = (m,a,b,c) € Y be a query to P and suppose y is the ¢-th query to (P,P~1) for
g € [1,N]. Considering the set D(m,c) of all possible response states x = (m,a’,b’,¢), let us
assume that y € Y for some ¢ € [0, k* — 2]. Noting y;,, = (m},,a},1,b;,. ¢, 1) and taking
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the probabilities over the random choice = « D(m, ¢), we get that

Pr [m = yzﬂ} = Pr[3me {0,1}" : Insert[m, ¢ + 1)(z) = y; 4]
o T
_ b . @ OU+1) = apy,
= Pr|dme{0,1} cBmBm = b,
Vo=
< 97 ta.97tm . § [c Bm=0b},8 mzﬂ] < 9= (latbm) |
Hence
*,04+1 *
Pr [Abort; (¢)] = Pr [ConnectChallenge(z)] < Z Pr [x A yz+1]
£e[0,k* —2],yeY 0:¢
< o€,k -2y e Yy .o fattm)
< (k* —1) .27 Gatbm)
Overall,
N
Pr [Abort;] < Z [Abort; (q)] < N - (k* — 1) - 2~ (attm)
which concludes the proof. O

Game 4. We now make S abort when A succeeds in connecting an antipath (with respect to h)
to the challenge path p*. We define the predicate ConnectChallenge to nodes y € Y as follows.

Definition 15. Let G = (X,Y,Z) be the current graph and let y € Y. ConnectChallenge(y)
evaluates to True if and only if for some € € [1,k* — 1], y € Yo 0 and xj_, Vs Y.

We modify S to detect that ConnectChallenge(y) is realized for some response state y output
by the simulation of P~!, in which case S aborts. We refer to this abortion event as Aborty. The
new simulator is depicted on Fig. 5.28.

We state:

Claim 16. One has |Pr[Wy] — Pr[Ws]| < Pr[Aborty] < N - (k* — 1) - 2~ (fattm),

Proof. Let x = (m,a,b,c) € Y be a query to P~! and suppose that z is the g-th query to (P, P~ 1)
for ¢ € [1, N]. Considering the set D(m,c) of all possible response states y = (m,a’, b, ¢), let us
assume that x € Xo, for some ¢ € [1,k* — 1]. Noting z;_; = (m;_y,a;_4,b;_;,¢;_;) and taking
the probabilities over the random choice = «— D(m, c¢), we get that

Pr [x[ R y} = Pr[3me {0,1}" : Insert[m, {)(z;_,) = y]
m = m
— L . a'z(,1 D (6) = d
= Pr|3mec{0,1}: G Bmi B =
bj, = ¢
< 9=t . 9=tm . § [C — bz_l] < 9—(latlm)
Hence
Pr [Aborta(q)] = Pr [ConnectChallenge(y)] < Z Pr [M RS y}
el k*—1],z€X0.
< Hee[Lk —1]:az € Xo}| -2 Wattm)
< (K —1).2 Cattm)
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Initialization of S
No input, no output
1. randomly select M* «— {0,1}"
2. set X=Y=2=0
3. compute CP(M*) = h using the simulation of P below

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or S)
Output: (a’,b")
1. add node y to Y
2. if there exists y 5 z = (m,a/,b,c) € Z then return (a’,b') to O
3. else
(a) randomly select a’ « {0,1}%@ and V' « {0,1}¢m
(b) add node = = (m,a’,b',c) to X and edge y > to Z
(c) if ConnectChallenge(xz) (event Abort;) then abort
(d) return (a’,b’) to O

Simulation of P!
Input: z = (a,b,c) € X from A
Output: (a’,b")
1. add node = to X
2. if there exists (m,ad/,b/,c) =1y L % € Z then return (a/,b") to A
3. else

(a) randomly select a’ « {0,1}%@ and &' « {0,1}m

(b) add node y = (m,a’,b',c) to Y and edge y >z to Z
(c) if ConnectChallenge(y) (event Abortz) then abort
(d) return (a’,b’) to A

Completion of S
Input: M € {0,1}* from A

1. compute CP(M,{y) by calling P accordingly
2. if CP(M,£m) = h then output 1 else output 0

Figure 5.28: Second preimage resistance: simulator & in Game 4.
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Finally,

2

Pr [Aborty] < Z [Aborty(q)] < N - (k* — 1) .9~ (attm)

as announced. O

Game 5. We now insert an early-abort condition as follows. S creates two collections of sets
{Y[B] | B € {0,1}*»} and {Y (7)) | v € {0,1}*} where all sets are initially empty at the
beginning of the game. Each time A sends a query x = (m,a,b,c) to P~1, S selects a response
state y = (m,a’,b',c) as in Game 2; however, S now adds y to sets Y[V Bm] and Y ({(b')). This
operation amounts to sort response states output by the simulation of P~! according to the two
mappings (m,a’,b’,c) — b Bm and (m,a’,b',c) — b'. When adding y to Y[)' BEm] and Y (V')),
S checks that these two sets have a limited number B of elements and aborts if this is no longer

the case. This is as depicted on Fig. 5.29. The bound B is an optimization parameter which is
later determined as in the proof of Theorem 4.

We state:
Claim 17. One has |Pr[Ws] — Pr [W4]| < Pr[Aborts] < (B+1) NB+19—tm:B

The proof is identical to the proof provided in the previous section.

Property 7. Unless S aborts, maxg |Y[3](q)] < B and max., |Y{v))(¢)| < B for any g € [1, N].

Game 6. We now make sure that A cannot create an E-path from z( to some z € X'[h] when
sending a query to P during the game. We reuse to the predicate Connect defined in Section 5.6.
We modify simulator & to detect a connection whenever a new output value x € X is assigned
to P(y) and abort when Connect(x, ) is true for some preexisting §. We refer to this event as
Abort,. The upgraded simulator is depicted on Fig. 5.30.

Claim 18. One has |Pr [Ws] — Pr[Ws]| < Pr[Aborty] <2-N - B -2~ (attm),
The proof is identical to the one provided in Section 5.5.

Property 8. Unless S aborts, the treatment of a request to P by S can by no means create a
connection between a path and an antipath.

Game 7. We now ascertain that A is unable to create an E-path from z( to some z € X[h] by
sending adaptively chosen queries to P~! during the game. We proceed in two steps and start
by inserting a new abort condition. S creates a collection of sets {X[\] | A € {0,1}%"} where all
sets are set to () at the beginning of the game. For each query y = (m,a,b,c) that A sends to P,
S assigns a response state ¢ = (m,a’,b',¢) as in Game 6; however, § now adds = to sets X[v'].
When adding x to X[V'], S checks that | X [b']| < B and aborts if this is not the case: this event
is referred to as Aborts.

Claim 19. One has |Pr[Wy] — Pr [Wg]| < Pr[Aborts] < NB+19=tm:

(B+1)
The proof has already been given in Section 5.5. We claim the following property.

Property 9. Unless S aborts, maxy | X[A](q)| < B for any q € [1, N].

Game 8 (final game). We modify simulator S to detect a connection whenever a new output
value y € X is assigned to P~!(z) and abort when Connect(Z,y) is true for some preexisting 7.
We refer to this event as Abortg. The upgraded simulator is depicted on Fig. 5.31.

Claim 20. One has |Pr[Wg] — Pr[W;]| < Pr[Aborts] < 2- N - B -2~ (fattm),
The proof is similar to the one of Section 5.5. We claim:

Property 10. Unless S aborts, requests to P~ treated by S can by no means create a connection
between a path and an antipath.
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Initialization of S
No input, no output
1. randomly select M* «— {0,1}"
2. set X=Y=2Z=9
3. compute CP(M*) = h using the simulation of P below

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or S)
Output: (a’, )
1. add node y to Y
2. if there exists y >z = (m,a’,b,c) € Z then return (a’,b’) to O
3. else
(a) randomly select a’ « {0,1}%e and b’ « {0,1}¢m
(b) add node = = (m,a’,b',c) to X and edge y > to Z
(c) if ConnectChallenge(xz) (event Abort;) then abort
(d) return (a’,b’) to O

Simulation of P!
Input: z = (a,b,c) € X from A
Output: (a’, ")
1. add node = to X
2. if there exists (m,a/,b',c) =y L 2 € Z then return (a’,b') to A
3. else

(a) randomly select a’ « {0,1}%e and b’ « {0,1}¢m

(b) add node y = (m,a’,b',c) to Y and edge y >z to Z

(c) if ConnectChallenge(y) (event Abortz) then abort

(d) add node y to Y[t Hm] and Y (b))

(e) if |Y[¥' BEm]| > B or [Y{¥')| > B (event Abort3) then abort
(£f) return (d/,d’) to A

Completion of S
Input: M € {0,1}* from A

1. compute CP(M,{y) by calling P accordingly
2. if CP(M,£m) = h then output 1 else output 0

Figure 5.29: Second preimage resistance: simulator S in Game 5.
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Initialization of S
No input, no output
1. randomly select M* «— {0,1}"
2. set X=Y=2Z=9
3. compute C¥(M*) = h using the simulation of P below

Simulation of P
Input: y=(m,a,b,c) € X from O (either A or S)
Output: (a’, )
1. add node y to Y
2. if there exists y >z = (m,a’,b,c) € Z then return (a’,b’) to O
3. else
(a) randomly select a’ « {0,1}%@ and &' « {0,1}m
(b) add node = = (m,a’,b',c) to X and edge y > to Z
(c) if ConnectChallenge(xz) (event Abort;) then abort
(d) if 3§ € Y such that Connect(z,§) (event Aborty) then abort

(e) return (a’,b’) to O

Simulation of P!
Input: z = (m,a,b,c) € X from A
Output: (a’, ")
1. add node = to X
2. if there exists (m,d/,b/,c) =y Z % € Z then return (a/,b") to A
3. else

(a) randomly select a’ « {0,1}%e and b’ « {0,1}¢m

(b) add node y = (m,a’,b',c) to Y and edge y >z to Z

(c) if ConnectChallenge(y) (event Abortz) then abort

(d) add node y to Y[t Hm] and Y ((b')

(e) if |Y[V'BEm]| > B or [Y({¥')| > B (event Abort3) then abort
(£) return (d/,b’) to A

Completion of S
Input: M € {0,1}* from A

1. compute CP(M,{y) by calling P accordingly
2. if CP(M,£y) = h then output 1 else output 0

Figure 5.30: Second preimage resistance: simulator S in Game 6.
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Initialization of S
No input, no output
1. randomly select M* «— {0,1}"
2. set X=Y=2=90
3. compute CP(M) = h using the simulation of P below

Simulation of P
Input: y=(a,b,c) € X from O (either A or §)
Output: v
1. add node y to Y
2. if there exists y 5 x = (m,a’,b’,c) € Z then return (a’,b') to O
3. else
(a) randomly select a’ « {0,1}%e and b’ « {0,1}¢m
(b) add node = = (m,a’,b',c) to X and edge y > to Z
(c) if ConnectChallenge(xz) (event Abort;) then abort
(d) if 3§ € Y such that Connect(z,§) (event Aborty) then abort
(e) add node z to X[V']
(£) if |X[b']] > B (event Aborts) then abort
(g) return (a’,b’) to O

Simulation of P!
Input: z = (a,b,c) € X from A
Output: v’
1. add node = to X
2. if there exists (m,a’,b,c) =y L 2 € Z then return (a/,b") to A
3. else
(a) randomly select a’ « {0,1}%@ and &’ « {0,1}m
(b) add node y = (m,a’,b',c) to Y and edge y >z to Z
(c) if ConnectChallenge(y) (event Abortz) then abort
(d) add node y to Y[t/ Hm] and Y ((b')
(e) if |Y[¥'BEm]| > B or [Y({¥b')| > B (event Abort3) then abort
(£) if 3% € X such that Connect(Z,y) (event Aborts) then abort
(g) return (d/,b’) to A

Completion of S
Input: M € {0,1}* from A

1. compute CP(M,{y) by calling P accordingly
2. output O

Figure 5.31: Second preimage resistance: final simulator S.

95



Conclusion. Summing up, we get the bound

Pr [S aborts] < ﬁNB“Q_ZM'B +4ANB -2~ (attm) L 9. N . (k*—1)- 9~ (lattm)

The first two terms are optimized as in Section 5.5. Noting that once optimized they remain

smaller than
2.N . 2—(€a+€m) ,

we finally get the bound claimed in Theorem 5.
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Chapter 6

Weakened Versions of Shabal
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6.1 With Smaller Words . . . . . .. v i i i i i i i i v v v v, 97
6.2 With Linear Message Introduction . . . . .. ... ... ........ 98
6.3 WithU(z)=zand V(x) =T . .« v v v v v i vt i i it ii e e e 99
6.4 Withi(z)=(r<1)@zrzand V(z)=(2<K2)BT ..o, 99
6.5 Without the Last Update Loopon A. . . . ... ... ......... 100
6.6 Other Non-described Variants . . . . . ... ... ... 0000, 100

In order to simplify the analysis of our hash function, we propose several weakened versions
of Shabal, with names of the Weakinson-XXX form. The weaknesses that might be found on
these variants may or may not teach us some things about the full hash function, depending
on the techniques used in the attacks. Most of the variants we propose consist in removing the
nonlinearity sources depicted in Section 4.8.

Even if we have tried to simplify the cryptanalyst’s work, we may have not taken into account
some simplifications that would be interesting to study. In case, we encourage the interested reader
to consider other variants of Shabal, as far as they do follow the fundamental basis of its design.

6.1 With Smaller Words

First proposed four variants simply consider that words are no more 32-bit words, but respectively
1-, 4-, 8- and 16-bit words. We therefore name these variants as Weakinson-1bit, Weakinson-4bit,
Weakinson-8bit and Weakinson-16bit. Amongst these reduced versions, the 1-bit variant is much
weaker, as many of the Shabal operations would be meaningless in this context (e.g., the bit
rotations, U(x) = 3 x ¥ mod 232, V(x) = 5 x x mod 232, additions).

Definitions of the variants Weakinson-1bit, Weakinson-4bit, Weakinson-8bit and Weakinson-16bit
strictly follows the standard definition (see Section 2.3), except that operations that were mod-
ulo 232 are replaced by operations that are modulo 2!, 2%, 2% or 2!¢ (x <« y is replaced by
z & (y mod (1,4,8,16)) respectively). For the counter and the prefix blocks (M_1, Mp), we
simply consider them constructed on words of 1 (respectively 4,8,16) bits. Thus, for example, in
Weakinson-1bit, the counter “loops” each 4 message blocks, while (M_1, Mj) is made of alternating
bits 0 and 1.

The padding rule is unchanged but also applies on small words. In the case of a message whose
bitlength is a multiple of the block length (which is the case in the following examples) the padding
thus consists of a full extra block. The first word of this block has value 0x0080 (resp. 0x80, 0x8,
1) for Weakinson-16bit (resp. Weakinson-8bit, Weakinson-4bit, Weakinson-1bit), and this first word
is followed by 15 other words whose value is 0.

Finally, to behave as a restriction of full Shabal over smaller words, the hash value corresponds
to the last ¢;,/32 words of the state buffer C. As a consequence, for all small word variants
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(Weakinson-1bit,. . . ,Weakinson-16bit), the exact output length is not equal to the expected one
(e.g., 64 bits instead of 256 for Weakinson-8bit).

Pattern for Weakinson-1bit(0;'%) is as follows, with I;, = 256:

Aol 1 ..., O ....... 1 ... 1 ... 1 ..., 1 ... O ....... 0
....... 1 .......0 .......0 ...l

B: ....... 1 ..., O ....... O ..., 1 ... 1 ..., 1 ... O ..., 0
....... s O P |

C: ... ... 1 ..., O ...t O ... 1 ... 1 ..., 1 ..., (O 1
....... oO.......0 .......0 ..., ..l 0 ol el L0

H: ....... 0O ....... O ....... O ....... 1 ... 0O ....... 0O ....... 1 ... 0

A ool C....... E ....... 1 ..., 6 ....... 1 ..., F....... 5 . ... 5
....... 8 .......E .......8 .......4

B: ....... B ....... E ....... 9 ....... B ....... 4 ....... 8 ....... D ....... 8
....... 4 .......0 ... B Ll B el 9 Ll T s L8

C: ... 6 ....... F....... 4 ... F ..o, E ....... 5 ....... C ....... E
....... 6 .......3 .......F .......F.......9 .......C.......0 .......D

H: ....... 6 ....... 3 ... F....... F.o.o.o.o... 9 ... C ....... 0 ....... D

Aol Fl1 ...... EB ...... El1 ...... 3A ...... C6 ...... 58 ...... o1 ...... 87
...... D5 ......10 ......8D ......52

B: ...... DE ...... 54 ...... 51 ...... TE ...... FF ...... 95 ...... 2E ...... 56
...... 2E ......12 ......6E ......BE ......C5 ......B9 ......256 ......26

C: ... c8 ...... 92 ...... E2 ...... 5C ...... 99 ...... ED ...... A5 ...... FF
...... 31 ......56D ......24¢ ......EO ......DC ......3F ......69 ......D9

H: ...... 31 ...... 5D ...... 24 ...... EO ...... DC ...... 3F ...... 69 ...... D9

Pattern for Weakinson-16bit(016'¢) is the following, with I;, = 256:

A: ....076C ....40DC ....8788 ....AD4C ....F1EF ....69BF ....870A ....40ED
..3315 ....0EA5 ....7114 ....F084

B : ....A681 ....A393 ....9AFA ....CACF ....29E5 ....94AF ....40F7 ....51F0
..C032 ....6A05 ....598D ....60DF ....AC4C ....D942 ....432E ....39CC

C: ....87A9 ....30DO ....AA7D ....18FC ....794D ....1071 ....2783 ....EA43
..8CCB ....BFFB ....556AF ....D177 ....1671 ....944F ....7EA4 ....0B5D

H: ....8CCB ....BFFB ....55AF ....D177 ....1671 ....944F ....7EA4 ....0B5D

6.2 With Linear Message Introduction

Second proposed variant is a version of Shabal for which some nonlinearity sources have been
removed. In order to simplify cryptanalysis and notably search for differential paths, we propose
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to replace the additions/subtractions of message blocks in (B,C) by XORs. More precisely,
Weakinson-& follows the definition given in Section 2.3, except that the add step is replaced by

B« Ba® M,

and the sub step is replaced by
C—C GB<A4Q7

where @ is computed word per word on buffers B, C' and M;.

Pattern for Weakinson-@(032'9) is as follows, with I;, = 256:

A : 5A922744 6C5FACDE 36712DDA 243281AD 2A4745B6 B0484606 41E736FE 3804B831
EC790220 ADC41C4A 6E14A40C FD73D2FB

B : 66AD540B 5ADCEODF 19BA13EA F639BB26 CC62A3F2 195E37E4 49218138 6DF780E4
EAB93EOE A92796AC E0173209 587AB49C 258A4ED4 EAE17311 3BE23745 B0210272

C : 492A6656 T2639EE5 OOEB60D9 AS59DFO1E FE2EE212 8189980B E14CFFS5E 990045F8
A9B3E792 3FOAGE76 71651EF3 62BA3EDD 4BF8C75D 6E387998 AA95829C ABO8COC6

H : A9B3E792 3FO0A6E76 71651EF3 62BA3EDD 4BF8C75D 6E387998 AA95829C AB0O8COC6

6.3 With U(z) =z and V(z) ==z

In order to simplify the update of the A buffer, we propose a variant called Weakinson-SimpleUV,
where the i and V functions are replaced by identity. We expect this variant to propose a simpler
framework for cryptanalysis, without totally removing the A memory effect.

Pattern for Weakinson-SimpleUV (035%) is as follows, with I, = 256:

A : 97B5AC21 O7FABC4E 124079E3 5EE4374B 308FF84D 36F1F76B E256DF9C D5191AB2
37799815 A0244AB4 8091CABD E683AB20

B : 7B13E5F6 2BCO7FC4 6D134194 BF615661 1AD65E53 CA80EC67 SEFDO63E 8D3C4E19
F6A58A22 TE7OFF7F 15F72B44 35198E6E 4F409255 4955C79C 8ASE526A DO9F129E

C : E45B7968 415606C5 623DEAB2 CAA7C4C3 AD8156FC 312D55EE 463275AE DO11A532
8051063F 47936F2C C5B7D1BO AE9222A8 1224C272 3B6BB168 30A959E0 7CE5CCA4

H : 8051063F 47936F2C C5B7D1BO AE9222A8 1224C272 3B6BB168 30A959E0 7CE5CCA4

6.4 Withid(z)=(r<]1l)@rand V(z)=(z<2) Dz

Another version that we propose is a variant called Weakinson-LinearUV, where the U and V
functions are replaced by their linearized counterparts, that is U(z) = (z < 1) ® x and V(z) =
(r < 2) @z (remember for example that normally, U is defined by U(z) = (z < 1) + x mod 232).

Pattern for Weakinson-LinearUV (032'9) is as follows, with I, = 256:

A : 7D2C8738 FO5B4D6D 285269AD C84D795F 12B047FD 10E216D7 8841EBFA 36264ABE
4611AD57 7738084E F781D82E 8E6D4ECD

B : 536E59C1 D2A8024C E90C42A2 E94F7F95 CETE2AOA BEFC757B F362487B 96524FFD
DOC5C174 758695F7 EO9DEA919 5161C9C1 260A0E37 3E2792B6 6B34F09A 4026F817

C : EB688602 0320F5D9 44CB8021 4AE599E9 76ABD9F6 13F6D196 DA89469C 1726D214
DD4E3CD9 FE604991 6B3143F8 A736F8E3 F5CBD4C9 ECC16C73 3E01E463 DE1C29BA

H : DD4E3CD9 FE604991 6B3143F8 A736F8E3 F5CBD4C9 ECC16C73 3E01E463 DE1C29BA
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6.5 Without the Last Update Loop on A

One can also consider to remove the last loop on updating of A in the permutation. More precisely,
we would remove the 36 updates of form A[j mod r] < A[j mod r] + C[j + 3 mod 16]. As shown
in the analysis of Section 11.6, this results in a much weaker permutation.

Pattern for Weakinson-NoFinalUpdateA(032'%) is as follows, with I;, = 256:

A : E9C8136E 53AF87C2 2AC08B96 35924295 2C1E7EOA A08A0106 A1A16363 E70CC268
B6D84B88 2EA7TE106 69890460 EBDB103E

B : 60C088C4 FD32344D 55F6AFC7 8159C310 0A838854 76385AFD 4AB18F25 51D586B2
C370B22D 75B471C2 5B8381FA 9D1C54E0 DAF7088D A1E92D63 7DF687DD FA7A8419

C : B2F4BD83 27099457 E2EEFE89 08154CEC 8CEDEA10 C8D599A5 320C880B AC21D064
EFCD7C6A 81F426FB 11576938 347955BF C45598B6 728E0694 D4D34ABD DOD1880E

H : EFCD7C6A 81F426FB 11576938 347955BF C45598B6 728E0694 D4D34ABD D9D1880E

6.6 Other Non-described Variants

In fact, the number of variants one may consider is almost infinite. The closer they are to the real
Shabal, the more interesting the cryptanalysis is. Here, we enumerate some possible modifications,
without explicitly giving some test patterns for them.

One may notably:

1. remove the counter w;
2. reduce r (which reduces the security margin of the construction);
3. increase r, whose effect remains unsure when it becomes large (as the diffusion is decreased);

4. reduce p (normally, the security is better if p is larger, but for some differential attacks,
increasing p might be a way to decrease some probabilities, as it was the case with 82-round
SHA, see [9]); we note that Weakinson-NoFinalUpdateA with p = 1 and p = 2 has been studied
in Section 11.6.

Changing the offsets or the rotate values is more tricky, and so is not considered as an educative
variant.

Of course, any non-trivial combination of the previously depicted variants is possible, and
may be the subject of study by the community. Thus, the names of the variants follow our
denomination strategy, with for example Weakinson-@-16bit-SimpleUV. These combinations allow
very weak versions of Shabal. Clearly, the goal is to attack variants that are as close as possible
to full Shabal.
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Shabal was meant to be efficient when implemented on common 32-bit and 64-bit general pur-
pose hardware (without needlessly sacrificing performance on smaller systems or implementations
with dedicated hardware). Nevertheless, efficient implementation on a given platform requires a
proper mapping of the Shabal algorithm structure to the features of that platform. We here list
some points which are worth taking into account when implementing Shabal.

7.1 Desktop and Server Systems

Desktop and server systems are generic polyvalent computers, using one or a few central processors
with a handful of 32-bit or 64-bit registers, and clocked at frequencies measured in gigahertz. That
market is dominated by processors compatible with the so-called “x86” instruction set, initially
created by Intel. The two now common variants for this instruction set consist of, respectively,
about seven 32-bit user registers, or fifteen 64-bit registers. However, other architectures are still
widely deployed as well, for instance SPARC and Power systems.

7.1.1 Cache Issues

On big systems, cache issues tend to dominate computation time, because the main memory is
quite slower than the CPU. This is an increasing trend, since RAM speed benefits little from
increased transistor density, contrary to CPU cores.

Briefly stated, a hash function implementation provides maximum performance only when it
fits within a fraction of the CPU level 1 caches. In a complete application, hashing is just a
part of the overall data processing; thus, the hash function implementation shall use only a small
part of the L1 caches, because other procedures down the data path use some cache as well, and
are typically interleaved with the hash function implementation. Desktop and server processors
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usually feature about 32 or 64 kilobytes of L1 cache for data, and about the same amount for
code.

Shabal implies a very low pressure on the data cache. The state of Shabal fits in less than
300 bytes. Elementary operations are word-based primitives implemented natively by most CPU;
none of them is likely to benefit from table-based code. This economy of L1 cache is one of the
strong points of Shabal, performance-wise.

The code L1 cache, however, may become an issue if not taken into account during implemen-
tation. A common optimization technique is loop unrolling: when a sequence of instructions is to
be executed several times in a row, then it may be worthwhile to duplicate that sequence. Loop
unrolling saves some or all of the cost of the loop management itself, at the expense of a greater L1
cache consumption. In Shabal, an obvious candidate for loop unrolling is the permutation, which
repeats the same sequence p times. When fully unrolled, this sequence fits in roughly 7 kilobytes
of code with p = 3 (this depends on the target architecture and the compiler). This should be
small enough to fit in the L1 cache along with the rest of the application code which lies in the
critical path. Conversely, unrolling two successive rounds of Shabal (which would transform the
“swap” operation of B and C into a mere compilation-time data routing problem) appears not to
be worthwhile, because it would double L1 cache consumption.

Note that this effect of cache consumption is often overlooked in benchmarks, which run the
measured function “alone”.

7.1.2 Precomputations

A number of computations do not depend on the actual data. For instance, in the permutation,
the indices of the accessed state element are always the same. The value of i + 165 mod r depends
on ¢ and 7, but not on the input data. This value may thus be computed in advance, at compilation
time. Precomputing these indices is natural and immediate when loop unrolling is applied: by
unrolling the loops on 7 and j, all indices become, at the syntax level, constant expressions which
the compiler computes directly.

Some programming language implementations may perform such unrolling automatically; how-
ever, this is an optimization feature which can rarely be finely tuned by the programmer. As we
saw above, some loops are worth unrolling, but not all, and which unrolling level should be applied
depends on the overall application structure and usage, of which the compiler knows little or none.
Therefore, it is often necessary to apply unrolling “manually”, i.e., by duplicating the sequence
by hand, directly in source code. Metalanguages (e.g., the C preprocessor, when targeting the
C programming language) can be used, to some extent, to perform this unrolling operation at
compilation time.

Another possible and quite different precomputation is related to the Shabal prefix. The
input data is prefixed by 32 words (two full blocks), which value depend on the intended output
length, but is independent of the message data. Instead of prefixing the input message, the
Shabal implementation may directly initialize its internal state to the values it should contain
after processing the prefix blocks. Such a precomputed internal state uses about 176 bytes per
intended output length. Depending on the implementation technique, these 176 bytes may be
counted against the data or the code cache; either way, the cost is small, and substantially increases
throughput when Shabal is primarily used on very small messages.

7.1.3 Machine Code Generation

The CPU executes machine code. On desktop and server processors, programmers very rarely
input machine code (or assembly, which is a direct translation of machine code). Optimization
rules for laying out machine code instructions (in particular choosing in which CPU registers data
should be stored) are complex, arcane, and more suited to automatic machine code generation.
Indeed, modern CPU have been designed so that compilers (in particular C compilers) may perform
a good job at machine code generation. Using a programming language such as C also increases
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portability, since optimization rules and actual instructions change between processor brands and
generations.

Optimization of a Shabal implementation is thus mostly a matter of giving the compiler as
much information as possible on what operations shall occur. Precomputation of indices for state
access is an important step in that process. When most loops are unrolled (namely, the i and
j loops in the permutation, and the i loop in the message input), then spatial layout of state
elements becomes irrelevant: each of the state words (A, B, C and W) and of the current message
block words (M) are accessed independently, and which word is accessed is known at compile
time. It turns out that it helps the compiler to explicitly state that fact, by first “copying” the
full state to so many local variables with no “array” semantics. The machine code generation
system knows how to optimize away unneeded copies (when the architecture supports machine
opcodes with memory operands); and by making explicit copies to local variables, the programmer
informs the compiler that the array semantics (ordered sequence of slots) need not be maintained.
Furthermore, local variables which addresses are never taken are known never to be accessed
through indirections, which again helps the compiler.

The core permutation in Shabal uses three rotations of 32-bit words, by 1, 15 and 17 bits re-
spectively. Some architectures feature explicit instructions for rotations (e.g., the rol opcode on
x86 processors); for other systems, logical shifts and Boolean combinations must be used. Regard-
less of the architecture features, usual programming language (e.g., C) lack standard operators
for expressing such a rotation. Some compilers provide ad hoc extensions. However, it turns
out that most modern compilers recognize the “rotation construction” (two shifts and a Boolean
bitwise OR) and know how to use the specific rotation instructions of the processor, if available
and worthwhile.

The permutation includes multiplications by 3 and 5 (modulo 232). Multiplication by 3 can be
implemented with two additions, or a logical shift and an addition. Multiplication by 5 is a matter
of three additions, or one shift and one addition. On some platforms, multiplications by 3 or 5 can
be performed with a single efficient opcode primarily designed for memory array access. Since the
optimal representation of such a multiplication varies between architectures, it is recommended
to express the operation as a raw multiplication, so that the compiler may choose the best code
sequence for this operation.

7.1.4 Parallelism

Although Shabal is inherently a sequential algorithm, it has some limited support for local paral-
lelism. Namely:

e The decoding of a message block into 16 words may be performed in parallel, limited mostly
by the input memory bus width and speed.

e The addition (to B) and subtraction (from C') of message words can be performed in parallel.

e The rotation by seventeen bits of all words of B, at the beginning of the permutation, can
be performed parallely.

e The additions of words of C to A at the end of the permutation modify the various A words
independently from each other.

e The swap of B and C' is also a routing problem which can be performed in parallel.

The easiest way to exploit this parallelism is to let the compiler perform its job. Loop unrolling
and the use of local variables help the compiler detect which code chunks may be computed
independently of each other, and thus be scheduled to operate simultaneously on distinct parts of
the processor.

Modern processors have special units meant for SIMD computations. An example is the SSE2
unit which is found on recent x86-compatible processors. Preliminary implementation experiments
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have not shown those units to be worthwhile for Shabal implementation, mostly because transfer-
ring the data to and from the SIMD unit proved to be too expensive, with regards to the gains
obtained by parallel execution.

7.2 Embedded and Small Systems

Recent embedded and small systems tend to align on the use of 32-bit processors, mostly MiPS and
ARM cores. Even smart cards gradually abandon 8-bit and 16-bit cores. Shabal uses only 32-bit
words and simple operations (bitwise Boolean operations, and additions modulo 232). Shabal does
not use complex operations such as multiplications; modular multiplication is efficient on desktop
and server systems, but many embedded systems lack efficient hardware support for multiplication
(as was explained above, the multiplications by 3 and 5, which are part of the core permutation,
are usually translated to additions or other simpler operations).

The w counter, stored in the W buffer, is nominally defined as a 64-bit value; however, that
counter is initialized at 0 and is incremented for each data block. Thus, the 32 higher bits of
W remain equal to zero as long as the total input data size is less than 232 512-bit blocks, i.e.,
about 275 gigabytes'. This amount of data far exceeds what a typical embedded system may ever
process; this allows for a 32-bit only handling of W. Even if a full 64-bit W must be maintained,
then it is easy to manually handle the carry: if the increment of the lower 32-bit of W yields the
value 0, then a carry should be propagated to the higher bits. Note that besides being incremented
for each input block, the main use of W is to be split into two 32-bit words, combined with two
state words at each round. Thus, even if the host platform supports 64-bit values natively, it may
be a good idea to keep W as two separate 32-bit words.

If Shabal must be implemented on a very small, 8-bit or 16-bit CPU, then carry propagation
must be applied to all 32-bit additions. On such an architecture, 32-bit words are split into several
chunks of length 8 or 16 bits; thus, a rotation by 16 bits, being a swap of the high and low halves,
is a mere problem of data routing which can be solved with little to no runtime cost. Assuming
the 16-bit rotation to be essentially free, we can see that all word rotations used in Shabal can
be simplified to left or right rotations by 1 bit, which are often more efficient on small CPU than
generic n-bit shifts or rotations.

The initial state for Shabal is defined from the processing of the prefix, which depends only
on the intended output size. Performance-wise, this step is usually replaced by a precomputed
IV, which is the internal Shabal state after processing of the prefix blocks. However, on platforms
where code space is a very scarce resource, that IV could be replaced by explicit processing of the
prefix, which may use a few less code bytes, at the expense of some extra clock cycles for each
hashed message. Another trade-off between code size and computing speed is the amount of loop
unrolling which is applied when implementing the permutation.

7.3 ASIC and FPGA

Dedicated hardware can be used to implement Shabal. The most complex operations will be
modular additions, which require carry propagation. Most support packages already feature ready-
to-use optimized adders; carry propagation over n bits can be performed with a circuit of depth
log n. Bitwise Boolean operations are easy; rotations are mere data routing with no or very little
runtime cost. Cost on FPGA and ASIC is measured in propagation delays (which depend on the
circuit depth) and space (number of logic gates needed for the overall circuit).

The opportunities for local parallelism described in Section 7.1.4 can be exploited on dedicated
hardware, at the expense of additional gates; however, the cost is dominated by the main double-
loop in the permutation. In that core permutation, we see that the computation of each new value
for a word A[i 4+ 165 mod r] depends on the value which was computed immediately before for

1In the formal description, the counter initial value is -1, but we are assuming prefix preprocessing, hence the
actual initial value for W is 1.
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Ali — 1 + 165 mod r]. This effectively prohibits parallelism. This suggests a design which has a
single unit performing the update of a word of A, invoked 48 times per input data block. It is
easily seen that the accessed elements of A, B, C and M are regular enough to allow for a simple
shift-register based indexing: these state variables are stored in big registers (12 x 32 bits for A,
16 x 32 bits for B, C' and M) which are rotated by 1 word (32 bits) at each iteration. Updates
on Bli] can be performed in parallel of the next iteration, since the new value of B[i] will not be
used immediately (neither of 01, 0g or o3 is equal to 15).

The core iteration, which is invoked 48 times, contains the multiplications by 3 and 5, which are
cascaded and thus amount to 4 serially linked additions. Addition and subtraction of input words
may use up to 32 additions per block; even when routed through a single unit, this amounts to less
than 15% of the computation time. Thus, using several adders to perform parallel computations
does not seem to provide much benefits. The additions of C words to A words amount to 36
additional additions, which can be performed mostly concurrently with the subtraction of message
blocks from C' and the beginning of the processing of the next block; yet again, a shift register for
C and an adder unit will be used for this operation.

This means that Shabal can be implemented in dedicated hardware with only seven 32-bit
adder units.? The rest of the design mostly consists of data routing and bitwise computations
which should contribute little to the overall cost, with regards to the additions.

We thus claim that Shabal is quite space efficient when implemented in dedicated hardware.

2Sharing the same adder for addition of message words to B, and subtraction from C, seems overly complex,
hence the two extra adders.
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In the sequel, we present a statement of Shabal’s estimated computational efficiency and mem-
ory requirement in hardware and software across a variety of platforms. On the software side, the
presentation includes measurement of the efficiency on both high-end (PCs) and low-end (router)
software platforms as well as 8-bit processors. On the hardware side, we give a rough gate count
estimate for ASIC or FPGA. The software measurements give an estimate of Shabal efficiency on
the reference platform. They can also be compared to other hash function performance that are
detailed in Section 12.3.4.

In Chapter 12, one can found a comparison (on several aspects) of Shabal with several other
hash functions. In Appendix A, the interested reader can also find some simple implementations
on various environments, including recent smart cards.

8.1 High-End Software Platforms

A high-end software platform is, basically, a modern desktop or server PC. That market is dom-
inated by x86-compatible processors. We tested the optimized implementation of Shabal on five
such architectures:

e a quadri-core Intel Xeon X3220 CPU clocked at 2.4 GHz, in 64-bit mode (“AMD64” archi-
tecture);

the same quadri-core Intel Xeon, this time used in 32-bit mode (“i386” architecture);

an AMD Athlon64 3200+ CPU clocked at 2 GHz, in 64-bit mode;

the same AMD Athlon64, in 32-bit mode;

a VIA C7 CPU clocked at 2 GHz (32-bit mode only).
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All systems run Linux, and the GNU compiler GCC is used (version 4.2.3) with optimization
flags -02 -fomit-frame-pointer.

The Xeon CPU should provide performance very similar to what is expected from the reference
platform: compared to the Intel Core2 Duo, the Xeon has more cores and more cache, but this
should not impact our measures since we use a single core, and the complete test data and code
fits in the L1 cache of all tested processors.

The AMD processor is representative of the products of Intel’s direct competitor AMD. Al-
though that CPU is relatively old (that specific hardware was manufactured in 2005), newer AMD
cores exhibit similar timings per clock cycle.

The C7 CPU is an x86-compatible CPU designed for low power consumption. It does not
implement the 64-bit instruction set, and delivers less computing power per clock cycle, for a
much reduced energy cost.

Code size is the following:

e In 64-bit mode, compiled code size is 21456 bytes. This includes precomputed IV for four
output sizes (224, 256, 384 and 512 bits); each IV uses 176 bytes. The main update function
uses 7360 bytes of code, while the finalizing function (which handles padding and the extra
invocations of the permutation) uses 12960 bytes of code.

e In 32-bit mode, compiled code size is 24048 bytes. The main update function size is 8080
bytes, while the finalizing function totalizes 14768 bytes.

The code uses no precomputed table besides the IV, which is 176-byte long. The hash state
size, including the buffer for the current partial block and other “administrative” variables, is
less than 300 bytes. Even counting the copy of the state that the code may perform during its
computation (since the optimized code formally specifies the use of local variables for the state
words), the data L1 cache consumption remains very low.

We measured hashing bandwidth, assuming that both code and data are already in the in-
nermost CPU caches. The input data is assumed to be split into individual messages which are
hashed independently, each with its padding and finalization. Thus, the short messages emphasize
padding cost, while long messages measure asymptotic speed of the core update mechanism. In
the Table 8.1, we list the bandwidth achieved on our five test platforms, for messages of individual
sizes 16, 64, 256, 1024 and 8192 bytes; we also give a measure for a unique message which length
exceeds a hundred megabytes. Figures are in megabytes per second. Accuracy is roughly 2%.

Bandwidth per unit message size (MB/s)
Platform 16 64 256 1024 8192 long
Xeon, 64-bit 12.86 39.71 98.69 156.52 189.04 194.52
Xeon, 32-bit 10.02 31.36 76.92 119.84 144.32 147.90
Athlon64, 64-bit 9.17 28.44 70.83 112.79 137.31 140.91
Athlon64, 32-bit 6.88 21.44 52.84 83.62 100.16 103.64
Ccr 4.25 13.48 33.55 54.12 65.79 67.79

Table 8.1: Shabal performance on high-end software platforms

From these figures, we may estimate processing efficiency of Shabal on the reference platform
(64-bit mode) at about 1.54 clock cycle per input bit (790 cycles per 512-bit block), with a fixed
additional cost of about 2200 clock cycles per message (for the finalizing function). Each message
consists of at least one block (when padding is applied), thus the minimal cost for a message is
close to 3000 clock cycles (this figure is stable for all message sizes from 0 to 511 bits).

8.2 Low-End Software Platforms

We chose a “typical” low-end software platform: a broadband/WiFi router from Linksys, using
a Broadcom BCM3302 CPU clocked at 200 MHz. This is a MiPS-compatible core integrated
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with network hardware. This platform should be viewed as representative of common low-cost
network-intensive hardware. Our test machine runs a reduced version of Linux. The C compiler
is again GCC, version 4.2.4.

Code size is now 21036 bytes (7852 bytes for the update function, 12768 bytes for the finalizing
function), which is quite comparable to what was obtained on x86 processors. We list achieved
bandwidth in the Table 8.2.

Bandwidth per unit message size (MB/s)
Platform 16 64 256 1024 8192 long
Broadcom MiP§S 0.33 0.51 1.64 3.70 5.63 6.24

Table 8.2: Shabal performance on low-end software platforms

8.3 Smartcard Platforms

For test purposes, we have developed prototypes on several smartcard architectures, from low-cost
8-bit CPUs to 32-bit high-end architectures. In our RAM consumption, the message buffer is not
counted since it is a part of the user memory. Our estimates state for 2048-bit messages (i.e., 4
blocks), which is not the typical case where Shabal reaches its best performance. As for code size,
we do not take into account IV tables, since we preferred to implement the prefix approach (i.e.,
the Shabal mode where the IV is not stored but reconstructed during the execution), which is one of
the advantages of Shabal on constrained environments. Due to lack of time, our implementations
are not fully optimized at the moment of the submission of this document. Furthermore, for
intellectual property reasons, we are not allowed to provide the source codes in assembly in this
document.

From our experiment, it appears that the function is relatively easy to implement. On Im-
plementation 1, on a recent 8-bit smartcard with arithmetic coprocessor, we have obtained a full
code of about 1.2 kilobytes, using around a 256-byte array in CPU-RAM and the coprocessor
RAM. The hashing costs around 215 000 cycles, which could be reduced to 160 000 cycles, using
IV approach. As a comparison, a fairly optimized SHA-1 costs about 120 000 cycles.

On Implementation 2, on a classical 32-bit processor, our implementation uses 300 bytes in
RAM, and the code takes 2kB of ROM. The 2048-bit message hashing takes about 60 000 cycles,
which is nearly 2.5 slower than an optimized version of SHA-1 under the same platform. Using IV
approach, execution timing would be reduced to 50 000 cycles.

Finally, on Implementation 3, on a recent 8-bit 8051 smartcard, our code stands on 1.2 kB,
consumes 192 bytes of RAM, and hashing takes about 750 000 cycles. This is about 3 times
more than the 250 000 cycles needed for the optimized version of SHA-1 on the same smartcard
architecture.

Once again, these implementations are only early prototypes, and so conclusions are hard to
make at this point, when comparing with implementations that have been extensively optimized.
We intend to deliver more precise implementations during the NIST SHA-3 competition, to offer
more accurate sources of comparison. We note however that (not surprisingly) Shabal is much
more efficient on 32-bit platforms than on 8-bit platforms.

8.4 Dedicated Hardware

As was pointed out in Section 7.3, an implementation of Shabal on a dedicated ASIC or FPGA
spends most of its time in the core loop, which is run 48 times per input block. The core loop
contains mostly four 32-bit adders which are serially cascaded (the result of each is used in the
next adder). The circuit depth for an optimized 32-bit adder should be roughly equal to 7 or
8 gates. Assuming a design where three gates can be traversed per clock cycle, and taking into
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account the extra operations (mostly one bitwise exclusive OR in the critical path, and the costs
for the additions and subtractions of message blocks), we may estimate a latency of 700 clock
cycles per 512-bit input block (we count 3 clock cycles per adder in the inner iteration, plus
32 adder invocations for message word addition and subtraction). This yields an asymptotic
efficiency of roughly 1.4 clock cycles per input bit, which is rather close to what is achieved with
a generic-purpose CPU.

An hardware implementation uses seven 32-bit adder units. Such a unit uses about 800 gates,
hence 5600 gates for the adders alone. We need shift registers to hold state variables and the
current block, which together account for 1984 data bits; at least 6000 gates are needed for that.
Some extra gates are needed for the exclusive OR operations, the w counter update, and the
general data routing and handling. A very rough estimate of the gate count for our circuit will be
around 20000 gates.
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Chapter 9

Known Answer Tests and Monte
Carlo Tests

The Known Answer Tests (KAT) and Monte Carlo Tests (MCT) have been generated according
to the format specified by the NIST, using the generation code provided by the NIST.

The results are provided in the enclosed files, i.e., ShortMsgKAT_{}, . txt, LongMsgKAT_/}, . txt,
ExtremelyLongMsgKAT_/;, .txt and MonteCarlo_/}, . txt, with ¢; being equal to the standard out-
put lengths for the submission process (224, 256, 384 and 512). It has been verified that the exact
same files are produced by both the reference and the optimized implementations, on various
32-bit and 64-bit platforms and compilers.
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In this chapter, we list our security claims, concerning collision resistance, one-wayness and
second-preimage resistance of Shabal. In all following statements, the supported message length
is supposed to be at most 264 blocks, i.e., 27 bits. Note that, as currently described, Shabal can
accommodate longer messages (in fact, messages of arbitrary length), however we do not claim
anything regarding the security for messages longer than this bound.

10.1 Collision Resistance

In order to quantify the collision resistance of Shabal, we define a family of Shabal variants, in
which the initial values of both the internal state and the counter can be arbitrarily fixed and are

viewed as parameters.
Let M, (M, ..., M},) be a k-uple of message blocks. We define Shabal*(M, Sy, Wy) as the words
C; for 16 — €5, /32 < i < 15 of state Sk3, which is defined by the following relations:

Vi € {17 . k}, (Si, Wz) = R(Mi,Si,l,Wi,l) (101)
Vi € {k? +1,k+2,k+ 3}, (Sl, Wl) = f(Mk, Sl’fl, Wifl) (102)

Informally, Shabal* (M, S, W) is a version of Shabal(M) with the IV set to Sy, and the initial
value of the counter set to W,. The collision resistance of Shabal is defined as the resistance to
the following type of adversaries:

1. The challenger draws random message blocks M_, M, and sends them to the adversary;

2. The adversary outputs M, M’ and wins the game if M’ # M and Shabal™ (M _4||My||M, 0, —1)
= Shabal*(M_1||My||M',0, —1).
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As collisions exist for all hash functions, we randomize the security game by randomizing the
prefix used for Shabal.

The existence of deterministic adversaries that can output collisions for a given hash function
with probability 1 can also be dealt with by taking account of human ignorance [37]. We then define
the notion of collision resistance of Shabal as its resistance to known collision search algorithms,
defined by their ability to output two distinct messages M and M’ such that H(M) = H(M').

Security Claim 1. For any {5, € {192,224,256, 384,512}, finding a collision for Shabal of
message digest U}, bits requires at least 2t/ calls to the message round function.

10.2 Preimage Resistance

We define the preimage resistance of Shabal as its resistance to all known adversaries of the type
described below.

1. The challenger draws a random H € {0,1}*» and sends it to the adversary;

2. The adversary outputs a message M and wins the game if Shabal(M) = H.

We now claim the following security against preimage attacks.

Security Claim 2. For any ¢, € {192,224,256,384,512}, any preimage attack against
Shabal with £5,-bit message digests requires at least 2°» calls to the message round function.

10.3 Second-preimage Resistance

We define the notion of second-preimage resistance as the resistance to all known adversaries of
the type described below, with a parameter k.

1. The challenger draws a random M € {0, 1}2k, and sends it to the adversary;

2. The adversary outputs M’ and wins the game if Shabal(M) = Shabal(M’) and M’ # M.

We now claim the following security against second-preimage attacks.

Security Claim 3. For any ¢, € {192,224,256,384,512}, any second-preimage attack
against Shabal-t;, for messages shorter than 2F bits requires at least 2% calls to the mes-
sage round function.

10.4 Resistance to Length-extension Attacks

The well-known Merkle-Damgard construction has an undesirable property called length extension.
It means that once an attacker has one collision, i.e., two messages My and My with |M;| = | Ms|
such that H(M;) = H(Mz), then for any suffix M it also holds that H(M;|pad(M1)|M) =
H(Mz||pad(Mz)]||M).

The length-extension attack can be extended to a more general setting, in the following sense:
given H(M), an attacker can compute H(M ||pad(M)||M’) for any M’, even if she does not know
M.

The question then arises whether such an attack can be applied to Shabal. In other words,
can an adversary generate a large number of distinct collisions, with the cost of only one collision
search? We can consider the following security game:

1. The challenger draws random message blocks M_1, My and sends them to the adversary;
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2. The adversary outputs M, M’ and wins the game if Shabal*(M_;||My||M||T,0, —1)
= Shabal®(M_1||Mo||M'||T,0,—1) for all possible suffixes 7T

The message extension attack can be applied to the Shabal hash function only if an internal
collision occurs before the three final rounds. However, the complexity for finding an internal
collision in Shabal-¢; (with £, € {192,224,256,384,512}) is expected to require at least 2°12/2
calls to the message round function, as the cost of an internal collision is expected to be the same
for the five output lengths.

We then claim the following resistance to length-extension attacks.

Security Claim 4. For any ¢, € {192,224,256,384,512}, any length-extension attack
against Shabal-fy, requires at least 22°% calls to the message round function.

10.5 Strength of a Subset of the Output Bits

This section claims the security of truncated versions of Shabal. The idea is not new and consists
in building a variant of a hash function by simply truncating the output and keeping only the
first bits output by the entire function. Here we go even further, by stating that we can not only
truncate the output but also extract any substring of the output bitstring. Informally, our claim
thus says that all bits resulting from a Shabal computation are equally strong.

Security Claim 5. For any ¢, € {192,224,256,384,512} and any ¢ < {5, any {-bit hash
function specified by taking a fized subset of the output bits of Shabal-Cy, meets the above
requirements with £ replacing £y,.

10.6 PRF HMAC-Shabal

In this section we suggest the use of Shabal in the HMAC construction and claim the following
security bound about the security of HMAC-Shabalviewed as a PRF (Pseudo-Random Function)
family.

Security Claim 6. For any ¢, € {192,224, 256, 384,512}, any distinguishing attack against
HMAC-Shabal-t), requires at least 2°»/2 calls to the message round function.

An argument for this claim is provided by the fact that distinguishing Shabal-¢;, from a random
function requires at least 2¢#/2 calls to the message round function.
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We study in this chapter the resistance of Shabal with respect to known attacks, especially to
collision and (second)-preimage attacks. The structure of Shabal has some similarities with other
sponge-like hash functions that have been proposed in the literature such as PANAMA [17] and
more recently RADIOGATUN [5] or GRINDAHL [29]. The security analysis of Shabal with respect
to known attacks stems from the security analysis made on sponge-like hash functions.

More precisely, Section 11.1 first presents the best collision attack, and (second)-preimage
attacks, which originates from Shabal generic construction. These attacks have been exhibited by
the security proofs given in Section 5. Generic attacks for internal collisions are also described in
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Section 11.2. Section 11.3 then focuses on differential attacks and the search for some particular
differential trails is investigated. Some attacks against weakened versions of Shabal are presented
in Sections 11.5 and 11.6. Section 11.7 evaluates the applicability of length extension and multi-
collision attacks. In Section 11.8, we show that the slide attacks presented in [24] cannot be
directly applied to Shabal. We finally explain in Section 11.10 the provenance of constants that
are used in Shabal, as requested by NIST. In our analysis, we always consider that 16p = 0 mod 7.

11.1 Known Attacks Identified by the Security Proofs

11.1.1 Collision Attacks

We refer to the security proof of Section 5.4 which establishes that a generic bound on the ability
to generate collisions in Shabal is

min(2£h/2,2(£“+e’")/2) .

It appears that this bound is tight in the sense that there exist generic collision attacks which meet
the given bound. Such attacks are precisely the ones that optimize one of the abortion probabilities
of the simulator S in the COLL game. These attacks are divided into two categories: the ones that
generate internal collisions and the default, trivial collision-finding attacks. We discuss the first
category later in this chapter. Attacks in the second category just amount to hashing I random
messages until two of them collide. This is expected to succeed as soon as L is close enough to
the birthday bound 2¢+/2,

11.1.2 Second-preimage Attacks

We refer to Sections 5.5 and 5.6 for more details on the notation and definitions that we use here.
The security bound provided by Theorem 5 can be reached by a generic attack which attempts to
realize the ConnectChallenge predicate:

(7) either by creating paths from the initial state zy which connect to one of the internal states
reached by the hashing of the input message M* € {0,1}",

(#4) or by creating antipaths with respect to the target hash value h which connect to one of these
internal states.

Adopting one of the above approaches or both of them simultaneously leads to an attack cost (in
terms of evaluations of P or P~1) close to

25(1 +4,n,—log k*

where k* = [(k 4+ 1)/{,,] is the number of message blocks inserted while hashing M*. We now
describe the generic attack based on (7) in more details. The generic attacks based on (i) or on
a combination of (¢) and (i¢) are easily expressed in a similar fashion.

The basic principle of the attack is as follows. The attacker computes the k* internal states
reached after each message round during the computation of H(M™*). Then, she chooses L messages
Mt = (mﬁ, ey mz*_l) such that mzi is randomly chosen and all other mé- for2<j <k*—1are
such that the B-part of the internal state reached after the j-th round is equal to the B-part
of the corresponding internal state obtained for M*. The attack then succeeds if there exists
an ¢, 2 < £ < k* — 1, such that one of the internal states reached after the ¢-th round for
some M? corresponds to the internal state reached after the ¢-th round for AM*. In this case,
(mi,..., mé, Myyqy--- ,mjy.) has the same hash value as M*.

More precisely, with the notation of Sections 5.5 and 5.6, the second-preimage finder A proceeds
as follows. On input M™*, A first hashes M* and stores all the internal states

* * * * * * P
mi,1 m3,2 mk*,k * mk*,k % mk*,k «

* F % Fo % Fo % Fooox
o ~ yl —>$1 ~ y2 ~ ykx —>l‘k* ~ yk*+1—>$k*+1 ~ yk*+3_>$k)*+3
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successively reached during the computation. Here mj,...,m}. stand for the message blocks
inserted while hashing M* in chronological order. Now for each ¢ € [1,k* — 1], A computes

gk *
Ve = bé+1 Bm

where by, , is the B-part of internal state y;,,. Now A generates L lists of internal states as
follows. For each i € [1, L], A

1. picks a random message block m} « {0, 1}%;

2. inserts mé to T to get y4 and applies the round function to yi to get xi = (mt,al, b}, ch),
i.e., x4 = R(m}, zo,1);

3. computes mb = ¢t Hyo

4. inserts m} to x% and applies the round function to get x4, i.e., xh = R(mb, z%,2);
5. computes m} = ck B ~ys;

6. inserts mj, and so forth until the list X = (zg,2%,...,zi. ) is completed.

Overall, this costs L - (k* — 1) evaluations of P. Note that for any 7 € [1, L] and ¢ € [2,k* — 1],
¢, Bmi=n. (11.1)

Now A scans all the lists X!,..., X* with the hope that for some (4,¢) with 2 < ¢ < k* — 1, it
holds that
ikl
Ty > Yoy -
If this is the case, then the predicate ConnectChallenge(x?}) evaluates to True and A succeeds in
creating a path from x( to one of the internal states on the target path i.e., the sequence of states
reached by the hashing of M*. A second preimage is then put together by joining the two lists of
message blocks
(mi,...,my) and (mp,q,...,mg.)

and A outputs the string M € {0,1}" whose padded value gives this list of blocks. It follows from
the analysis of Section 5.6 (Game 3) that if Eq. (11.1) is fulfilled then

for fixed (7,£). This results in that the attack has success probability
L-(k*—1)-2"(Fattm)

or equivalently has constant and substantial probability as soon as L is close enough to

9batlm —log(k*—1) .

11.1.3 Preimage Attacks

Generic preimage attacks arise from the probability bounds of Section 5.5 to where we refer
the reader again for definitions. An example of such an attack is found when maximizing the
probability that the abortion event Aborts occurs at some point when playing the PRE security
game. We will focus on this strategy in what follows, leaving as an exercise to the reader to describe
the dual approach which resides in provoking event Abort, and which outcome is identical.

The strategy of the attacker is as follows:

e create L final internal states whose B-parts correspond to the target hash value;
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e for each of these final internal states, randomly choose the last message block mi, 1 <i < L,
and compute backwards the final rounds and the last message round;

e determine the most frequent value 3 taken by the B-part of the previously computed internal
states;

e randomly select L’ messages M* of (k — 2) blocks. For each of them, determine mj_,
such that the B-part of the internal state reached after the (k — 1)-th round during the
computation of H(M?*||m} _,) is equal to .

A preimage of h can then found if both lists of internal states with B-part equal to 3 intersect.

With the notation used in Section 5.5, the preimage finder A creates random 0-antipaths with
respect to the target value h € {0,1}*~. This amounts to depart from a number of random final
states Z1,...,Zr (where L is an adjustment parameter), all of which have a B-part equal to h,
and apply the mode of operation backwards until the final rounds and the last message round are
performed. To this end, A fixes the length parameter & > [(¢y + )/l | to some small value
and uses k to parameterize the final rounds. Let (¢1,...75) be the corresponding internal states
collected by A. Now A lists

ﬁla"wﬁl]

where for each i € [1, L], §; = b; B; where 1m; is the M-part of ; and b; is the B-part of g;. Note
that all of these values depend on an output of P~1 (b;) and therefore should follow a random
distribution. A sorts this list and sets § to a value with maximal number of occurrences in the
list. If the number of occurrences of 8 is smaller than a fixed bound U, then A increases L to
extend the collection of states §;,¢ € [1, L] until the bound is reached. Let then I C [1, L] be the
set of indices 4 for which 3; = 8 (i.e., |I| = U). Starting from xg, A now looks for internal states
that can be reached in exactly (k — 1) rounds that have maximal compatibility with {g;,i € I}
as follows. For 7 = 1 to some L', A applies k — 2 rounds of the mode of operation with random
message blocks, thereby collecting L’ internal states (z9,...,2%,). For each j € [1,L’], A defines
m; = c? B G where c? is the C-part of x?, inserts m; to :v? to get y; and applies P to get an
internal state ;. Note that for j € [1,L'], z; is reached in exactly (k — 1) rounds and that if
xj = (mj,a;j,b;,¢;) then ¢; Bm; = . Therefore as shown in the proof of Theorem 4,

Pr [xj s gz} = 9~ (latlm)

and

1

Pr3(i,j) € I x [1, L] : Pr [arj s y” =L || - 27 ettn) = ) . g7 (latbm)

When a such a connection occurs, A succeeds in creating a complete path from zy to some final
state in X'[h] and a preimage is found by appending 7; to the list of message blocks leading to
x;. The overall cost of the attack is N = k- L' + 3 - L evaluations of P or P~! and the success
probability, when L, L', U are optimized as a function of NN, is upper bounded by

N . 9~ Cattm—log(tm+1)-2)

)

as shown in Section 5.5.

11.2 Internal Collisions

11.2.1 Generic Internal Collision Attack

There exist several ways to generate internal collisions; all strategies require of the order of
2(fattm)/2 jterations of P or P~ in accordance with the security proof of Section 5.4.

One of these attacks consists in randomly choosing L messages of the same length and in
computing the internal states reached at the end of the message rounds. For each message, an
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additionnal block is then chosen such that the additionnal message round leads to an internal state
whose B-part equals a given constant . Thus, L different random messages have been obtained
which lead to a list of L internal states whose B-parts are equal to . An internal collision can
then be found if two internal states in the list have the same A and C-parts.

We now describe the previous strategy, referring to the proof of Theorem 3 for definitions and
notation. The collision finder favors the abortion event Abort; by attempting to create a pair
(z,2) of X-nodes of the hash graph G such that

~ k,k ~
r,2e€ X% and xR i

meaning that both x,Z admit 0-path of length k& and that there exist message blocks m, m such
that
m,k ~ m,k
r~y and T~y

for some possible internal state y € X which is not necessarily a node of G. If the collision finder
is lucky enough to generate such a pair (x,Z) then it is easy to extend the two paths leading
respectively to x and & with a common suffix path starting from y. Any suffix path will lead to a
collision with same-length colliding messages, and therefore many pairs of colliding messages can
be generated.

The collision finder A proceeds as follows. An attack parameter is k > 2 and v € {0,1}*.
A generates L lists of £ — 1 random message blocks and for each one of them, stores the internal
state 29 = (m?,al, 8%, c?),i € [1, L] reached by inserting the listed message blocks. Now for each

€ [1, L], A computes
m; = b0 87,

inserts the message block m; to x?, applies the round function and obtains some new state ;.
Note at this stage that for any ¢ € [1, L], we have ¢; Hm; = v where z; = (my, a;, b;, ¢;). Since the
a and b parts of x; are outputs of the keyed permutation P, it is easily seen that it is enough to
have

(ai, b;) = (a;,b;)

for some ¢ # j € [1, L] to provide a colliding pair of states (x;,z;) in the sense that x; W x;. If
such a pair is found, then A picks an arbitrary non-zero block my1, inserts it to both z; and z;
and applies the final rounds which will lead to the same final state. This is expected to work as
soon as the number of trials L is close enough to the birthday bound 2(¢e+tm)/2,

11.2.2 One-block Internal Collisions

The particular structure of the message round function obviously guarantees that it is collision-free.

Theorem 6. Let M, M’ be two distinct message blocks for Shabal hash function. For any
possible value for the Shabal internal state, (A, B,C), and for any possible value for the
counter w, we have:

R(M, A, B,C,w) # R(M', A, B,C,w).

Proof. This comes from the fact that R(M, A, B,C,w) = (A',B',C",w+ 1) with B’ = C — M,
implying that there is no collision on part B of the internal state. O

This implies that if a pair of messages M and M’ which differs on a single block leads to an internal
collision, then M and M’ do not differ on their last block. However, this property obviously does
not imply that any two distinct one-block messages lead to different hash values.
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11.3 Differential Attacks

Most of the collision attacks against hash functions that have been published for now consist in
finding a set of message pairs that are to follow a differential trail (i.e., a sequence of differences
in internal states) that ends to a non-difference and next in estimating the probability of the trail.
Thus, the first step in order to mount a differential attack against Shabal is to get a trail with
non-zero probability. There is no systematic method to find a trail unless a simple backtracking
process is used. Thus, the classical method consists in searching for some particular differential
trails which can be handled more easily, such as truncated differential trails, symmetric differential
trails or differential trails without any difference in register A.

11.3.1 Truncated Differential

At Asiacrypt 2007, Peyrin [35] found a collision attack against GRINDAHL using truncated differ-
ential trails. A truncated differential trail is a binary differential trail where each bit means that
there is a difference or not in an input word. This approach has also been adopted by Bouillaguet
and Fouque [11] for the analysis of a reduced version of RADIOGATUN. It enabled the authors
to discover differential trails with better properties than differential trails obtained through a
backtracking algorithm given by the authors of RADIOGATUN.

Truncated differential trails for Shabal then correspond to differential trails for Weakinson-1bit,
i.e., for the weakened version of Shabal with 1-bit words. The existence of such trails is discussed
in Section 11.5.

Truncated differential trails can be used for breaking GRINDAHL because GRINDAHL is a byte-
oriented hash function, using a simple message round function. However, it seems highly improba-
ble that these differential trails can be exploited to derive differential trails on the complete version
of Shabal since Shabal deals with 32-bit words, reducing the probability of a truncated difference
cancelation. Indeed, most operations contributing to the security of P in Shabal disappear when
the word length is reduced to 1: rotations and the nonlinear functions U and V are replaced by
the identity function in Weakinson-1bit. Thus, differential trails found on Weakinson-1bit do not
take into account properties of these operations and it seems unlikely they could be adapted into
a differential trail on Shabal. Therefore, Shabal should be immune against this kind of attacks.

11.3.2 Differential Trails without any Input Difference for &/ and V

A good strategy for finding a differential trail might be to search for trails which do not cause any
input difference for both nonlinear functions ¢ and V since U and V are the only components in
‘P whose algebraic degree exceeds 2.

Therefore, it is important to ensure that any input difference leads to a difference on the inputs
of either U or V. This is guaranteed by the following result.

Theorem 7. Let My, M, My, M| be 4 message blocks for Shabal hash function, with
My # M. Let (A,B,C) and w be any possible value for the Shabal internal state and
for the counter. During the simultaneous computations of R(My, R(My, A, B,C,w))) and
R(M{,R(M}, A, B,C,w)), there is at least one difference between the inputs of one of the
U or one of the V functions.

Proof. Since we insert a difference in the first message block, there is a difference in the B part of
the internal state before the P function. Then one of the following three cases happens:

1. A difference occurs in one of the first (16p — 1) new values of A computed during one of the
P computations. Then the inputs of the following V function are different.

2. During the first P computation, a difference occurs on the last computed word of A at
Step 16p. But, this word is modified neither by the final transformation in P (because there
is no difference in C'), nor by the message insertion, nor by the counter addition. It is then
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used as the input of V in the first step of the next computation of P because r divides the
number of steps 16p.

3. No difference occurs in the A values of the first P function. Then, there is no collision in
register B at the end of the first P since the difference A; between the j-th words of B
satisfies A; = A; « 3 where A is the initial difference after the <« 17 rotation. Therefore,
there is a difference on the C' input of the second P function, and no difference in the initial
A values. As a consequence, either a difference occurs on an intermediate A value, which is
an input of V, or the difference on C implies differences on the inputs of I/.

In all these cases, we found a difference between the inputs of a given U or V function, which
proves the theorem. O

It is worth noticing from the proof that the previous property does not hold if only one of the
functions U or V is used.

11.3.3 Differential Trails without any Difference in A

Since a difference in register A propagates very fast to B, another good strategy for finding a
differential trail may be to search for trails which do not cause any difference in A.

Let S = (A, B, CY) be a given internal state of Shabal. For a fixed message block M, we
want to find another message block M’ so that, for both message insertions, register A always
contains the same value during the whole computation of P.

Let d; denote the difference between the ¢t-th message words, 0 < ¢t < 15, and let A; denote
the difference between the t-th words in register B after the <«;7 rotation:

B; ® Ay = By.
Using that
B, = (M;+B)) <« 17
B, = ((6:® M)+ BY) <« 17

we deduce that, for any ¢, 0 < ¢ < 15, we have
6 =M, @ [((Ay>>17) @ (M, + BY)) — BY] . (11.2)

Now, we denote by Ajoi+ (resp. by Bigtt), 0 < ¢ < 16p, the new word in A (resp. in B)
computed at Step t. We want to find a condition for having a collision in all Aja1¢, 0 <t < 16p.
For any ¢, 0 <t < 16p, we have

Aoy = (Beyt N Boyy) @ Bis4 @ My ® Cst,y

where Cst; only depends on A° @ W°, B, C° and M, and is the same for both message blocks
because all A; collide. Thus, a collision for Aj5; corresponds to the following condition

(Bott A Bost) @ Bisit = ((Bott @ Agte) A (Boge + Do) & (Brsgr © Aizie) @ 0,
or equivalently to
(Aprt A Agit) D (Aptt A Bott) © (Agpt A (Bert @ 1)) © Arzyy = 6. (11.3)

This condition leads to the following lower bound on the Hamming weight of any differential trail
which does not generate any difference in register A.

Theorem 8. Let M and M’ be two message blocks for Shabal hash function. Let S and w
be any possible values for the Shabal internal state and counter. If there is no difference in
register A during the simultaneous computations of R(M,S,w) and R(M’,S,w), then M
and M’ differ on at least 7 words.
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Proof. Equation (11.3) implies that, if Agys = Agiy = 0 for some ¢, then Ay34; = d;. Therefore,
either both é; and 1344 vanish or none of them vanishes. We have then performed an exhaustive
search over all 2'¢ possible truncated differential (i.e., the binary vector whose bits mean that
there is a difference or not in an input word). It shows that the Hamming weight of any truncated
differential satisfying the previous condition is at least 7. For instance, the vector with nonzero
differences in words 0, 1, 2, 4, 7, 9 and 11 fulfills the previous condition. More precisely, 48 such
patterns of Hamming weight 7 exist, corresponding to the rotated versions of 3 patterns only. O

11.3.4 Symmetric Differential Trails

Symmetric differential trails, i.e., with all §; and A; in {0,1}, are usually used for mounting a
differential attacks since their search is much simpler than the search for a general differential
trail. For instance, symmetric trails suppress the impacts of all rotations. Such differential trails
have been investigated in [5] and [28] for analyzing the security of RADIOGATUN.

To find such differential trails, the adversary first has to study the propagation of such differ-
ences through the elementary functions used in Shabal. One can first notice that ¢4 and V are the
only elementary functions in P which cannot transform an all-1 difference to either an all-0 or
all-1 difference as stated in the following proposition.

Proposition 1. For any x € {0,1}3%, we have

Uzol)eUx) ¢ {0,1}
Veol)eV) ¢ {01}

Proof. For any = = (xq,...,z31) € {0,1}32, we have:
31
U(x) = 323&2z mod 232
i=0

= 3x9+ 6x1 mod 4
= x0+2(zo ® 1) mod 4.
Therefore, y = U(x) satisfies yop = xg and y1 = xo ® z1. It follows that
Uzd1)dU(x) =1 mod 4,
implying that U(z @ 1) & U(x) & {0, 1}.
Similarly,
31
5 Z ;2% mod 232
i=0
= xo+2x1 + 4(xo ® x2) mod 8,

V()

implying that
V(e 1l)® V(z) =3modSs.
O

Proposition 1 ensures that no symmetric trail that involves a difference in the inputs of U or
V can be found. Theorem 7 then implies that there is no symmetric trail for two Shabal rounds
or more, in the following sense.

Theorem 9. Let My, Mj, M1, M| be four message blocks for Shabal hash function, such
that Moy # M{, and all words in (Mo ® M) and in (M; & M]) are symmetric, i.e., equal
either to 0 or to the all-1 word. Let (A, B,C) and w be an internal state and a counter value
for Shabal such that all words in (B+ My)® (B+ M}) and (C — Mo+ M) & (C — My+ M)
are symmetric. Then, there is an elementary step during the simultaneous computations of
R(My1, R(My, A, B,C,w)) and R(M{,R(M},A, B,C,w)) such that at least one difference
(i.e., XOR) between the values of A or B is not symmetric.
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Since there is no symmetric trail for two Shabal rounds or more, the best goal for an attacker is to
find a symmetric trail on one message block, starting from colliding states, and targeting a given
symmetric difference in the outputs of the round function.

In the case of symmetric differential trails, the conditions exhibited in Section 11.3.3 can be
simplified since we have that the differences A; between the i-th words in register B after the
(« 17) rotation are equal to the differences §; between the i-th messages words (this obvious
property can be deduced from (11.2)). Then, it follows from (11.3) that there is no difference in
Ay for all 0 <t < 16p if and only if

(Agt A Dgyt) & (Aeyt A Bott) @ (Dot A (Boyt @ 1)) © Arzye @ Ay (11.4)

This comes from the fact that Ajgyr = Ay for all ¢. Now, by applying (11.4) for 0 < ¢ < 15,
we can see that the value of each pair (A¢46 mod 16, At49 mod 16), 0 < t < 15, provides a bitwise
condition relating the input difference A and some words of the initial state of B. Moreover, (11.4)
applied to 16 < ¢t < 16p and combined with Bigis = (B << 1) ® Aj24¢ @ 1 leads to 3 additional
bitwise relations between the successive values in register A. Table 11.1 summarizes these bitwise

relations. Now, an exhaustive search on all 2'¢ symmetric differential trails can be performed.
At+6 mod 16 At+9 mod 16 COHditiOH Relations
0 0 Ay @ App13=0
1 0 Boit = Ay ® Ayyas Ag14t = Azrye = Asze =1
0 1 Boyt = A ® App13 @ 1 Argt = Azaye = Asore =1
1 1 Beyt ® Bopt = Ay © A3 D1 | A1gyy © Asiyr = Azayr ©
Azrit = Aso4t © Aszye =0

Table 11.1: Conditions derived from (11.4) for symmetric differential trails

All trails with (At46 mod 16, At+9 mod 16) = (0,0) and A; + A¢i13 # 0 are eliminated. For the
remaining trails, we check whether the conditions imposed on the B variables are consistent. It
follows that all trails which fulfill these conditions are such that the number of ¢, 0 < ¢ < 15, such
that (A¢+6 mod 165 At+9 mod 16) 7 (0,0) is at least 11. The minimal number of Boolean relations
on A derived from Table 11.1 is then 3 x 11 x 32, resulting in 1054 equations for the 3-loop version
of Shabal. For any given initial state of Shabal this number must be compared with the size of
the message block, i.e., 512 bits. It follows that, at least 544 relations cannot be fulfilled by a
deterministic algorithm. We then expect that symmetric differential trails exist for at most a
fraction 27°4* of the possible internal states.

11.4 Fixed Points

In all previously considered differential attacks, internal collisions are obtained by considering pairs
of messages with the same length. However, internal collisions may be searched for messages of
different length. A strategy in such attacks consists in exploiting the existence of fixed points for
the message round function. The use of a counter at each message round then avoids the existence
of trivial fixed point for Shabal.

11.5 Generic Attacks against Weakinson-1bit

When considering weakened versions of Shabal, generic attacks become practical. Thus it becomes
possible to find collisions. Such collisions can then be used to derive differential trails. However,
it seems highly unlikely that these differential trails can be exploited to derive differential trails
on the complete version of Shabal, as explained in Section 11.3.1. In the case of Weakinson-1bit,
it is possible to perform an exhaustive search over all possible one-block message differences. In
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particular, we have found that a differential trail which does not cause any difference in register A
during the first loop can be found for roughly 56 % of the possible pairs (B, M).

11.6 (Second)-preimage Attack against Weakinson-NoFinalUpdateA

We now exhibit a preimage attack and a second-preimage attack against Weakinson-NoFinalUpdateA,
i.e., the weakened variant of Shabal without the last update loop in P. On this weakened variant,
the attack is faster than the generic attack for p = 1, and has the same complexity as the generic
attack for p = 2. The attack mainly relies on the following weakness of Weakinson-NoFinalUpdateA
with p = 1: given the outputs of P, the attacker is able to choose a message block M such that
part B of (Pz\_ﬁc(A/v B’) — M) has any prescribed value.

11.6.1 Attack against Weakinson-NoFinalUpdateA with p =1

We first describe the second-preimage attack. Let M be a k-block message. As we have a counter,
we search for another message M’ of the same length as M. We split M’ into three parts: the first
k1 blocks, 2 intermediate blocks and the last (k — k1 — 2) blocks. Let us now randomly choose Ny
vectors (M, ..., My, ) of k1 message blocks. We compute N; internal states Si, obtained for each
of these messages from the initial state. Similarly, we randomly choose Ny vectors (M, 43, ..., My)
of k— k1 —2 message blocks. From the final internal state obtained when M is hashed, we compute
backwards the internal states Sk, 42, before the insertion of My, 3 for these Ny messages. Now,
we can use the 2 intermediate blocks My, +1 and My, 4o to find a collision of the 16 words on the
B-part of Sk, 11, which means that finding a collision on the rest of the internal state is enough
to find a message which has the same hash value as M.

Let 3 be a target value in {0,1}°!? for the B-part of Sj, ;1. For each of the Nj values of
Sk, = (Aky, Br,, Ck, ), we choose My, +1 = Cy, — (3, implying that the B-part of Sy, 41, which
corresponds to Cy, — Mg, 41, equals (.

The difference now with Shabal, is that we are able to go backwards. Let Ag,...,A;; and
By, ..., Bis be the values in registers A and B of Sk, 41, and let Ayq,. .., Aoy and Bis, ..., B31 be
the values of A and B after applying P. These outputs are known since they are included in the
internal state Sk, 2. By definition, we have, for any 0 <14 < 15,

(B; <€ 1) =Biy16 D Aiy12© 1. (11.5)

This means that B; is entirely determined by Sk, 12, for ¢ from 4 to 15. We can then choose the
words My, 42, of index ¢ in the message block My, 4o for 4 <14 < 15 so that:

Bi = (Bi + My, 12,:) K 17.

For finding the values of My, 2, 0 < i < 3, which lead to the expected values 3;, 0 <1 < 3,
we now compute the values of Ajs, Ay3, A14 and A5 with the following equation for ¢ from 12 to
15:

Ait12 = BireBito © Bit13 ® My, 42 @U(A; @ V(Aip1n K 15) © (Cs—i + My, y28-i))
or equivalently,
A =V(Aip11 K 15) @ (Cs—i + My, 108—i) DU (Air12 ®© BiyeBito © Bit13 ® Mg, 19,).

Computing Ajs, ..., A5 actually involves Aagy, ..., As7, some B; for i > 18 and Cy, . .., C1o which
are known since they can be deduced from Si, ;o and My, 429,..., Mk, 42,12. Then, we can
compute By, ... Bs from (11.5), and we choose M, 12,0, ..., Mg, +2,3 such that

B;, = (ﬂz + Mk1+2,i) & 17, V0 <i < 3.
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Finally we have found N; prefixes My, ..., My, , My, +1 and Ny suffixes My, o, Mk, 43,..., My
which lead to two sets of internal states Sk,4+1 whose B-parts are all equal to a given value f3.
For Ny = Ny = 232x*%F2 — 932x14 e then find a collision between both sets of internal states.
Therefore, a message M’ with the same hash value as M has been found within 23214 calls to
the message round function, which is better than the generic second-preimage attack for a hash
length ¢, = 512.

A preimage attack can be mounted by the same method. It consists in randomly choosing a
final internal state whose part C' is (partially) determined by the targeted hash value. Then, the
previously described attack enables to find a message which leads to this final internal state.

11.6.2 Attack against Weakinson-NoFinalUpdateA with p =2

For Weakinson-NoFinalUpdateA with p = 2, the same method can be used. But, for p = 2, we are
able to fix only 12 words of the B-part of Si,+1. Actually, if we consider the backward computation
from all Ny values for Sk, +2, the known variables corresponding to Sk, +2 are now Agsa, ..., Ass
and Bss, ..., By7. As in the previous case, all B;, for i from 20 to 31, are completely determined
by Sk,+2 and B;y16 using (11.5). This does not require any condition on Mjy, 2. Now, we assign
My, 42,12, Miy 42,13, Mg, 12,14 and My, 4215 to some fixed arbitrary values, e.g., 0. Then, we want
that the input of the first elementary step of P at round (k1 + 2) satisfies

Several intermediate values of A;, B; and M, can now be deduced by using the following
relations:

Ait12 = BiyeBiro ® Bit13 ® My, 12 ©U(A; © V(Ai111 K 15)
®(Cs—i + My, +2,8-i)) (11.6)
(Bi 1) = Bit16®Ait12®1. (11.7)

Actually, we have the following deduction sequence from the knowledge of By3, B14, B1s: from (11.7)
with 13 < ¢ < 15, we obtain Ags, Ags, A27. From (11.6) with 25 < ¢ < 27, we obtain My, 42, for
9 <+¢ < 11. Thus, we obtain the prescribed values for words 9 to 11 of part B of Sk, 41 if and only
if

B; = (B + Mk1+2,i) & 17, V9 <i < 11.
Now, the values of By, B1g, B11, B12 determine Agq, Aga, Aoz, Aayq by applying (11.7) with 9 < i <
12.

On the other hand, the knowledge of My, 42 for 9 < ¢ < 15 leads to Asg, Aag, Aso, Az1 by
applymg (116) with 28 < ) < 31. Then, Agg, A29,A30,A31 determine Blﬁ7 317, Blg, Blg by (117)
with 16 <7 < 19.

NOW, 14237 A24, A257A26,A27 determine Alz, A137A14,A15 by (116) with 12 S 1 S 15, since B]
fOI'j Z 18 and Mk1+2,j for 9 S j S 15 are known. LFI‘OID Alg, 14137 A14, A15 and Blﬁ, 317, Bls, Blg,
we obtain By, By, By, B3 by applying (11.7) with 0 <4 < 3. Therefore, for

My, 42 = (B;>>17) = (3;, V0 <i<3,

we obtain the prescribed values for the first 4 words of part B of Sk, 4+1.

Message blocks My, 12, for 5 < i < 8 can be deduced from (11.6) for 21 < ¢ < 24 since
A21, AQQ, A23, A24 and Mk1+2’0, Mk1+2,1; Mk1+212, Mk1+2,3 are known. The knowledge of A27, Azg,
Mi, 42,0 and My, 405 determines Ajg by applying (11.6) with ¢ = 16. From A;g and Bgg, we
deduce By by (11.7) with ¢ = 4. We finally choose My, 12 4 so that

By = (Bs + My, 424) K 17.

A message block My, 12 has then been found so that 12 words in part B of Sk, +1 are equal
to the corresponding words in 3 (i.e., all words except words 5 to 8). A (second)-preimage can
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then be found as soon as a collision on the remaining 16 4+ 4 + r words of the internal state can be
found. This requires 23216 calls to the message round function, 4.e., the same complexity as the
generic second-preimage attack for a hash length ¢, = 512.

This attack does not apply to Shabal: the final transformation in P, i.e., the last update loop,
has been chosen in order to eliminate this weakness as explained in Section 4.2.6.

11.7 Generic Attacks Against Merkle-Damgard-Based Hash
Functions

Most practical hash functions, such as SHA-1 or SHA-2, are iterated hash functions based on the
well-known Merkle-Damgard construction. Due to certain structural weaknesses of the Merkle-
Damgard (MD) construction, MD-based hash functions are vulnerable to some generic attacks
such as length-extension attacks [32] or multicollision attacks [25]. In this section, we investigate
the applicability of these attacks on Shabal.

11.7.1 Length-extension Attacks

The well-known Merkle-Damgard construction has an undesirable property called length extension.
It means that once an attacker has one collision, i.e., two distinct messages M; and M, with
|My| = | M| = kt,, (k> 0) such that H(M,) = H(M,), then for any suffix M it also holds that
H(M||M) = H(Ms|[M).

The message extension attack can be applied to the Shabal hash function only if an internal
collision occurs before the final rounds, or in the final rounds but before the second call to the
message round function. In the latter case, the internal collision can be transformed into an
internal collision before the final rounds by appending the same block message to the two messages
leading to an internal collision. Thus, for simplicity reasons, we consider only the case where the
internal collision occurs before the three final rounds. Once an adversary has found two distinct
messages M; and M, such that |M;| = |My| = k£, (k > 0) and Shabal(M;) = Shabal(M>), it
becomes possible to extend the collision. Indeed for every suffix M, we then have Shabal(M; ||M) =
Shabal(Ms||M). Note that it is necessary that |M;| = |Ms| due to the use of a counter in Shabal.
As explained in Section 11.2, the complexity for finding an internal collision in Shabal-¢; (with
0, € {192,224, 256,384,512}) is expected to require the order of 2(fatfm)/2 iterations of the
message round function. Thus, the complexity of any length-extension attacks is expected to
require at least 2256 calls to the message round function, independently of £,. For more details
about recent investigations on these attacks, see [29].

11.7.2 Multi-Collisions

The multi-collision attack [25] applies to iterative hash functions and exploits the fact that the
complexity for finding 2% messages which have the same hash value corresponds to the complexity
for finding w internal collisions (from u prescribed internal states). The 2“-collision attack against
a hash function H actually consists in finding u pairs of messages (M;, M/), 1 <14 < u, of the same
length k; such that both inserting M; and inserting M/ from the internal state S;_; lead to the
same internal state S;. From such pairs, 2* messages of length &y + ... + k, can be constructed
by concatenating the previous u messages and choosing either M; or M/ for each 1 < i < w. The
complexity for finding a 2"-multicollision then corresponds to the complexity of finding u internal
collisions.

As explained in Section 11.2, the complexity for finding an internal collision in Shabal-¢;, (with
(0, € {192,224,256,384,512}) is expected to require the order of 2(fa*ttm)/2 calls to the message
round function. Thus, in Shabal-¢5,, ¢, € {192,224, 256,384,512}, the complexity for finding a
2u-multi-collision is expected to require at least u - 2(fa4m)/2 calls to the message round function.
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11.8 Slide Attacks

Slide attacks apply on hash functions (see e.g., [24]) but there is no obvious way to transform
them into practical attacks. In the hash function setting, a slide property would allow to detect
a non-random behavior of the hash function. We have shown in Section 5 that the P-based
construction (see Section 2.2) is indifferentiable from a random oracle up to 2(fattm)/2 > 9256
calls to the message round function. Since Shabal is a particular instantiation of the P-based
construction, there is no slide property due to the operating mode of the hash function Shabal.
Thus, there is no obvious slide attack against the Shabal hash function.

11.9 Algebraic Distinguishers and Cube Attacks

Algebraic distinguishers consist in computing some coefficients of the algebraic normal form of a
Boolean function, and in checking whether these binary coefficients are randomly distributed or
not. They rely on the fact that the coefficient of a monomial of degree d in the algebraic normal
form corresponds to the sum modulo 2 of the values of the function when the input varies in a
d-dimensional linear space. Therefore, a distinguishing attack can be mounted if the attacker has
access to such 2¢ evaluations of a Boolean function related to the considered primitive. This basic
principle has been used for a long time for block ciphers in the so-called higher-order differential
attacks. It has been introduced by Saarinen [39] for chosen-IV attacks against stream ciphers
and been developed in [21]. Finally, Fischer, Khazaei and Meier [22] and Dinur and Shamir [20]
have recently shown how such key-recovery attacks can be mounted based on the same technique.
Moreover, [20] exhibits an algorithm for finding the monomials which must be considered in the
attack, even if the algebraic normal form of the studied Boolean function is not known to the
attacker.

Such a distinguishing attack may apply in the context of hash functions. For n-bit messages,
each bit of the hash value can be seen as a Boolean function (mq,...,my,) — h(my,...,m,) in
n variables. It is clearly suitable that this function behaves like a random function. This means
that, for any subset of the input bits, I € {1,...,n}, the superpoly of I in h behaves like a random
polynomial, where the superpoly of of I in h corresponds to the (n — |I|)-variable function

(mi,i ¢ I)— @ h(ma, ..., my).

(mg,iel)e{0,1}11

Thus, the fact that h has a high degree and is not sparse is a priori sufficient to resist such attacks.
The three final rounds in Shabal are expected to ensure that each coordinate of final internal state
is a random-looking polynomial of the message bits (see Section 4.4 for some details on the degree).

11.10 Attacks Taking Advantage of The Chosen Constants

To prevent the existence of possible “trapdoors”, the provenance of constants or tables used
in Shabal have been justified. There is no table used in Shabal. The only constants specified in
Shabal-¢;, where ¢, € {192,224,256,384,512}, are the initial values 1V, of the state (A, B, C).
Rationale of this choice is given in Section 4.5.

11.11 Differential Attack on HMAC-Shabal

At Crypto 2007, Fouque et al. [23] proposed a new attack to take into account differential collision
paths in some hash functions such as MD4 and MD5 to recover some key bits of HMAC-MDA4.
The idea is to find differential collision paths that depend on bits of the IV. This kind of attack has
been extended to MD4 at Eurocrypt 2008 by Wang et al. in [40]. These attacks use the fact that
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differential paths with high probability exist and are easy to compute. This is the case for MD4
and the pseudo-collision on MD5 exhibited by den Boer and Bosselaers [19]. These attacks can
be applied to HMAC-Shabal if it is possible to find such differential paths. Moreover, to recover
the outer key of HMAC, such paths need to be constrained to use only one message block with
constrained variation since the last call to the hash function has many zeroes. Finally, it is worth
saying that distinguishing attacks are also possible using differential paths. But all these attacks
rely on the fact that such differential paths can be easily found.

Pseudo-Random Function.

It is well-known that a good Pseudo-Random Function allows to construct a secure MAC algo-
rithm. For instance, Bellare at Crypto 2006, in [2], proved that if the compression function of
the underlying hash function behaves as a good PRF, and that a related PRF (by inverting the
message and the key space) is secure under a specific related-key attack, then HMAC is a good
MAC. Then, if the compression function of Shabal is a good PRF, then the HMAC-Shabal will be
a good MAC. Finally, since no preservation property for PRF has been provided for the mode of
operation of Shabal here, we cannot argue that Shabal(k||M) is a secure MAC if the compression
function of Shabal is a PRF.
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Part 2.B.6

A Statement that Lists and
Describes the Advantages and
Limitations of the Algorithm
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Advantages and Disadvantages of
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In this chapter, we try to present a first comparison of Shabal with other hash functions. Our
comparison is made by exhibiting advantages and disadvantages of Shabal, as well as by gathering
measures on some implementations of Shabal and other hash functions.

12.1 Simplicity of Design

One aim of Shabal is to be secure while keeping a simple design. This simplifies both study
and implementation. Each element of Shabal was carefully weighted with regards to security and
implementation cost; whenever possible, we favored the simplest choice.

The final result is that our function — or at least, our mode — is really simple to describe.
The pictures of Figures 2.1, 2.2 and 2.3 give an overview of the design, and the only non-natural
part of Shabal is certainly the permutation description which is described in Section 2.3.2 (see also
Figure 2.4). The rest of the function is relatively easy to understand and to remember.

12.2 Provable Security

Our construction is based on a generic construction (see Section 2.2) which is provably indif-
ferentiable in the ideal cipher model from a random oracle, as well as provably one-way and
second-preimage resistant (see Chapter 5). This fact is one of the key points of Shabal, and thus,
we consider this proof as one of the main advantages of Shabal compared to several other hash
functions. Of course, the proof is made in the ideal cipher model, which is an idealized model. It
has notably been shown to be inadequate for certain reasons [12], but it is however widely believed
that a proof of a non-pathological' scheme gives a certain confidence in its real-world security.

li.e., , a scheme that was not made to show a difference between the ideal cipher model and the standard model.
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This explains why we have been driven by the security proof during the design of Shabal.
However, since we know that the standard model is different from the ideal cipher model, we have
added to the design some extra elements that were not requested by the proof (i.e., the scheme
was provable, even without these elements). These are notably the use of a block counter w and
the double insertion of the message both in B and via the keyed permutation. Furthermore, we
have added some tools to provide a security margin: this is the role of A, which can be extended
or shrunk via the parameter 7.

12.3 Software Implementation Considerations

Shabal was primarily designed for software implementation, even if we tried not to limit to this
context (see Chapters 7 and 8). Let us describe here the advantages and disadvantages of Shabal
when implemented either on a computer or on a power-limited device.

12.3.1 Word Size

The design is built around elementary operations on 32-bit words, since those operations are
natively provided by most platforms. This obviously includes computers (high-end servers, desktop
systems...) but also handheld devices, many embedded systems and even the recent generation of
smart cards. Indeed, we wanted to design a function which runs efficiently on the most constrained
devices. Many high-end computers now provide efficient operations on 64-bit words as well, but
these are not available on smaller systems, hence we refrained from using words wider than 32
bits. This contrasts with other hash function designs such as SHA-512 and RADIOGATUN[64].

12.3.2 Very Few Requested Instructions to Code Shabal

In order to further ease the efficient implementation of Shabal on constrained devices, we tried to
limit the number of distinct primitive operations which Shabal uses. Namely, we use additions,
subtractions, bitwise Boolean combinations (& and A, and bitwise negation), multiplications by
3 and 5, and rotations by a constant amount. All these operations work with 32-bit operands.
Bitwise negation is easily achieved with an exclusive or (&) with the all-ones constant. Multiplica-
tions by 3 and 5 can be implemented with mere additions (respectively 2 and 3), or by combining
an addition and a logical shift. Should it be needed, subtraction can be implemented by ways of
an addition with the two’s complement of the second operand, which is a matter of flipping the
bits and inserting an initial carry into the adder.

All those operations are provided natively by most platforms, either as one opcode, or possibly
a small sequence (the word rotation is the operation which is most likely not to be implemented as
a unique opcode). Sticking to a very small set of very common operations enhances portability and
efficiency on a wide variety of platforms; it also helps when size is severely constrained, because
units for those operations may then be shared by several invocations.

12.3.3 No S-Box

Shabal uses no S-Box. S-Boxes are a popular design element in cryptographic algorithms because
they can be finely tuned to offer the optimal algebraic properties to defeat various types of attacks.
However, S-Boxes are expensive to implement, not only in dedicated hardware, but also in software:
S-Box access is a memory read by address, which exercises the caches and has a high latency,
typically higher than numerical operations on modern processors. Moreover, small S-Boxes can
only handle a few bits at a time, thus processing a full 32-bit word with S-Boxes will require several
accesses; wider S-Boxes imply prohibitive costs in terms of code size. Besides, S-Box access works
over the data cache in a typical CPU, and the data cache is a scarce resource (especially when we
are processing huge amounts of data, which is why hash function performance matters in the first
place).

134



In our design, the nonlinear functions &/ and V take the role of S-Boxes, albeit with weaker
algebraic properties, but they are much less expensive to implement on most platforms.

12.3.4 Speed Measures

In this section, we give a comparison of Shabal with several other hash functions, on the architec-
tures detailed in Chapter 8. This comparison is given in two tables, Table 12.1 and 12.2. In the
tables, Shabal refers to implementations for all lengths ¢;, € {192,224, 256,284,512}, as the execu-
tion hardly depends on the output length. MD5 and SHA-1 times are just given for comparison,
as these functions are known to be broken, respectively in practice and in theory.

Bandwidth (MB/s), for long messages
Platform Shabal MD5 SHA-1 SHA-256 SHA-512
Xeon, 64-bit 194.52 412.98 318.62 143.55 191.06
Xeon, 32-bit 147.90 419.43 232.41 127.22 45.19
Athlon64, 64-bit 140.91 336.60 239.67 115.21 151.23
Athlon64, 32-bit 103.64 338.72 174.31 108.68 32.42
cr 67.79 139.09 63.61 29.18 11.53
Broadcom MiP§S 6.24 10.20 6.15 2.90 1.50

Table 12.1: Shabal performance compared with other hash functions (1)

Bandwidth (MB/s), for long messages
Platform Shabal WHIRLPOOL RADIOGATUN([32] | RADIOGATUN|[64]
Xeon, 64-bit 194.52 38.90 258.11 506.48
Xeon, 32-bit 147.90 26.42 181.99 55.92
Athlon64, 64-bit 140.91 21.79 225.58 443.69
Athlon64, 32-bit 103.64 15.68 143.55 126.03
C7 67.79 6.45 75.40 52.22
Broadcom MiPS 6.24 0.15 1.36 0.55

Table 12.2: Shabal performance compared with other hash functions (2)

The hash function implementations were extracted from the open-source sphlib library. Most
notably, all these functions (including the Shabal optimized code) were implemented with the same
optimization goals and efforts, with the same programming tools, by the same programmer. As
such, relative performance of two functions on the same platform should be viewed as intrinsic
to the functions themselves. Note that on the Broadcom MiPS platform, a specifically optimized
SHA-256 implementation was used, with less loop unrolling; if the exact same C code was used on
other platforms, the SHA-256 speed would drop to 1.76 MB/s.

In the tables, one can see the effect of our choice of sticking to 32-bit words: the performance
hit is minimal when switching from a 64-bit platform to a 32-bit platform (there is a perfor-
mance hit because the 64-bit instruction set on x86 CPU offers more registers than the 32-bit
instruction set). Conversely, functions which rely on 64-bit operations (SHA-512, WHIRLPOOL
and RADIOGATUN([64]) greatly suffer from being run on a 32-bit only platform.

Our goal was to be as efficient as possible on all types of platforms; this goal is mostly achieved.
Indeed, we can compute the ratio of the fastest bandwidth divided by the slowest bandwidth on our
set of platforms; this ratio may be viewed as a crude measure for the portability, performance-wise,
of the design. We get the following figures:

e on high-end platforms only (all the x86-compatible systems): 2.9 for Shabal, 4.9 for SHA-
256, 17.3 for SHA-512, 6.5 for WHIRLPOOL, 3.4 for RADIOGATUN[32] and 9.7 for RADIO-
GATUN[64];
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e on all considered platforms (including the Broadcom): 31.2 for Shabal, 49.5 for SHA-256, 127
for SHA-512, 259 for WHIRLPOOL, 190 for RADIOGATUN(32] and 920 for RADIOGATUN|[64].

That Shabal exhibits the smallest ratios underlines our efforts for designs which are efficient on a
wide range of systems.

From these measures, comparing Shabal with the five non-broken hash functions, we see that
Shabal is third on Xeon (64-bit), fourth on Athlon64, second on Xeon 32-bit and C7, and first
on the Broadcom MiPS. In terms of performance portability, Shabal wins. We would like to
underline that even if the security proof (see Chapter 5) influenced the design of Shabal, possibly
at the expense of raw performance, the achieved bandwidth remains decent, and is actually quite
good on some low-end platforms, such as the Broadcom MiPS, which are industrially significant
(hash function performance matters much more on limited systems which perform network-based
cryptography all day long than on high-end desktop systems where I/O bandwidth is more limited
than computing power).

12.3.5 Code Size

Code size is a critical part of the performance of a hash function and it is rarely well measured by
benchmarks. Benchmarks (such as the one we presented in the previous section) run the function
“alone”, with the full processor caches at its disposal, which is not very representative of actual us-
age. Yet, on some platforms, the dramatic effect of code size can even be shown with a benchmark.
In our previous example, we see that WHIRLPOOL, RADIOGATUN[32] and RADIOGATUN[64] are
much slower than expected on the Boradcom MiPS platform (when compared to, for instance,
SHA-512). This is because their code size exceeds the limited L1 code cache on that architecture
(8 kB), implying expensive cache misses for each message block.

We measured the code size of the implementations of the functions on our three target architec-
ture types. Tables 12.3, 12.4 and 12.5 list the code and data sizes. The “code” column measures
the total code size for the complete implementation; the “update” column contains only those
parts of the code which are on the execution path when hashing streamed data (i.e., without
initialization and finalization). The “state” is the size of the state structure which is maintained
for a given hash computation; this is mutable data. The “data” column contains the size of the
constant data tables which are accessed during main processing: these tables are not modified but
they contribute to the data L1 cache pressure (among our test functions, only WHIRLPOOL uses
such tables; precomputed IV are not included since they are used only during initialization of the
hash computation).

Code and data size

Function code update state data

MD5 2816 2128 88 -
SHA-1 5348 4592 92 -
SHA-256 10240 9728 104 -
SHA-512 1840 1696 200 -
WHIRLPOOL 3840 3472 136 16464
RADIOGATUN[32] 41072 18336 388 -
RADIOGATUN|64] 41840 20368 776 -
Shabal 21456 7360 248 -

Table 12.3: Code and data cache consumption of various hash functions, on x86 64-bit architecture.

The internal mutable state size of Shabal is not very big for a function which offers a 512-bit
output; it can still be a limitation on some constrained environments, especially smart cards,
where RAM is a very scarce resource (contrary to ROM, which may be used for static tables but
not for the function running state). Yet, on that specific subject, Shabal fares much better than
RADIOGATUN, and not much worse than SHA-512.
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Code and data size

Function code update state data

MD5 2400 2096 88 -
SHA-1 6960 6640 92 -
SHA-256 14352 13968 104 -
SHA-512 6000 5440 200 -
WHIRLPOOL 7536 6928 136 16464
RADIOGATUN|[32] 49120 23088 388 -
RADIOGATUN[64] 106944 54880 776 -
Shabal 24048 8080 248 -

Table 12.4: Code and data cache consumption of various hash functions, on x86 32-bit architecture.

Code and data size

Function code update state data

MD5 4192 3616 88 -
SHA-1 8132 7500 92 -
SHA-256 8896 8232 104 -
SHA-512 7060 6268 200 -
WHIRLPOOL 15004 14292 136 16464
RADIOGATUN[32] 41476 21692 388 -
RADIOGATUN[64] 109052 55004 776 -
Shabal 21036 7852 248 -

Table 12.5: Code and data cache consumption of various hash functions, on MiPS architecture.
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Appendix A

Basic Implementations
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A.1 A Basic Implementation in C
A.1.1 shabal.h

/*
Implementation of the Shabal hash function (header file). This header
is used for both the "reference" and the "optimized" implementations.

(c) 2008 SAPHIR project. This software is provided ’as-is’, without
any express or implied warranty. In no event will the authors be held
liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose,
including commercial applications, and to alter it and redistribute it
freely, subject to no restriction.

*
*
*
*
*
*
*
*
*
*
*
* Technical remarks and questions can be addressed to:
* <thomas.pornin@cryptolog.com>

*/

#ifndef SHABAL_H__
#define SHABAL_H_

#include <limits.h>

#if defined __STDC__ && __STDC_VERSION__ >= 199901L
#include <stdint.h>

#ifdef UINT32_MAX

typedef uint32_t shabal_word32;

#else

typedef uint_fast32_t shabal_word32;
#endif

#else

#if ((UINT_MAX >> 11) >> 11) >= Ox3FF
typedef unsigned int shabal_word32;
#else

typedef unsigned long shabal_word32;
#endif

#endif
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#define SHABAL_BLOCK_SIZE 16
#ifndef SHABAL_PARAM_R

#define SHABAL_PARAM_R 12
#endif

/*

* Input messages and hash outputs are sequences of bits, stored
* in arrays of C bytes.

*/

typedef unsigned char BitSequence;

#ifdef ULLONG_MAX
typedef unsigned long long Datalength;

#else
typedef unsigned long Datalength;
#endif
/*
* Status codes.
*/
typedef enum {
SUCCESS = 0,
FAIL = 1,

BAD_HASHBITLEN = 2
} HashReturn;

/*

* State structure for Shabal. A structure instance holds the running

* state for a hash computation. The function implementation is

* thread-safe and reentrant, as long as the different has computations
* use distinct instances of this structure. State structures are

* meant to be allocated by the caller; allocation can be performed

* in any suitable memory area, including local variables, global

* variables, and the heap. The structure contains no pointer value

* and thus can be moved, duplicated (with memcpy()) or serialized

* at will. In particular, making a copy of a structure instance takes
* a "snapshot" of the hash computation at that point, which can be

* resumed later on with alternate subsequence input data.

*
*
*
*

The "hashbitlen" field contains the intended output length, in bits.
It is initialized in the Init() function. The other fields are private
and should not be accessed externally.
*/
typedef struct {
BitSequence buffer [SHABAL_BLOCK_SIZE * 4];
size_t buffer_ptr;
unsigned last_byte_significant_bits;
int hashbitlen;
shabal_word32 A[SHABAL_PARAM_R];
shabal_word32 B[SHABAL_BLOCK_SIZE];
shabal_word32 C[SHABAL_BLOCK_SIZE];
shabal_word32 Whigh, Wlow;
} hashState;

/%

* Initialize a state structure for a new hash computation. The intended
* output length (in bits) is provided as the "hashbitlen" parameter;
* supported output bit lengths are 192, 224, 256, 384 and 512. The

* "state" pointer should reference a state structure allocated with

* the proper alignment.

*

* Returned value is SUCCESS (0) on success, or a non-zero error code
* otherwise (namely BAD_HASHBITLEN if the specified "hashbitlen" is

* not one of the supported output lengths). On failure, the structure
* contents are indeterminate.

*/

146



HashReturn Init(hashState *state, int hashbitlen);

Continue a running hash computation. The state structure is provided.
The additional input data is a sequence of bits; the "data"
parameter points to the start of that sequence, and the "databitlen"
contains the sequence length, expressed in bits.

*
*
*
*
*
* The bits within a byte are ordered from most significant to least
* significant. The input bit sequence MUST begin with the most

* significant bit of the first byte pointed to by "data". The bit

* sequence length MUST be a multiple of 8 if this call is not the

* last Update() call performed for this hash computation. In other

* words, the input message chunks MUST consist of entire and aligned
* bytes, except for the very last input byte, which may be "partial".
*
*
*

Returned value is SUCCESS (0) on success, or a non-zero error code
otherwise.
*/
HashReturn Update(hashState *state,
const BitSequence *data, Datalength databitlen);

Terminate a running hash computation. The state structure is provided.
The hash output is written out in the buffer pointed to by "hashval";

The same bit ordering conventions than for input data are used in the
hash data output; since all supported lengths are multiple of 8, the
hash output necessarily consists of an integral number of bytes.

After this call, the state structure contents are indeterminate. If
the structure is to be used for a new hash computation, then it
shall be initialized again with Init().

Returned value is SUCCESS (0) on success, or a non-zero error code
otherwise.

*/
HashReturn Final (hashState *state, BitSequence *hashval);

* Perform a complete hash computation. This combines calls to Init(),
* Update() and Final(), with a state structure which this function

* allocates and releases itself. This function can thus be called

* independantly of any other runnimg hash computation. The parameters
* are:

* - hashbitlen the output length, in bits (192, 224, 256, 384 or 512)
* - data pointer to the input message start

* - databitlen input message length, in bits

* - hashval pointer to the buffer which receives the hash output
*
*
*

Returned value is SUCCESS (0) on success, or a non-zero error code
otherwise.
*/
HashReturn Hash(int hashbitlen, const BitSequence *data,
Datalength databitlen, BitSequence *hashval);

#endif

A.1.2 shabal.c

/*

* Implementation of the Shabal hash function (reference code). This

* code is meant for illustration of the function internals rather than
* optimization for speed.

*
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(c) 2008 SAPHIR project. This software is provided ’as-is’, without
any express or implied warranty. In no event will the authors be held
liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose,
including commercial applications, and to alter it and redistribute it
freely, subject to no restriction.

Technical remarks and questions can be addressed to:
<thomas.pornin@cryptolog.com>

* K X X X X ¥ X ¥ *

*
~

#include <stddef.h>
#include <string.h>
#include "shabal.h"

/%
* The values of "p" and "e" are defined in the Shabal specification.
* Manual overrides should be performed only for research purposes,
* since this would alter the hash output for a given input.
*/

#ifndef SHABAL_PARAM_P

#define SHABAL_PARAM_P 3

#endif

#ifndef SHABAL_PARAM_E

#define SHABAL_PARAM_E 3

#endif

#define sM SHABAL_BLOCK_SIZE
#define nR SHABAL_PARAM_R
#define u32 shabal_word32

/*

* This macro truncates its argument to 32 bits (reduction modulo 2°32).
*/

#define T32(x)  ((x) & (u32)O0xFFFFFFFFUL)

#define 01 13
#define 02 9
#define 03 6

/*

* Swap the B and C state words.
*/

static void

swap_bc (hashState *state)

{
int i;
for (i = 0; i < sM; i ++) {
u32 t;
t = state->B[i];
state->B[i] = state->C[il;
state->C[i] = t;
}
}
/*

* Decode the currently accumulated data block (64 bytes) into the m[]
* array of 16 words.
*/

static void

decode_block(hashState *state, u32 *m)

{

int i, j;
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for (i =0, j =0; i <sM; i++, j +=4) {
m[i] = (u32)state->buffer[j]
+ ((u32)state->buffer[j + 1] << 8)
+ ((u32)state->buffer[j + 2] << 16)
+ ((u32)state->buffer[j + 3] << 24);

}
}
/*
* Add the message block m[] to the B state words.
*/

static void
input_block_add(hashState *state, u32 *m)

{
int i;
for (i = 0; i < sM; i ++)
state->B[i] = T32(state->B[i] + m[i]);
}
/*

* Subtract the message block m[] from the C state words.
*/

static void

input_block_sub(hashState *state, u32 *m)

{

int i;

for (i = 0; i < sM; i ++)

state->C[i] = T32(state->C[i] - m[il);

}
/*
* Combine the block counter with the A state words.
*/

static void
xor_counter (hashState *state)

{
state->A[0] ~= state->Wlow;
state->A[1] "= state->Whigh;
}
/*
* Increment the block counter, for the next block.
*/

static void
incr_counter (hashState *state)

{
/*
* The counter is over two 32-bit words. We manually propagate
* the carry when needed.
*/
if ((state->Wlow = T32(state->Wlow + 1)) == 0)
state->Whigh ++;
}
/*

* Apply the core Shabal permutation. The message block is provided
* in the m[] parameter.
*/

static void

apply_perm(hashState *state, u32 #*m)

/*

* We use some local macros to access the A words and compute
* the U and V functions with an uncluttered syntax. Note that
* this method performs explicit modular reductions of the
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* access indices, with either 16 or 12 as divisor. Using 12
* as divisor, in particular, hurts performance badly (but
* divisions by 16 are not free either, since we use the "int"
* type which is signed, and thus prevents, in all generality,
* the use of a simple bitwise mask by the compiler).
*/
#define xA (state->A[(i + sM * j) % nR])
#define xAml (state->A[(i + sM * j + (nR - 1)) % nR])
#define U(x)  T32((u32)3 * (u32)(x))
#define V(x) T32((u32)5 * (u32)(x))
int i, j;
for (i = 0; i < sM; i ++) {
u32 t;
t = state->B[il;
state->B[i] = T32(t << 17) | (t >> 15);
}
for (j = 0; j < SHABAL_PARAM_P; j ++) {
for (i = 0; i < sM; i ++) {
u32 tB;
xA = U(xA ~ V(T32(xAml << 15) | (xAml >> 17))
~ state->C[(8 + sM - i) % sM])
~ state->B[(i + 01) 7% sM]
(state->B[(i + 02) % sM]
& “state->B[(i + 03) % sM])
~ mlil;
tB = state->B[i];
state->B[i] = T32(((tB << 1) | (tB >> 31)) ~ ~xA);
}
}
for (j = 0; j < (3 * nR); j ++)
state->A[(3 * nR - 1 - j) % nR] = T32(
state->A[(3 * nR - 1 - j) % nR]
+ state->C[(3 * nR * sM + 6 - j) % sMl);
#undef xA
#undef xAmil
#undef U
#undef V
}

/* see shabal.h */
HashReturn
Init(hashState *state, int hashbitlen)

{

int i, j;
u32 m[sM];

* First, check that the output length is one of the supported
* lengths, and set the "hashbitlen" field (mandated by NIST API).
* The 224-, 256-, 384- and 512-bit output lengths are NIST
* requirements for the SHA-3 competition; the 192-bit output is
* a "bonus".
*/
switch (hashbitlen) {
case 192: case 224: case 256: case 384: case 512:
break;
default:
return BAD_HASHBITLEN;
}
state->hashbitlen = hashbitlen;
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/%

* Initialize the state (all zero, except the counter which is

* set to -1).

*/

for (i = 0; i < nR; i ++)
state->A[i] = 0;

for (i = 0; i < sM; i ++) {
state->B[i] = 0;
state->C[i] = 0;

}

state->Wlow = (u32)O0xFFFFFFFFUL;

state->Whigh = (u32)O0xFFFFFFFFUL;

/%
* We compute the first two blocks, corresponding to the prefix.
* We process them immediately.
*/
for (j = 0; j < (2 % sM); j += sM) {
for (i = 0; i < sM; i ++)

m[i] = hashbitlen + j + ij;
input_block_add(state, m);
xor_counter (state) ;
apply_perm(state, m);
input_block_sub(state, m);
swap_bc(state) ;
incr_counter(state);

}

/*
* We set the fields for input buffer management.
*/
state->buffer_ptr = 0;
state->last_byte_significant_bits = O;
return SUCCESS;
}

/* see shabal.h */
HashReturn
Update (hashState *state, const BitSequence *data, Datalength databitlen)
{
unsigned char *buffer;
size_t len, ptr;

/%

* "last_byte_significant_bits" contains the number of bits

* which are part of the input data in the last buffered

* byte. In the state structure, buffer bytes from 0 to

* buffer_ptr-1 are "full", and the next byte (buffer[buffer_ptr])
* contains the extra non-integral byte, if any. All calls to

* Update() shall provide a data bit length multiple of 8,

* except possibly the last call. Hence, we know that upon

* entry of this function, last_byte_significant_bits is

* necessarily zero (if this code was used according to its

* specification).

*
*
*
*
*

We process input data by blocks. When we are finished,
we have strictly less than a full block in the buffer
(buffer_ptr is at most 63, and buffer[buffer_ptr] contains
between O and 7 significant bits).
*/
state->last_byte_significant_bits = (unsigned)databitlen & 0x07;
len = (size_t)(databitlen >> 3);
buffer = state->buffer;
ptr = state->buffer_ptr;
while (len > 0) {
size_t clen;
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clen = (sizeof state->buffer) - ptr;
if (clen > len)
clen = len;
memcpy (buffer + ptr, data, clen);
ptr += clen;
data += clen;
len -= clen;
if (ptr == sizeof state->buffer) {
u32 m[sM];

decode_block(state, m);
input_block_add(state, m);
xor_counter(state) ;
apply_perm(state, m);
input_block_sub(state, m);
swap_bc(state);
incr_counter(state);
ptr = 0;
}
}
if (state—>last_byte_significant_bits 1= 0)
buffer[ptr] = *data;
state->buffer_ptr = ptr;
return SUCCESS;
}

/* see shabal.h */
HashReturn
Final (hashState *state, BitSequence *hashval)
{
unsigned char *buffer;
size_t ptr;
unsigned lbsb;
u32 m[sM];
int i;

/%
* Complete the last block with the padding. Since the buffer data
* is always short of a full block by at least one bit, we always
* have room for the padding in that block.
*/

buffer = state->buffer;

ptr = state->buffer_ptr;

1bsb = state->last_byte_significant_bits;

buffer[ptr] = (buffer[ptr] & ~(0x7F >> 1lbsb)) | (0x80U >> 1bsb);

memset (buffer + ptr + 1, 0, (sizeof state->buffer) - (ptr + 1));

/*

* Now, process the last (padded) block. We add three extra

* permutations, and we optimize away the unnecessary message

* additions and subtractions. There is no increment of the

* counter either in those last rounds (we keep the counter

* value used for the last data block). We transfer the swap to
* the next round, because there needs be no final swap.

*

*

*

Note that we reuse the decoded final block in several calls
to apply_perm().
*/
decode_block(state, m);
input_block_add(state, m);
xor_counter (state) ;
apply_perm(state, m);
for (i = 0; i < SHABAL_PARAM_E; i ++) {
swap_bc(state) ;
xor_counter(state) ;
apply_perm(state, m);
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}

/*

* The ouput consists of the B words, truncated to the requested
* length (in the formal description, the C words are used, but
* we omitted the last swap, so we have the words in B).

*/
for (i = sM - (state->hashbitlen >> 5); i < sM; i ++) {
u32 tmp;
tmp = state->B[il;
*hashval ++ = tmp & OxFF;
xhashval ++ = (tmp >> 8) & OxFF;
xhashval ++ = (tmp >> 16) & OxFF;
xhashval ++ = (tmp >> 24) & OxFF;
}

return SUCCESS;
}

/* see shabal.h */

HashReturn

Hash(int hashbitlen, const BitSequence *data,
Datalength databitlen, BitSequence *hashval)

{
hashState st;
HashReturn r;
/*
* Here, we do not test the output of Update() because we
* know that in this implementation, Update() always returns
* SUCCESS.
*/
r = Init(&st, hashbitlen);
if (r != SUCCESS)
return r;
Update(&st, data, databitlen);
return Final(&st, hashval);
}
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Appendix B

Detailed Test Patterns

Contents

B.1 Intermediate States for Shabal-192 (Message A). . . . . . ... ...
B.2 Intermediate States for Shabal-192 (Message B) . . . . .. .. ....
B.3 Intermediate States for Shabal-224 (Message A). . . . . . ... ...
B.4 Intermediate States for Shabal-224 (Message B) . . . . .. ... ...
B.5 Intermediate States for Shabal-256 (Message A). . . . . . ... ...
B.6 Intermediate States for Shabal-256 (Message B) . . . . .. ... ...
B.7 Intermediate States for Shabal-384 (Message A). . . . .. ... ...
B.8 Intermediate States for Shabal-384 (Message B) . . . . ... .....
B.9 Intermediate States for Shabal-512 (Message A). . . . . . ... ...
B.10 Intermediate States for Shabal-512 (Message B) . . . ... ... ...

Please consider the environment before printing this chapter.

B.1 Intermediate States for Shabal-192 (Message A)

init

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : message block

M : 000000CO 000000C1 000000C2 000000C3 000000C4 000000C5 000000C6 000000C7
000000C8 000000C9 000000CA 000000CB 000000CC 000000CD 000000CE 000000CF

block number = -1 : add M to B

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
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B : 000000CO

000000C8
C : 00000000
00000000
W : FFFFFFFF

block number

A : FFFFFFFF

00000000
B : 000000CO
000000C8
C : 00000000
00000000
W : FFFFFFFF

block number

A : FFFFFFFF

00000000
B : 01800000
01900000
C : 00000000
00000000

W : FFFFFFFF

block number

A : F78A4200
24F95064
B : 028800C2
D826AF9B
C : 00000000
00000000

W : FFFFFFFF

block number

A : B11AE006
5D489898
B : 6E986FA3
FEA840CE
C : 00000000
00000000

W : FFFFFFFF

block number

000000C1 000000C2 000000C3 000000C4
000000C9 000000CA 000000CB 000000CC

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : xor counter W into A

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

000000C1 000000C2 000000C3 000000C4
000000C9 000000CA 000000CB 000000CC

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation - rotate B

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

01820000 01840000 01860000 01880000
01920000 01940000 01960000 01980000

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 0)

10145AFD AE842D9A 7DA2B6D1 E125063B
DD75BF25 2CE50A5D 109E76BE

F8D8F4B6 29CC61C2 DCBC40CD 1DCAF9C4
21AE40DA DO32F5A2 EC4D8941 OB45BDFF

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 1)

5117AAEA F864E13E 8395DEC5 7473DED3
3D28BAC9 DF45C1AD C5245735

OEFS5AS5BE CF36EA1B A553B940 992294EF
EDB4D4A1 ATFEF584 A4F133B9 9D075AD2

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 2)

000000C5
000000CD

00000000
00000000

00000000
000000C5
000000CD

00000000
00000000

00000000
018A0000
019A0000

00000000
00000000

87057989
7BEE8676
ECDFA502

00000000
00000000

F4F3C55C

350A49DA
D2B370A6

00000000
00000000
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000000C6
000000CE

00000000
00000000

00000000

000000C6

000000CE

00000000
00000000

00000000

018C0000

019C0000

00000000
00000000

D33D3495

2FDACB6A

5243D265

00000000
00000000

EE1065D0

TFOFA886

B5683EES

00000000
00000000

000000C7
000000CF

00000000
00000000

00000000

000000C7

000000CF

00000000
00000000

00000000

018E0000

019E0000

00000000
00000000

15494983

E94AB67C

8161492E

00000000
00000000

OFBCE63D

E84EC433

F2818B9F

00000000
00000000



A : 6A2EQEF8 2A8ED2CE 5B7DEB2B 76F5EC56 C761D844 6FFDD495 A6E50D15 CB7EBB78
56F43E26 A9D57A1C 5FD697A6 E72A8ACB

B : 58BCBB94 EC47A15F AEE93484 DFCBC8F7 A79448D8 BFE65BE85 5A9D45D8 59979BCE
C5CEA626 4B6B8229 16E719E3 7D6323F4 9305747C F34C64AE CAF91592 FDD6620B

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation - add C to A

A : 6A2E9EF8 2A8ED2CE 5B7DEB2B 76F5EC56 C761D844 6FFDD495 A6E50D15 CB7EBB78
56F43E26 A9D57A1C 5FD697A6 E72A8ACB

B : 58BCBB94 EC47A15F AEE93484 DFCBC8F7 A79448D8 BF65BE85 5A9D45D8 59979BCE
C5CEA626 4B6B8229 16E719E3 7D6323F4 9305747C F34C64AE CAF91592 FDD6620B

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : subtract M from C

A : 6A2E9EF8 2A8ED2CE 5B7DEB2B 76F5EC56 C761D844 6FFDD495 A6E50D15 CB7EBB78
56F43E26 A9D57A1C 5FD697A6 E72A8ACB

B : 58BCBB94 ECA7A15F AEE93484 DFCBC8F7 A79448D8 BF65BE85 5A9D45D8 59979BCE
C5CEA626 4B6B8229 16E719E3 7D6323F4 9305747C F34C64AE CAF91592 FDD6620B

C : FFFFFF40 FFFFFF3F FFFFFF3E FFFFFF3D FFFFFF3C FFFFFF3B FFFFFF3A FFFFFF39
FFFFFF38 FFFFFF37 FFFFFF36 FFFFFF35 FFFFFF34 FFFFFF33 FFFFFF32 FFFFFF31

W : FFFFFFFF FFFFFFFF

block number = -1 : swap B with C

A : 6A2E9EF8 2A8ED2CE 5B7DEB2B 76F5EC56 C761D844 6FFDD495 A6E50D15 CB7EBB78
56F43E26 A9D57A1C 5FD697A6 E72A8ACB

B : FFFFFF40 FFFFFF3F FFFFFF3E FFFFFF3D FFFFFF3C FFFFFF3B FFFFFF3A FFFFFF39
FFFFFF38 FFFFFF37 FFFFFF36 FFFFFF35 FFFFFF34 FFFFFF33 FFFFFF32 FFFFFF31

C : 58BCBB94 ECA7A15F AEE93484 DFCBC8F7 A79448D8 BF65BE85 5A9D45D8 59979BCE
C5CEA626 4B6B8229 16E719E3 7D6323F4 9305747C F34C64AE CAF91592 FDD6620B

W : FFFFFFFF FFFFFFFF

block number = 0 : increment counter W

A : 6A2EQEF8 2A8ED2CE 5B7DEB2B 76F5EC56 C761D844 6FFDD495 A6E50D15 CB7EBB78
56F43E26 A9D57A1C 5FD697A6 E72A8ACB

B : FFFFFF40 FFFFFF3F FFFFFF3E FFFFFF3D FFFFFF3C FFFFFF3B FFFFFF3A FFFFFF39
FFFFFF38 FFFFFF37 FFFFFF36 FFFFFF35 FFFFFF34 FFFFFF33 FFFFFF32 FFFFFF31

C : 58BCBB94 ECA7A15F AEE93484 DFCBC8F7 A79448D8 BF65BE85 5A9D45D8 59979BCE
C5CEA626 4B6B8229 16E719E3 7D6323F4 9305747C F34C64AE CAF91592 FDD6620B

W : 00000000 00000000

156



block number

M : 000000DO
000000D8

block number

A : 6A2E9EF8
56F43E26
B : 00000010
00000010
C : 58BCBB94
C5CEA626

W : 00000000

block number

A : 6A2E9EF8
56F43E26
B : 00000010
00000010
C : 58BCBB94
C5CEA626

W : 00000000

block number

A : 6A2EQEF8
56F43E26
B : 00200000
00200000
C : 58BCBB94
C5CEA626

W : 00000000

block number

A : 40EDD726
237E61BE
B : 20C6148A
DCC19E41

C : 58BCBB94
C5CEA626

W : 00000000

block number

A : DCBOD1FF
9E7C5606

= 0 : message block

000000D1 000000D2
000000D9 000000DA
=0 : add M to B

2A8ED2CE 5B7DEB2B
A9D57A1C 5FD697A6

00000010 00000010
00000010 00000010

EC47A15F AEE93484
4B6B8229 16E719E3

00000000

= 0 : xor counter

2A8ED2CE 5B7DEB2B
A9D57A1C 5FD697A6

00000010 00000010
00000010 00000010

EC47A15F AEE93484
4B6B8229 16E719E3

00000000

= 0 : permutation

2A8ED2CE 5B7DEB2B
A9D57A1C 5FD697A6

00200000 00200000
00200000 00200000

EC47A15F AEE93484
4B6B8229 16E719E3

00000000

= 0 : permutation

1A8754BC 7AF69209
50533EB1 77550A53

COA0482A 20FEE685
AFECC14E 88EAF5AC

EC47A15F AEE93484
4B6B8229 16E719E3

00000000

= 0 : permutation

9807FEF5 55FCAED1
FC6CBOE4 5699952C

000000D3
000000DB

T6F5EC56
E72A8ACB

00000010
00000010

DFCBC8F7
7D6323F4

W into A

T6F5EC56
E72A8ACB

00000010
00000010

DFCBC8F7
7D6323F4

- rotate

T6F5EC56
E72A8ACB

00200000
00200000

DFCBC8F7
7D6323F4

(G =0

DD22532D
4EE347AA

BD139D7F
B15CB855

DFCBC8F7
7D6323F4

G=10

DDFCB641
8FDD2936

000000D4
000000DC

C761D844

00000010

00000010

A79448D8
9305747C

C761D844

00000010

00000010

A79448D8
9305747C

B

C761D844

00200000

00200000

A79448D8
9305747C

04BFEA68

FB001597
BF5228D9

A79448D8
9305747C

2546AE31

000000D5
000000DD

6FFDD495
00000010
00000010

BF65BE85
F34C64AE

6FFDD495
00000010
00000010

BF65BE85
F34C64AE

6FFDD495

00200000
00200000

BF65BE85
F34C64AE

4E68A17B
B1D75E84
E538AB43

BFE65BE85
F34C64AE

EFC27512

157

000000D6
000000DE

ABE50D15

00000010

00000010

5A9D45D8
CAF91592

A6E50D15

00000010

00000010

5A9D45D8
CAF91592

A6E50D15

00200000

00200000

5A9D45D8
CAF91592

6E3AE516

91851AE9
85496DF6

5A9D45D8
CAF91592

31D29DFA

000000D7
000000DF

CB7EBB78

00000010

00000010

59979BCE
FDD6620B

CB7EBB78

00000010

00000010

59979BCE
FDD6620B

CB7EBB78

00200000

00200000

59979BCE
FDD6620B

89451CE8

T6FAE317
229DACD2

59979BCE
FDD6620B

9459E7A6



B : BEA811AF
9ACC1283

C : 58BCBBY94
C5CEA626

W : 00000000

block number

A : A26F4FDE
ABCC94F0

B : 61550878
1A48B71C

C : 58BCBB94
C5CEA626

W : 00000000

block number

A : FDT49ED4
62931DA9

B : 61550878
1A48B71C

C : 58BCBBY94
C5CEA626

W : 00000000

block number

A : FD749ED4
62931DA9
B : 61550878
1A48B71C

C : 58BCBAC4
C5CEA54E

W : 00000000

block number

A : FD749ED4
62931DA9

B : 58BCBAC4

C5CEA54E
C : 61550878
1A48B71C
W : 00000000

block number

428F0F99 F1F49AC3 7C94CC73 978382D6
38218397 BBD6BA77 40BA3915 A41D0O07D

EC47A15F AEE93484 DFCBC8F7 A79448D8

4B6B8229 16E719E3 7D6323F4 9305747C
00000000
= 0 : permutation (j = 2)

24426C48 949686DD 723E1870 DO2F6DE4
E7106561 2495F432 6F985A6C

89EF2B75 A1660C46 7TEF3855B 7297B58C
F0976D17 088CE80A A454EDF3 1C096BF4

EC47A15F AEE93484 DFCBC8F7 A79448D8
4B6B8229 16E719E3 7D6323F4 9305747C

00000000

=0 :

permutation - add C to A

B798E530 33904B6F 46BDASSE 076934B4
E778C8DB 22B3998E AC15CFB9

89EF2B75 A1660C46 7TEF3855B 7297B58C
F0976D17 088CE80A A454EDF3 1C096BF4

EC47A15F AEE93484 DFCBC8F7 A79448D8
4B6B8229 16E719E3 7D6323F4 9305747C

00000000

=0 :

subtract M from C

B798E530 33904B6F 46BDASSE 076934B4
E778C8DB 22B3998E AC15CFB9

89EF2B75 A1660C46 7TEF3855B 7297B58C
F0976D17 088CE80A A454EDF3 1C096BF4

EC47AO8E AEE933B2 DFCBC824 A7944804
4B6B8150 16E71909 7D632319 930573A0

00000000

=0 :

swap B with C

B798E530 33904B6F 46BDASSE 076934B4
E778C8DB 22B3998E AC15CFB9

EC47AO8E AEE933B2 DFCBC824 A7944804
4B6B8150 16E71909 7D632319 930573A0

89EF2B75 A1660C46 7EF3855B 7297B58C
F0976D17 O88CE8B80A A454EDF3 1C096BF4

00000000

=1:

increment counter W

603DF212
DA4CDC6A

BF65BE85
F34C64AE

TF2B95C6
1BC67793
AC76224B

BFE65BE85
F34C64AE

454B4058
1BC67793
AC76224B

BF65BE85
F34C64AE

454B4058
1BC67793
AC76224B

BF65BDBO
F34C63D1

454B4058

BF65BDBO
F34C63D1

1BC67793
AC76224B

158

8A6C5F00
C4BFBOES

5A9D45D8
CAF91592

80ODE631A

TFB1C723

5215781C

5A9D45D8
CAF91592

TTF74527

TFB1C723

5215781C

5A9D45D8
CAF91592

TTF74527

TFB1C723

5215781C

5A9D4502
CAF914B4

TTF74527

5A9D4502

CAF914B4

TFB1C723
5215781C

9DD710E7
2E9D41FD

59979BCE
FDD6620B

DADF6026

B66FC640

CD5D2669

59979BCE
FDD6620B

FB4CF465

B66FC640

CD5D2669

59979BCE
FDD6620B

FB4CF465

B66FC640

CD5D2669

59979AF7
FDD6612C

FB4CF465

59979AF7

FDD6612C

B66FC640
CD5D2669



A : FD749ED4

62931DA9
B : 58BCBAC4
C5CEAB4E
C : 61550878
1A48B71C
W : 00000001

block number

M : 00000000

00000000

block number

A : FD749ED4

62931DA9
B : 58BCBAC4
C5CEA54E
C : 61550878
1A48B71C
W : 00000001

block number

A : FDT749ED5
62931DA9
B : 58BCBAC4
C5CEA54E
C : 61550878
1A48B71C
W : 00000001

block number

A : FD749ED5
62931DA9
B : 7588B179
4A9D8BOD
C : 61550878
1A48B71C
W : 00000001

block number

A : 4938D355
716BOES0
B : F2A96EA1

B798E530 33904B6F
E778C8DB 22B3998E

EC47AO8E AEE933B2
4B6B8150 16E71909

89EF2B75 A1660C46
F0976D17 088CE80A

00000000

46BDABSE 076934B4
AC15CFB9

DFCBC824 A7944804
7D632319 930573A0

TEF3855B 7297B58C
A454EDF3 1C096BF4

= 1 : message block

00000000 00000000
00000000 00000000
=1 : add M to B

B798E530 33904B6F
E778C8DB 22B3998E

EC47AO8E AEE933B2
4B6B8150 16E71909

89EF2B75 A1660C46
F0976D17 088CE80A

00000000

= 1 : xor counter

B798E530 33904B6F
E778C8DB 22B3998E

EC47AO8E AEE933B2
4B6B8150 16E71909

89EF2B75 A1660C46
F0976D17 O88CE80A

00000000

= 1 : permutation

B798E530 33904B6F
E778C8DB 22B3998E

411DD88F 67655DD2
02A096D7 32122DCE

89EF2B75 A1660C46
F0976D17 088CE80A

00000000

= 1 : permutation

5288CA69 C3588F79
99F3F6A7 6EEO59FF

F4E8814E 1608C053

00000000 00000000
00000000 00000000

46BDASSE 076934B4
AC15CFB9

DFCBC824 A7944804
7D632319 930573A0

TEF3855B 7297B58C
A454EDF3 1C096BF4

W into A

46BDASSE 076934B4
AC15CFB9

DFCBC824 A7944804
7D632319 930573A0

TEF3855B 7297B58C
A454EDF3 1C096BF4

- rotate B

46BDA8SE 076934B4
AC15CFB9

9049BF97 90094F28
4632FAC6 E741260A

TEF3855B 7297B58C
A454EDF3 1CO096BF4

G=0

A6C6D366 AE98E42B
BB628852

OECBF7E8 71758585

454B4058
BF65BDBO
F34C63D1

1BC67793
AC76224B

00000000
00000000

454B4058

BF65BDBO

F34C63D1

1BC67793
AC76224B

454B4058
BF65BDBO
F34C63D1

1BC67793
AC76224B

454B4058
7B617ECB
C7A3E698

1BC67793
AC76224B

3ACO111E

33FD1377

159

TTF74527

5A9D4502

CAF914B4

TFB1C723
5215781C

00000000
00000000

TTF74527

5A9D4502

CAF914B4

TFB1C723
5215781C

TTF74527

5A9D4502
CAF914B4

TFB1C723
5215781C

TTF74527

8A04B53A

296995F2

TFB1C723
5215781C

FBC3BCCF

10352945

FB4CF465

59979AF7

FDD6612C

B66FC640
CD5D2669

00000000
00000000

FB4CF465

B59979AF7

FDD6612C

B66FC640
CD5D2669

FB4CF465

B59979AF7
FDD6612C

B66FC640
CD5D2669

FB4CF465

35EEB32F

C259FBAC

B66FC640
CD5D2669

3E91F2FB

AAB36B5A



1BAFE695
C : 61550878
1A48B71C
W : 00000001

block number

A : 0C9CDDB2
D5985BF2
B : B7270521
C43CEF67
C : 61550878
1A48B71C
W : 00000001

block number

A : 89FBEF16
CC7B611A
B : 643CF641
8E4E149D
C : 61550878
1A48B71C
W : 00000001

block number

A : 7A9B88CD
A6339AA8
B : 643CF641
8E4E149D
C : 61550878
1A48B71C
W : 00000001

block number

A : 7A9B88CD
A6339AA8
B : 643CF641
8E4E149D
C : 61550878
1A48B71C
W : 00000001

block number

A : 7A9B88CD

634D24F6 F53BFDIC C8F88221 784560BF

89EF2B75 A1660C46 7TEF3855B 7297B58C
F0976D17 O88CE80A A454EDF3 1C096BF4

00000000

= 1 : permutation (j = 1)

AE1600E6 3EDE3006 940E8573 C3090C7B
7954156D 527D532E 25F0ED34

E3A38111 57CE7E2F 39BO38AF C88CAFO07
9773B6F5 2B5634C0 FAOO7ECF CC7C32FA

89EF2B75 A1660C46 7TEF3855B 7297B58C
F0976D17 0O88CE8B80A A454EDF3 1CO096BF4

00000000

= 1 : permutation (j = 2)

949BFB86 B4F5B8A9 13F6118A F9C835AD
O06F8AF7A 67210CF8 E30A4E95

FD921CA9 85FD62BB C64FDEEE E7134EE6
1AC51D67 2DSES55E 3503E584 AB7CFB10

89EF2B75 A1660C46 7EF3855B 7297B58C
F0976D17 0O88CE8B80A A454EDF3 1CO096BF4

00000000

= 1 : permutation - add C to A

8492257E 07217DFC 87235DOF FC88A7B1
AFE28816 1FF513ED BD5E75DE

FD921CA9 85FD62BB C64FDEEE E7134EE6
1AC51D67 2DSE555E 3503E584 AB7CFB10

89EF2B75 A1660C46 7EF3855B 7297B58C
F0976D17 088CE8B80A A454EDF3 1C096BF4

00000000

=1 : subtract M from C

8492257E 07217DFC 87235DOF FC88A7B1
AFE28816 1FF513ED BD5E75DE

FD921CA9 85FD62BB C64FDEEE E7134EE6
1AC51D67 2DSES55E 3503E584 AB7CFB10

89EF2B75 A1660C46 T7EF3855B 7297B58C
F0976D17 088CE8B80A A454EDF3 1C096BF4

00000000

=1 : swap B with C

8492257E 07217DFC 87235DOF FC88A7B1

2230F8A7

1BC67793
AC76224B

C3D810AC
E151CC7C
78461E1D

1BC67793
AC76224B

CBDD8F73
A9C79C80
098B6CBF

1BC67793
AC76224B

BA130493

A9C79C80
098B6CBF

1BC67793
AC76224B

BA130493
A9C79C80
098B6CBF

1BC67793
AC76224B

BA130493

160

6E745B62

TFB1C723
5215781C

12683C17

8DESFESB

317F752C

TFB1C723
5215781C

840DC321

50DBBBE1

FA20195F

TFB1C723
5215781C

1A5AD340

50DBBBE1

FA20195F

TFB1C723
5215781C

1A5AD340

S50DBBBE1
FA20195F

TFB1C723
5215781C

1A5AD340

DD8ADBCO

B66FC640
CD5D2669

F034D340

8F69C4TE

B4DE9B3E

B66FC640
CD5D2669

3EFCE7E4

F2DA6688

75488717

B66FC640
CD5D2669

68A1A357

F2DA6688

75488717

B66FC640
CD5D2669

68A1A357

F2DA6688
75488717

B66FC640
CD5D2669

68A1A357



A6339AA8

B : 61550878
1A48B71C
C : 643CF641
8E4E149D
W : 00000001

block number

A : 7A9B88CD
A6339AA8
B : 61550878
1A48B71C
C : 643CF641
8E4E149D
W : 00000002

block number

M : 00000080
00000000

block number

A : 7A9B88CD
A6339AA8
B : 615508F8
1A48B71C
C : 643CF641
8E4E149D

W : 00000002

block number

A : TA9B8SCF
A6339AA8
B : 615508F8
1A48B71C
C : 643CF641
8E4E149D
W : 00000002

block number

A : TA9B8SCF
A6339AA8

B : 11FO0C2AA
6E383491

AFE28816 1FF513ED BDS5E75DE

89EF2B75 A1660C46 TEF3855B
F0976D17 O88CE80A A454EDF3

FD921CA9 85FD62BB C64FDEEE
1AC51D67 2DSES55E 3503E584

00000000

= 2 : increment counter W

8492257E 07217DFC 87235DOF
AFE28816 1FF513ED BD5E75DE

89EF2B75 A1660C46 TEF3855B
F0976D17 O88CE80A A454EDF3

FD921CA9 85FD62BB C64FDEEE
1AC51D67 2D5E555E 3503E584

00000000

= 2 : message block
00000000 00000000 00000000
00000000 00000000 00000000
=2 : add M to B

8492257E 07217DFC 87235DOF
AFE28816 1FF513ED BD5E75DE

89EF2B75 A1660C46 TEF3855B
F0976D17 088CE80A A454EDF3

FD921CA9 85FD62BB C64FDEEE
1AC51D67 2DSES55E 3503E584

00000000

= 2 : xor counter W into A

8492257E 07217DFC 87235DOF
AFE28816 1FF513ED BD5E75DE

89EF2B75 A1660C46 TEF3855B
F0976D17 O88CE80A A454EDF3

FD921CA9 85FD62BB C64FDEEE
1AC51D67 2DSES55E 3503E584

00000000

= 2 : permutation - rotate

8492257E 07217DFC 87235DOF
AFE28816 1FF513ED BD5E75DE

56EB13DE 188D42CC OAB6FDE7
DA2FE12E D0141119 DBE748A9

7297B58C
1C096BF4

E7134EE6
AB7CFB10

FC88A7B1

7297B58C

1C096BF4

E7134EE6
AB7CFB10

00000000
00000000

FC88A7B1

7297B58C

1C096BF4

E7134EE6
AB7CFB10

FC88A7B1

7297B58C

1C096BF4

E7134EE6
AB7CFB10

B

FC88A7B1

6B18ES2F
D7E83812

1BC67793
AC76224B

A9C79C80
098B6CBF

BA130493
1BC67793
AC76224B

A9C79C80
098B6CBF

00000000
00000000

BA130493

1BC67793

AC76224B

A9C79C80
098B6CBF

BA130493
1BC67793
AC76224B

A9C79C80
098B6CBF

BA130493

EF26378C
449758EC

161

TFB1C723
5215781C

50DBBBE1
FA20195F

1A5AD340

TFB1C723

5215781C

50DBBBE1
FA20195F

00000000
00000000

1A5AD340

TFB1C723

5215781C

50DBBBE1
FA20195F

1A5AD340

TFB1C723
5215781C

50DBBBE1
FA20195F

1A5AD340

8E46FF63
FO38A42A

B66FC640
CD5D2669

F2DA6688
75488717

68A1A357

B66FC640

CD5D2669

F2DA6688
75488717

00000000
00000000

68A1A357

B66FC640

CD5D2669

F2DA6688
75488717

68A1A357

B66FC640
CD5D2669

F2DA6688
75488717

68A1A357

8C816CDF
4CD39ABA



C : 643CF641
8E4E149D

W : 00000002

block number

A : C943C410
F5341AC3
B : BFCBED60
D6BBSC1E
C : 643CF641
8E4E149D
W : 00000002

block number

A : 20491CA1
682D693A

B : 820A468E

72C1FB63
C : 643CF641
8E4E149D
W : 00000002

block number

A : 33EODA7D
3A5C06D9
B : DAF409D0
1699CD03
C : 643CF641
8E4E149D
W : 00000002

block number

A : A47D2606
288A31D3
B : DAF409D0
1699CD03
C : 643CF641
8E4E149D
W : 00000002

block number

A : A47D2606
288A31D3

FD921CA9 85FD62BB C64FDEEE E7134EE6
1AC51D67 2DSES55E 3503E584 AB7CFB10

00000000

= 2 : permutation (j = 0)

4B9134EF 31EFBBOF AC63BESF 30AA2521
DOB751D5 16BOFAOE 8F3DF915

5599C245 5710D79A 04C5B506 19641080
9B176C77 496727C2 C70C97B9 996C4BCA

FD921CA9 85FD62BB C64FDEEE E7134EE6
1AC51D67 2DSE555E 3503E584 AB7CFB10

00000000

= 2 : permutation (j = 1)

EB28B829 8E525199 B896DDA0 A7D79EBC
1F3CFE7A E90C388B D8C6DAAS

2D6D029B 82E25781 65698F76 A51AB7C5
22F99F39 E363E1E2 C9700D2C 6AFOF6D6

FD921CA9 85FD62BB C64FDEEE E7134EE6
1AC51D67 2DSE555E 3503E584 AB7CFB10

00000000

= 2 : permutation (j = 2)

EA775049 5B8219CC CEF0326D OCE5C43A
FE6F5621 51A2662D 00C48A61

3F639964 C66B562C 87CS5FAC2 862A4A09
27F8EB1A E5489065 CA366C8A 1042148A

FD921CA9 85FD62BB C64FDEEE E7134EE6
1AC51D67 2D5ES55E 3503E584 AB7CFB10

00000000

= 2 : permutation - add C to A

E1449080 0C673FB4 9FE96A68 3B5890C7
1F4DB4B4 1FBA8CD3 791EB4FF

3F639964 C66B562C 87CHFAC2 862A4A09
27F8EB1A E5489065 CA366C8A 1042148A

FD921CA9 85FD62BB C64FDEEE E7134EE6
1AC51D67 2DSE555E 3503E584 AB7CFB10

00000000

= 2 : subtract M from C

E1449080 0C673FB4 9FE96A68 3B5890C7
1F4DB4B4 1FBA8CD3 791EB4FF

A9C79C80
098B6CBF

16A218E4
37118802
3D407AC8

A9C79C80
098B6CBF

223E4E9D
8EE01181
A74144F2

A9C79C80
098B6CBF

9DF42A97

08488CB5
4F12203B

A9C79C80
098B6CBF

7792845B
08488CB5
4F12203B

A9C79C80
098B6CBF

7792845B

162

50DBBBE1
FA20195F

ES8OEABE4

0B7CAADC

2E610CA5

50DBBBE1
FA20195F

210ADBB1

000A92CC

82373D04

50DBBBE1
FA20195F

DC70ACS5F

A468C3AB

AA33E3DB

50DBBBE1
FA20195F

9E8F82EF

A468C3AB
AA33E3DB

S50DBBBE1
FA20195F

9E8F82EF

F2DA6688
75488717

0B834617

ED7E6057

CA3B74D4

F2DA6688
75488717

1C599CC5

FDC5ESF5

77D0O8A93

F2DA6688
75488717

A729892C

CA840679

109A60B8

F2DA6688
75488717

AB60FD26

CA840679
109A60B8

F2DA6688
75488717

AB60FD26



B : DAF409D0O

1699CD03
C : 643CF5C1
8E4E149D
W : 00000002

block number

A : A47D2606
288A31D3
B : 643CF5C1
8E4E149D
C : DAF409D0
1699CD03
W : 00000002

n0_final = 0 :

A : A47D2606
288A31D3
B : 643CF641
8E4E149D
C : DAF409D0
1699CD03
W : 00000002

n0_final = 0 :

A : A47D2604

288A31D3
B : 643CF641
8E4E149D
C : DAF409D0
1699CD03
W : 00000002

n0_final = 0 :

A : A47D2604

288A31D3
B : EC82C879
293B1C9C
C : DAF409D0
1699CD03
W : 00000002

n0_final = 0 :

3F639964 C66B562C
27F8EB1A E5489065

87CBFAC2
CA366C8A

FD921CA9 85FD62BB
1AC51D67 2D5E5S55E

C64FDEEE
3503E584

00000000

=2 : swap B with C

E1449080 0C673FB4
1F4DB4B4 1FBA8SCD3

9FE96A68
T91EB4FF

FD921CA9 85FD62BB
1AC51D67 2DSES55E

C64FDEEE
3503E584

3F639964 C66B562C
27F8EB1A E5489065

87CS5FAC2
CA366C8A

00000000

add M to B

E1449080 0C673FB4
1F4DB4B4 1FBA8CD3

9FE96A68
T91EB4FF

FD921CA9 85FD62BB
1AC51D67 2DSES55E

C64FDEEE
3503E584

3F639964 C66B562C
27F8EB1A E5489065

87CS5FAC2
CA366C8A

00000000

xor counter W into A

E1449080 0C673FB4 9FE96A68
1F4DB4B4 1FBA8CD3 791EB4FF

FD921CA9 85FD62BB C64FDEEE
1AC51D67 2D5ES55E 3503E584

3F639964 C66B562C 87C5FAC2
27F8EB1A E5489065 CA366C8A

00000000

permutation - rotate B

E1449080 0C673FB4 9FE96A68
1F4DB4B4 1FBA8CD3 791EB4FF

3953FB24 C5770BFA BDDD8COF
3ACE358A AABCS5ABC CBO86A07

3F639964 C66B562C 87C5FAC2
27F8EB1A E5489065 CA366C8A

00000000

permutation (j = 0)

862A4A09
1042148A

E7134EE6
AB7CFB10

3B5890C7

E7134EE6

AB7CFB10

862A4A09
1042148A

3B5890C7

E7134EE6

AB7CFB10

862A4A09
1042148A

3B5890C7

E7134EE6

AB7CFB10

862A4A09
1042148A

3B5890C7

9DCDCE26

F62156F9

862A4A09
1042148A

08488CB5
4F12203B

A9C79C80
098B6CBF

77928458
A9C79C80
098B6CBF

08488CB5
4F12203B

7792845B
A9C79C80
098B6CBF

08488CB5
4F12203B

7792845B
A9C79C80
098B6CBF

08488CB5
4F12203B

7792845B

3901538F
D97E1316

08488CB5
4F12203B

163

A468C3AB
AA33E3DB

50DBBBE1
FA20195F

9E8F82EF

50DBBBE1

FA20195F

A468C3AB
AA33E3DB

9E8F82EF

50DBBBE1

FA20195F

A468C3AB
AA33E3DB

9E8F82EF

50DBBBE1

FA20195F

A468C3AB
AA33E3DB

9E8F82EF

TTC2A1B7

32BFF440

A468C3AB
AA33E3DB

CA840679
109A60B8

F2DA6688
75488717

AB60FD26

F2DA6688

75488717

CA840679
109A60B8

AB60FD26

F2DA6688

75488717

CA840679
109A60B8

AB60FD26

F2DA6688

75488717

CA840679
109A60B8

AB60FD26

CD11E5B4

OE2EEA91

CA840679
109A60B8



A : 6FT90FAB

SE570DE2
B : 9446B9F6
F3DECB25
C : DAF409D0
1699CD03

W : 00000002

n0_final = 0 :

A : 1C290251
B1A3A821
B : CF4DBDA1
046B6BES
C : DAF409D0
1699CD03

W : 00000002

n0_final = 0 :

A : F16BE812
C9469D61
B : 3B777D9B
66A3B92C
C : DAF409D0
1699CD03
W : 00000002

n0_final = 0

A : 5402B016
E5C70B26
B : 3B777D9B
66A3B92C
C : DAF409D0
1699CD03

W : 00000002

n0_final = 0 :

A : 5402B016
E5C70B26
B : 3B777D9B
66A3B92C
C : DAF40950
1699CD03

W : 00000002

A4000660 457B3Fb54
8C5E25B4 E031024C

055D9F72 4B9918A7
063DB15F 4AB648CA

3F639964 C66B562C
27F8EB1A E5489065

00000000

permutation (j

96B16EA7
50192595

BE11F2DC
39F60E65

87C5FAC2
CA366C8A

1)

4185CEBF BE63FCF7 5123632C
FOB5BB96 2E98F6F6 21871755

87AAAT01 BOD331B5 7862DE48
B20153FE D4F0929C DD308019

3F639964 C66B562C 87C5FAC2
27F8EB1A E5489065 CA366C8A

00000000

permutation (j

2)

B54B9216 05295BC3 55F0AA85
S5093FAE2 EFCB8BBF 94F698D6

E71DA24C 9289C8A8 8EA8364D
A17E515C EFS5A6AFD E7C9BDB3

3F639964 C66B562C 87C5FAC2
27F8EB1A E5489065 CA366C8A

00000000

: permutation - add C to A

26ABFA79 9BETA217 6AF8A837
FD9A2678 6F1F23C9 C8DBDOC1

E71DA24C 9289C8A8
A17E515C EF5A6AFD

3F639964 C66B562C
27F8EB1A E5489065

00000000

subtract M from

26ABFA79 9BET7A217
FD9A2678 6F1F23C9

E71DA24C 9289C8A8
A17E515C EF5A6AFD

3F639964 C66B562C
27F8EB1A E5489065

00000000

8EA8364D
E7C9BDB3

87CBFAC2
CA366C8A

C

6AF8A837
C8DBDOC1

8EA8364D
E7C9BDB3

87CBFAC2
CA366C8A

79837F24

BDE71C96

7CC45DA7

862A4A09
1042148A

CE9QE9872

35926EF3

C8E9DCC3

862A4A09
1042148A

918A9119

65BOCAOB

A76ADB19

862A4A09
1042148A

F46EF30C

65BOCAOB

A76ADB19

862A4A09
1042148A

F46EF30C

65BOCAOB

A76ADB19

862A4A09
1042148A

938A78F3
1E772012
E903DFB2

08488CB5
4F12203B

8731B9CB
33A4044D
AACOF951

08488CB5
4F12203B

3A83095E
2DFC6573
FAFFF7BE

08488CB5
4F12203B

B23B2A3A
2DFC6573
FAFFF7BE

08488CB5
4F12203B

B23B2A3A

2DFC6573
FAFFF7BE

08488CB5
4F12203B

164

D5933692

C5E98A03

DFFB282B

A468C3AB
AA33E3DB

39B5BAD2

5AB41DOE

7T9BC157A

A468C3AB
AA33E3DB

B944B03B

4FBE9E20

E34C5EB4

A468C3AB
AA33E3DB

28E9C16E

4FBE9E20

E34C5EB4

A468C3AB
AA33E3DB

28E9C16E

4FBE9E20

E34C5EB4

A468C3AB
AA33E3DB

6CA2E17B

097EDSED

7513447A

CA840679
109A60B8

61418961

CC854370

T498FE6GA

CA840679
109A60B8

A257427F

3305D39B

82389BFD

CA840679
109A60B8

F273ECBB

3305D39B

82389BFD

CA840679
109A60B8

F273ECBB

3305D39B

82389BFD

CA840679
109A60B8



n0_final = 0 :

A : 5402B016
E5C70B26
B : DAF40950
1699CD03
C : 3B777D9B
66A3B92C

W : 00000002

n0_final =1 :
A : 5402B016
E5C70B26
B : DAF409D0
1699CD03
C : 3B777D9B
66A3B92C

W : 00000002

n0_final =1 :
A : 5402B014
E5C70B26
B : DAF409D0
1699CD03
C : 3B777D9B
66A3B92C
W : 00000002
n0_final =1 :
A : 5402B014
E5C70B26
B : 13A1B5E8
9A062D33
C : 3B777D9B
66A3B92C
W : 00000002

n0_final =1 :

A : B2B7AC93
09CA6539
B : F93A70EO
C239C0A1
C : 3B777D9B
66A3B92C

swap B with C

26ABFA79 9BETA217 6AF8A837
FD9A2678 6F1F23C9 C8DBDOC1

3F639964 C66B562C 87C5FAC2
27F8EB1A E5489065 CA366C8A

E71DA24C 9289C8A8 8EA8364D
A17E515C EFS5A6AFD E7C9BDB3

00000000

add M to B

26ABFA79 9BETA217 6AF8A837
FD9A2678 6F1F23C9 C8DBDOC1

3F639964 C66B562C 87C5FAC2
27F8EB1A E5489065 CA366C8A

E71DA24C 9289C8A8 8EA8364D
A17E515C EFS5A6AFD E7C9BDB3

00000000

xor counter W into A

26ABFA79 9BETA217 6AF8A837
FD9A2678 6F1F23C9 C8DBDOC1

3F639964 C66B562C 87C5FAC2
27F8EB1A E5489065 CA366C8A

E71DA24C 9289C8A8 8EA8364D
A17E515C EFS5A6AFD E7C9BDB3

00000000

permutation - rotate B

26ABFA79 9BETA217 6AF8A837
FD9A2678 6F1F23C9 C8DBDOC1

32C87EC7 AC598CD6 F5850F8B
D6344FF1 20CBCA91 D915946C

E71DA24C 9289C8A8 8EA8364D
A17E515C EFS5A6AFD E7C9BDB3

00000000

permutation (j = 0)

3280FOEF B7D1A386 134AD19A
80F200DF 72A143BF 9869ED12

00D3F200 80E2EB89 F43A3B69
D36560C3 CCC92962 D5BD3A34

E71DA24C 9289C8A8 8EA8364D
A17E515C EFS5A6AFD E7C9BDB3

F46EF30C

862A4A09

1042148A

65BOCAOB
A76ADB19

F46EF30C

862A4A09

1042148A

65BOCAOB
A76ADB19

F46EF30C

862A4A09

1042148A

65BOCAOB
A76ADB19

F46EF30C

94130C54

29142084

65BOCAOB
A76ADB19

DFA84728

0871A07E

1F601264

65BOCAOB
A76ADB19

B23B2A3A
08488CB5
4F12203B

2DFC6573
FAFFF7BE

B23B2A3A
08488CB5
4F12203B

2DFC6573
FAFFF7BE

B23B2A3A
08488CB5
4F12203B

2DFC6573
FAFFF7BE

B23B2A3A
196A1091
40769E24

2DFC6573
FAFFF7BE

2E1F3273

E334ECAE
4D923358

2DFC6573
FAFFF7BE

165

28E9C16E

A468C3AB

AA33E3DB

4FBE9E20
E34C5EB4

28E9C16E

A468C3AB

AA33E3DB

4FBE9E20
E34C5EB4

28E9C16E

A468C3AB

AA33E3DB

4FBE9E20
E34C5EB4

28E9C16E

875748D1

C7B75467

4FBE9E20
E34C5EB4

F925D5FE

0874BBA2

C740F4B6

4FBE9E20
E34C5EB4

F273ECBB

CA840679

109A60B8

3305D39B
82389BFD

F273ECBB

CA840679

109A60B8

3305D39B
82389BFD

F273ECBB

CA840679

109A60B8

3305D39B
82389BFD

F273ECBB

0CF39508

C1702134

3305D39B
82389BFD

3BCOA039

DDD875D6

6E556C0C

3305D39B
82389BFD



W : 00000002
n0_final =1 :
A : OE22DDOD
18CB4BF6
B : 8C380710
75AEA3B1
C : 3B777D9B
66A3B92C
W : 00000002

n0_final =1 :

A

n0_final =1 :

A

n0_final =1 :

A

n0_final = 1

A

B18EG80E
03E5CBA8

: 260A3DC2

TDTFAAEOQ

: 3B777D9B

66A3B92C

: 00000002

AA38E80B
AD5D9343

: 260A3DC2

TDTFAAEOQ

: 3B777D9B

66A3B92C

: 00000002

AA38E80B
AD5D9343

: 260A3DC2

TDTFAAEOQ

: 3B777D1B

66A3B92C

: 00000002

AA38E80B
AD5D9343

: 3B777D1B

66A3B92C

00000000
permutation (j = 1)
S5A7TED8B2 555E9A44 68F49ABD

A18475A2 6D809BBD 99766B2F

D2D21616 38F39361 5F2FBD22
034BE6CA 3333377E 3C71112B

E71DA24C 9289C8A8 8EA8364D
A17E515C EFS5A6AFD E7C9BDB3

00000000

permutation (j = 2)

6100E1AB B3089D3F 953C78F7
A40C93A9 622FA53C 8FC52BEO

E9E62340 385A3EBF 2978F492
87798FA8 9F7TFSE35 4A9F52FE

E71DA24C 9289C8A8 8EA8364D
A17E515C EF5A6AFD E7C9BDB3

00000000

permutation - add C to A

A994046A C3229CBC 5AD13E73
17CBF1F9 2CAA53C9 B22A93B1

E9E62340 385A3EBF 2978F492
87798FA8 9F7TFS5E35 4A9F52FE

E71DA24C 9289C8A8 8EA8364D
A17E515C EFS5A6AFD E7C9BDB3

00000000

subtract M from C

A994046A C3229CBC 5AD13E73
17CBF1F9 2CAA53C9 B22A93B1

E9E62340 385A3EBF 2978F492
87798FA8 9FTFS5E35 4A9F52FE

E71DA24C 9289C8A8 8EA8364D
A17E515C EFS5A6AFD E7C9BDB3

00000000

swap B with C

A994046A C3229CBC 5AD13ET73
17CBF1F9 2CAA53C9 B22A93B1

E71DA24C 9289C8A8 8EA8364D
A17E515C EFS5A6AFD E7C9BDB3

6F4B6A35

F7D7TF4F5

AE74B102

65BOCAOB
A76ADB19

69DD127D

A1DE4E1A

AOF35652

65BOCAOB
A76ADB19

ADC3B862

A1DE4E1A

AOF35652

65BOCAOB
A76ADB19

ADC3B862

A1DE4E1A
AOF35652

65BOCAOB
A76ADB19

ADC3B862

65BOCAOB
A76ADB19

7TBF14653
98125300
1F2ADF1C

2DFC6573
FAFFF7BE

TE11BDC3
AEDBB855
65A6D26E

2DFC6573
FAFFF7BE

85DDBE95

AEDBB855
65A6D26E

2DFC6573
FAFFF7BE

85DDBE95
AEDBB855
65A6D26E

2DFC6573
FAFFF7BE

85DDBE95

2DFC6573
FAFFF7BE

166

269337DB

82961306

57ED2149

4FBE9E20
E34C5EB4

06E6CF36

49DB44CD

320A1851

4FBE9E20
E34C5EB4

BD7F2851

49DB44CD

320A1851

4FBE9E20
E34C5EB4

BD7F2851

49DB44CD
320A1851

4FBE9E20
E34C5EB4

BD7F2851

4FBE9E20
E34C5EB4

6CB49EOE

DD397F7D

4FE1B9E9

3305D39B
82389BFD

CD828F57

DOB179F3

EFF9A7CD

3305D39B
82389BFD

9F25611C

DOB179F3

EFF9A7CD

3305D39B
82389BFD

9F25611C

DOB179F3
EFF9A7CD

3305D39B
82389BFD

9F25611C

3305D39B
82389BFD



C : 260A3DC2
TDTFAAEO

W : 00000002

n0_final = 2 :

A : AA38ES0B
AD5D9343
B : 3B777D9B
66A3B92C
C : 260A3DC2
7DTFAAEO

W : 00000002

n0_final = 2 :

A : AA38E809
AD5D9343
B : 3B777D9B
66A3B92C
C : 260A3DC2
TDTFAAEO

W : 00000002

n0_final = 2 :

A : AA38E809
AD5D9343
B : FB3676EE
7258CD47
C : 260A3DC2
TDTFAAEOQ

W : 00000002

n0_final = 2 :

A : EB3858E3
EC309F7C
B : 9725D95D
F7TEFAOD
C : 260A3DC2
TD7FAAEOQ

W : 00000002

n0_final = 2 :

A : 5C8DD649
CCE4F762

E9E62340 385A3EBF 2978F492
87798FA8 9F7TFSE35 4A9F52FE

00000000

add M to B

A994046A C3229CBC 5AD13E73
17CBF1F9 2CAA53C9 B22A93B1

E71DA24C 9289C8A8 8EA8364D
A17E515C EFS5A6AFD E7C9BDB3

E9E62340 385A3EBF 2978F492
87798FA8 9FTFSE35 4A9F52FE

00000000

xor counter W into A

A994046A C3229CBC 5AD13ET73
17CBF1F9 2CAA53C9 B22A93B1

E71DA24C 9289C8A8 8EA8364D
A17E515C EF5A6AFD E7C9BDB3

E9E62340 385A3EBF 2978F492
87798FA8 9FTFBE35 4A9F52FE

00000000

permutation - rotate B

A994046A C3229CBC 5AD13E73
17CBF1F9 2CAA53C9 B22A93B1

4499CE3B 91512513 6C9B1D50
A2B942FC DSFBDEB4 7B67CF93

E9E62340 385A3EBF 2978F492
87798FA8 9FTFBE35 4A9F52FE

00000000

permutation (j = 0)

3571FF05 O7F3E3A5 FO1ACEC6
79D58COA 4E25C57F 79B079C2

OBA369BF D9D4169F 615F3855
C358F69C 1A2D87E9 7080191B

E9E62340 385A3EBF 2978F492
87798FA8 9FTF5E35 4A9F52FE

00000000

permutation (j = 1)

1612AD22 789B27A7 2AB3CED6
85DF8D82 3DC305DA F80F92C3

A1DE4E1A
AOF35652

ADC3B862

65BOCAOB

A76ADB19

A1DE4E1A
AOF35652

ADC3B862

65BOCAOB

A76ADB19

A1DE4E1A
AOF35652

ADC3B862

9416CB61

B6334ED5

A1DE4E1A
AOF35652

7C2B8559

ABF9EC65
78A13AB7

A1DE4E1A
AOF35652

46180EC5

AEDBB855
65A6D26E

85DDBE95
2DFC6573
FAFFF7BE

AEDBB855
65A6D26E

85DDBE95
2DFC6573
FAFFF7BE

AEDBB855
65A6D26E

85DDBE95

CAE65BF8
EF7DF5FF

AEDBB855
65A6D26E

782CE3DD
121FABD3
1475EB0O5

AEDBB855
65A6D26E

FE6C7E91

167

49DB44CD
320A1851

BD7F2851

4FBE9E20

E34C5EB4

49DB44CD
320A1851

BD7F2851

4FBE9E20

E34C5EB4

49DB44CD
320A1851

BD7F2851

3C409F7D

BD69C698

49DB44CD
320A1851

553117F5

D24FD6FO0
82DF916B

49DB44CD
320A1851

AS5AC461A

DOB179F3
EFF9A7CD

9F25611C

3305D39B

82389BFD

DOB179F3
EFF9A7CD

9F25611C

3305D39B

82389BFD

DOB179F3
EFF9A7CD

9F25611C

A736660B

37FB0471

DOB179F3
EFF9A7CD

DC8BA789

6D189461
601339DB

DOB179F3
EFF9A7CD

87B17270



B : D421E125
4D8FDDAD

C : 260A3DC2
TDTFAAEOQ

W : 00000002

n0_final = 2 :

A : 3F7A1D06
BCOF4857
B : F91EEESE
49AAFBEO
C : 260A3DC2
TD7FAAEOQ

W : 00000002

n0_final = 2 :

A : A38C0C63
00D909DA
B : F91EEESE
49AAFBEO
C : 260A3DC2
TDTFAAEOQ

W : 00000002

n0_final = 2 :

A : A38C0C63
00D909DA
B : F91EEESE
49AAFBEO
C : 260A3D42
TDTFAAEOQ
W : 00000002

n0_final = 2 :

A : A38C0C63
00OD909DA
B : 260A3D42
TD7FAAEOQ

C : F91EEESE
49AAFBEO

W : 00000002

EBOEF9F6
6F5CBFE4

E9E62340
877T98FA8

00000000

AEE6GESBA
A15C35CC

99DCC78C
4D9C01C6

E9E62340
87798FA8

00000000

17C2CAE8
61AD8518

99DCC78C
4D9C01C6

E9E62340
87798FA8

00000000

17C2CAE8
61AD8518

99DCC78C
4D9C01C6

E9E62340
87798FA8

00000000

swap B

17C2CAE8
61AD8518

E9E62340
87798FA8

99DCC78C
4D9C01C6

00000000

B70F6574 FAFC24D3 64E8D056
B33FD78A 344C031F 48A58454

385A3EBF 2978F492 A1DE4E1A
OF7F5E35 4A9F52FE AOF35652

permutation (j = 2)

33DFA929 684A2EF8 2D4ABF45
F42A4EA9 825D3AC4

82F72599 8CACD775 09544255
CB6E700F CE4DCF97 D2BBBFO0

385A3EBF 2978F492 A1DE4E1A
9F7F5E35 4A9F52FE AOF35652

permutation - add C to A

3248572C 1C89CAD5 176ED597
90266914 9DC1F617

82F72599 8CACD775 09544255
CB6E700F CE4DCF97 D2BBBF00

385A3EBF 2978F492 A1DE4E1A
OF7F5E35 4A9F52FE AOF35652

subtract M from C

3248572C 1C89CADS 176EDS597
90266914 9DC1F617

82F72599 8CACD775 09544255
CB6E700F CE4DCF97 D2BBBF00

385A3EBF 2978F492 A1DE4E1A
OF7F5E35 4A9F52FE AOF35652

with C (final state)

3248572C 1C89CADS 176ED597
90266914 9DC1F617

385A3EBF 2978F492 A1DE4E1A
9F7F5E35 4A9F52FE AOF35652

82F72599 8CACD775 09544255
CB6E700F CE4DCF97 D2BBBF00

Hash value (word array):

SE1F25DB
29785764

AEDBB855
65A6D26E

6CDA81F1

ED275CF3

0C5364FB

AEDBB855
65A6D26E

B242B8AD

ED275CF3

0C5364FB

AEDBB855
65A6D26E

B242B8AD

ED275CF3

0C5364FB

AEDBB855
65A6D26E

B242B8AD

AEDBB855

65A6D26E

ED275CF3
0C5364FB

168

66A357C4
S5FEC9B32

49DB44CD
320A1851

52EE20E5

0166F95E

B40C8732

49DB44CD
320A1851

73298C22

0166F95E

B40C8732

49DB44CD
320A1851

73298C22

0166F95E

B40C8732

49DB44CD
320A1851

73298C22

49DB44CD

320A1851

0166F95E
B40C8732

DDC145FE
B868FE39

DOB179F3
EFF9A7CD

592A3656

2C375AFA

0D733948

DOB179F3
EFF9A7CD

TADF1817

2C375AFA

0D733948

DOB179F3
EFF9A7CD

TADF1817

2C375AFA

0D733948

DOB179F3
EFF9A7CD

TADF1817

DOB179F3

EFF9A7CD

2C375AFA
0D733948



H : CB6E700F CE4DCF97 D2BBBFOO 0C5364FB B40C8732 0D733948

Hash value (byte array):

H : OF 70 6E CB 97 CF 4D CE 00 BF BB D2 FB 64 53 0C
32 87 0C B4 48 39 73 0D

B.2 Intermediate States for Shabal-192 (Message B)

init

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : message block

M : 000000CO 000000C1 000000C2 000000C3 000000C4 000000C5 000000C6 000000CT
000000C8 000000C9 000000CA 000000CB 000000CC 000000CD 000000CE 000000CF

block number = -1 : add M to B

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 000000CO 000000C1 000000C2 000000C3 000000C4 000000C5 000000C6 000000CT
000000C8 000000C9 000000CA 000000CB 000000CC 000000CD 000000CE 000000CF

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : xor counter W into A

A : FFFFFFFF FFFFFFFF 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 000000CO 000000C1 000000C2 000000C3 000000C4 000000C5 000000C6 000000CT
000000C8 000000C9 000000CA 000000CB 000000CC 000000CD 000000CE 000000CF

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF
block number = -1 : permutation - rotate B

A : FFFFFFFF FFFFFFFF 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
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B : 01800000

01900000
C : 00000000
00000000
W : FFFFFFFF

block number

A : F78A4200
24F95064
B : 028800C2
D826AF9B
C : 00000000
00000000
W : FFFFFFFF

block number

A : B11AE0O6
5D489898
B : 6E986FA3
FEA840CE
C : 00000000
00000000

W : FFFFFFFF

block number

A : 6A2E9EF8
56F43E26

B : 58BCBB94
C5CEA626

C : 00000000
00000000

W : FFFFFFFF

block number

A : 6A2EQEF8
56F43E26
B : 58BCBB94
C5CEA626
C : 00000000
00000000

W : FFFFFFFF

block number

01820000 01840000 01860000
01920000 01940000 01960000

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 0)

10145AFD AE842D9A 7DA2B6D1
DD75BF25 2CE50A5D 109E76BE

F8D8F4B6 29CC61C2 DCBC40CD
21AE40DA DO32F5A2 EC4D8941

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 1)

5117AAEA F864E13E 8395DEC5
3D28BACY9 DF45C1AD C5245735

OEF5A5BE CF36EA1B A553B940
EDB4D4A1 ATFEF584 A4F133B9

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 2)

2A8ED2CE 5B7DEB2B 76F5EC56
A9D57A1C 5FD697A6 E72A8ACB

EC47A15F AEE93484 DFCBC8F7
4B6B8229 16E719E3 7D6323F4

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation - add C

2A8ED2CE 5B7DEB2B 76F5EC56
A9D57A1C 5FD697A6 E72A8ACB

EC47A15F AEE93484 DFCBC8F7
4B6B8229 16E719E3 7D6323F4

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : subtract M from C

01880000
01980000

00000000
00000000

E125063B

1DCAF9C4

OB45BDFF

00000000
00000000

7473DED3

992294EF

9D075AD2

00000000
00000000

C761D844

A79448D8

9305747C

00000000
00000000

to A

C761D844

A79448D8

9305747C

00000000
00000000

018A0000
019A0000

00000000
00000000

87057989
7TBEE8676
ECDFA502

00000000
00000000

F4F3C55C
350A49DA
D2B370A6

00000000
00000000

6FFDD495
BF65BE85
F34C64AE

00000000
00000000

6FFDD495

BF65BE85
F34C64AE

00000000
00000000

170

018C0000
019C0000

00000000
00000000

D33D3495

2FDACB6A

5243D265

00000000
00000000

EE1065D0

TFOFA886

B5683EES

00000000
00000000

ABE50D15

5A9D45D8

CAF91592

00000000
00000000

A6E50D15

5A9D45D8

CAF91592

00000000
00000000

018E0000
019E0000

00000000
00000000

15494983

E94AB67C

8161492E

00000000
00000000

OFBCE63D

E84EC433

F2818B9F

00000000
00000000

CB7EBB78

59979BCE

FDD6620B

00000000
00000000

CB7EBB78

59979BCE

FDD6620B

00000000
00000000



A : 6A2E9EF8 2A8ED2CE 5B7DEB2B 76F5EC56 C761D844 6FFDD495 A6E50D15 CB7EBB78
56F43E26 A9D57A1C S5FD697A6 E72A8ACB

B : 58BCBB94 EC47A15F AEE93484 DFCBC8F7 A79448D8 BFE65BE85 5A9D45D8 59979BCE
C5CEA626 4B6B8229 16E719E3 7D6323F4 9305747C F34C64AE CAF91592 FDD6620B

C : FFFFFF40 FFFFFF3F FFFFFF3E FFFFFF3D FFFFFF3C FFFFFF3B FFFFFF3A FFFFFF39
FFFFFF38 FFFFFF37 FFFFFF36 FFFFFF35 FFFFFF34 FFFFFF33 FFFFFF32 FFFFFF31

W : FFFFFFFF FFFFFFFF

block number = -1 : swap B with C

A : 6A2E9EF8 2A8ED2CE 5B7DEB2B 76F5EC56 C761D844 6FFDD495 A6E50D15 CB7EBB78
56F43E26 A9D57A1C S5FD697A6 E72A8ACB

B : FFFFFF40 FFFFFF3F FFFFFF3E FFFFFF3D FFFFFF3C FFFFFF3B FFFFFF3A FFFFFF39
FFFFFF38 FFFFFF37 FFFFFF36 FFFFFF35 FFFFFF34 FFFFFF33 FFFFFF32 FFFFFF31

C : 58BCBB94 EC47A15F AEE93484 DFCBC8F7 A79448D8 BF65BE85 5A9D45D8 59979BCE
C5CEA626 4B6B8229 16E719E3 7D6323F4 9305747C F34C64AE CAF91592 FDD6620B

W : FFFFFFFF FFFFFFFF

block number = 0 : increment counter W

A : 6A2E9EF8 2A8ED2CE 5B7DEB2B 76F5EC56 C761D844 6FFDD495 A6E50D15 CB7EBB78
56F43E26 A9D57A1C S5FD697A6 E72A8ACB

B : FFFFFF40 FFFFFF3F FFFFFF3E FFFFFF3D FFFFFF3C FFFFFF3B FFFFFF3A FFFFFF39
FFFFFF38 FFFFFF37 FFFFFF36 FFFFFF35 FFFFFF34 FFFFFF33 FFFFFF32 FFFFFF31

C : 58BCBB94 EC47A15F AEE93484 DFCBC8F7 A79448D8 BF65BE85 5A9D45D8 59979BCE
C5CEA626 4B6B8229 16E719E3 7D6323F4 9305747C F34C64AE CAF91592 FDD6620B

W : 00000000 00000000

block number = 0 : message block

M : 000000DO 000000D1 000000D2 000000D3 000000D4 000000D5 000000D6 000000D7
000000D8 000000D9 000000DA 000000DB 000000DC 000000DD OOOOOODE O0000O0DF

block number = 0 : add M to B

A : 6A2E9EF8 2A8ED2CE 5B7DEB2B 76F5EC56 C761D844 6FFDD495 A6E50D15 CB7EBB78
56F43E26 A9D57A1C S5FD697A6 E72A8ACB

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010

C : 58BCBB94 EC47A15F AEE93484 DFCBC8F7 A79448D8 BF65BE85 5A9D45D8 59979BCE
C5CEA626 4B6B8229 16E719E3 7D6323F4 9305747C F34C64AE CAF91592 FDD6620B

W : 00000000 00000000

block number = 0 : xor counter W into A

A : 6A2E9EF8 2A8ED2CE 5B7DEB2B 76F5EC56 C761D844 6FFDD495 A6E50D15 CB7EBB78
56F43E26 A9D57A1C S5FD697A6 E72A8ACB

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
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C : 58BCBB94
C5CEA626

W : 00000000

block number

A : 6A2E9EF8
56F43E26
B : 00200000
00200000
C : 58BCBB94
C5CEA626

W : 00000000

block number

A : 40EDD726
237E61BE

B : 20C6148A
DCC19E41

C : 58BCBB94
C5CEA626

W : 00000000

block number

A : DCBODIFF

9E7C5606
B : BEA811AF
9ACC1283
C : 58BCBB94
C5CEA626

W : 00000000

block number

A : A26F4FDE
ABCC94F0

B : 61550878
1A48B71C

C : 58BCBB94
C5CEA626

W : 00000000

block number

A : FD749ED4
62931DA9

EC47A15F AEE93484
4B6B8229 16E719E3

00000000

= 0 : permutation

2A8ED2CE 5B7DEB2B
A9D57A1C 5FD697A6

00200000 00200000
00200000 00200000

EC47A15F AEE93484
4B6B8229 16E719E3

00000000

= 0 : permutation

1A8754BC 7AF69209
50533EB1 77550A53

COA0482A 20FEE685
AFECC14E 88EAF5AC

EC47A15F AEE93484
4B6B8229 16E719E3

00000000

= 0 : permutation

9807FEF5 55FCAED1
FC6CBOE4 5699952C

428F0F99 F1F49AC3
38218397 BBD6BA7T

EC47A15F AEE93484
4B6B8229 16E719E3

00000000

= 0 : permutation

24426C48 949686DD
E7106561 2495F432

89EF2B75 A1660C46
F0976D17 088CE80A

EC47A15F AEE93484
4B6B8229 16E719E3

00000000

= 0 : permutation

B798E530 33904B6F
E778C8DB 22B3998E

DFCBC8F7 A79448D8
7D6323F4 9305747C

- rotate B

T6F5EC56 C761D844
E72A8ACB

00200000 00200000
00200000 00200000

DFCBC8F7 A79448D8
7D6323F4 9305747C

(G =0

DD22532D 04BFEA68
4EE347AA

BD139D7F FB001597
B15CB855 BF5228D9

DFCBC8F7 A79448D8
7D6323F4 9305747C

G=10

DDFCB641 2546AE31
8FDD2936

7C94CC73 978382D6
40BA3915 A41D007D

DFCBC8F7 A79448D8
7D6323F4 9305747C

G=2

723E1870 DO2F6DE4
6F985A6C

TEF3855B 7297B58C
A454EDF3 1C096BF4

DFCBC8F7 A79448D8
7D6323F4 9305747C

- add C to A

46BDABSE 076934B4
AC15CFB9

BF65BE85
F34C64AE

6FFDD495
00200000
00200000

BF65BE85
F34C64AE

4E68A17B
B1D75E84
E538AB43

BF65BE85
F34C64AE

EFC27512

603DF212
DA4CDC6A

BF65BE85
F34C64AE

TF2B95C6
1BC67793
AC76224B

BFE65BE85
F34C64AE

454B4058

172

5A9D45D8
CAF91592

ABE50D15

00200000

00200000

5A9D45D8
CAF91592

6E3AE516

91851AE9

85496DF6

5A9D45D8
CAF91592

31D29DFA

8A6C5F00

C4BFB9ES

5A9D45D8
CAF91592

80DE631A

TFB1C723
5215781C

5A9D45D8
CAF91592

TTF74527

59979BCE
FDD6620B

CB7EBB78

00200000

00200000

59979BCE
FDD6620B

89451CE8

TE6FAE317

229DACD2

59979BCE
FDD6620B

9459E7A6

9DD710E7

2E9D41FD

59979BCE
FDD6620B

DADF6026

B66FC640
CD5D2669

59979BCE
FDD6620B

FB4CF465



B : 61550878
1A48B71C

C : 58BCBBY94
C5CEA626

W : 00000000

block number

A : FDT749ED4
62931DA9

B : 61550878
1A48B71C

C : 58BCBAC4
C5CEA54E

W : 00000000

block number

A : FDT49ED4

62931DA9
B : 58BCBAC4
C5CEAB4E
C : 61550878
1A48B71C
W : 00000000

block number

A : FD749ED4
62931DA9
B : 58BCBAC4
C5CEAB4E
C : 61550878
1A48B71C
W : 00000001

block number

M : 64636261

38373635

block number

A : FD749ED4

62931DA9
B : BD201D25
FEO5DB83
C : 61550878

89EF2B75 A1660C46 TEF3855B
F0976D17 O88CE80A A454EDF3

EC47A15F AEE93484 DFCBC8F7
4B6B8229 16E719E3 7D6323F4

00000000

= 0 : subtract M from C

B798E530 33904B6F 46BDASSE
E778C8DB 22B3998E AC15CFB9

89EF2B75 A1660C46 TEF3855B
F0976D17 088CE80A A454EDF3

EC47AO8E AEE933B2 DFCBC824
4B6B8150 16E71909 7D632319

00000000

=0 : swap B with C

B798E530 33904B6F 46BDASSE
E778C8DB 22B3998E AC15CFB9

EC47AO8E AEE933B2 DFCBC824
4B6B8150 16E71909 7D632319

89EF2B75 A1660C46 TEF3855B
F0976D17 O88CE8B80A A454EDF3

00000000

=1 : increment counter W

B798E530 33904B6F 46BDASSE
E778C8DB 22B3998E AC15CFB9

EC47AO8E AEE933B2 DFCBC824
4B6B8150 16E71909 7D632319

89EF2B75 A1660C46 TEF3855B
F0976D17 O88CE8B80A A454EDF3

00000000

= 1 : message block
68676665 6C6B6A69 7O6FGEGD
42412D39 46454443 4A494847
=1: add M to B

B798E530 33904B6F 46BDASSE
E778C8DB 22B3998E AC15CFB9

54AF06F3 1B549E1B 503B3691
8DACAE89 5D2C5D4C CT7AC6B60

89EF2B75 A1660C46 TEF3855B

7297B58C
1C096BF4

A79448D8
9305747C

076934B4

7297B58C

1C096BF4

A7944804
930573A0

076934B4

A7944804

930573A0

7297B58C
1C096BF4

076934B4

A7944804

930573A0

7297B58C
1C096BF4

74737271
4E4D4C4B

076934B4

1CO7BA75

E152BFEB

7297B58C

1BC67793
AC76224B

BF65BE85
F34C64AE

454B4058
1BC67793
AC76224B

BF65BDBO
F34C63D1

454B4058
BF65BDBO
F34C63D1

1BC67793
AC76224B

454B4058

BF65BDBO
F34C63D1

1BC67793
AC76224B

78777675

5251504F

454B4058

37DD3425

459DB420

1BC67793

173

TFB1C723
5215781C

5A9D45D8
CAF91592

TTF74527

TFB1C723

5215781C

5A9D4502
CAF914B4

TTF74527

5A9D4502

CAF914B4

TFB1C723
5215781C

TTF74527

5A9D4502

CAF914B4

TFB1C723
5215781C

302D7A79
56555453

TTF74527

8ACABF7B

214E6907

TFB1C723

B66FC640
CD5D2669

59979BCE
FDD6620B

FB4CF465

B66FC640

CD5D2669

59979AF7
FDD6612C

FB4CF465

B59979AF7

FDD6612C

B66FC640
CD5D2669

FB4CF465

59979AF7

FDD6612C

B66FC640
CD5D2669

34333231
5A595857

FB4CF465

8DCACD28

582FB983

B66FC640



1A48B71C

W : 00000001

block number

A : FDT49ED5
62931DA9
B : BD201D25
FEO5DB83
C : 61550878
1A48B71C
W : 00000001

block number

A : FDT49ED5
62931DA9
B : 3A4B7A40
B707FCOB
C : 61550878
1A48B71C
W : 00000001

block number

A : AE92BFA7
ECOCCA2F
B : A7OEFFOC
7DFCCDC7
C : 61550878
1A48B71C
W : 00000001

block number

A : 16432E52
3613F4F2
B : F908641C
12454A23
C : 61550878
1A48B71C
W : 00000001

block number

A : 9A1BAE76
EB8672D9
B : 185313EA

F0976D17 088CE80A

00000000

= 1 : xor counter

B798E530 33904B6F
E778C8DB 22B3998E

54AF06F3 1B549E1B
8DACAE89 5D2C5D4C

89EF2B75 A1660C46
F0976D17 088CE80A

00000000

= 1 : permutation

B798E530 33904B6F
E778C8DB 22B3998E

ODEGA9SE 3C3636A9
5D131B59 BA98BA58

89EF2B75 A1660C46
F0976D17 088CE80A

00000000

= 1 : permutation

AS5A41FOD 97E9BFEO
95DD5CBB 8F04308E

CF91415F 5F09EFCO
DO00495F6 05CABBCO

89EF2B75 A1660C46
F0976D17 O88CE80A

00000000

= 1 : permutation

F2DFD20D 94BOEB8C
B196A6CA FOAAD41D

7150CBBA 27B148F8
AD29061F 60DA63F3

89EF2B75 A1660C46
F0976D17 088CE80A

00000000

= 1 : permutation

63F344EA 3AB9815C
56EBC058 7203658F

0F470A20 31EOB3DO

A454EDF3

W into A

46BDASSE
AC15CFB9

503B3691
C7AC6B60

TEF3855B
A454EDF3

- rotate

46BDASSE
AC15CFB9

6D22A076
D6C18F58

TEF3855B
A454EDF3

(G =0

D5D29125
5CED88C8

FEA428A2
0E916986

TEF3855B
A454EDF3

G=1

F25C60A2
5A9869F3

226E31BD
10814C51

TEF3855B
A454EDF3

G=2

FFFOAQEF
89F9EF17

40CD2940

1C096BF4

076934B4

1CO7BA75

E152BFEB

7297B58C
1C096BF4

B

076934B4

T4EA380F

TFD7C2A5

7297B58C
1C096BF4

D7E45AD4

C1CFD535
AEC2C512

7297B58C
1C096BF4

S5B7A200A

4A73A166

F90055D0

7297B58C
1C096BF4

857327D2

F1031345

AC76224B

454B4058
37DD3425
459DB420

1BC67793
AC76224B

454B4058

684A6FBA
68408B3B

1BC67793
AC76224B

AD76451A
821D6591
8ADAF684

1BC67793
AC76224B

C3588ED6
4A539216
29129C20

1BC67793
AC76224B

CAE3E932

08AB9F39

174

5215781C

TTF74527

8ACABF7B

214E6907

TFB1C723
5215781C

TTF74527

TEF71595

D20E429C

TFB1C723
5215781C

A07288D3

A2635C06
CCOAC526

TFB1C723
5215781C

658076F8

429393EF

026A034A

TFB1C723
5215781C

C69632F6

4061597D

CD5D2669

FB4CF465

8DCACD28

582FB983

B66FC640
CD5D2669

FB4CF465

9A511B95

7306BO5F

B66FC640
CD5D2669

1CEAF9A7

D7B73173
CC200E64

B66FC640
CD5D2669

583B6AD6

OAO9F4EB

3F8489E0

B66FC640
CD5D2669

453E3FD7

141CBFC6



S5E064C6B

C : 61550878
1A48B71C
W : 00000001

block number

A : 8AC1482D
C53EAC67
B : 185313EA
S5E064C6B
C : 61550878
1A48B71C
W : 00000001

block number

A : 8AC1482D
C53EAC67

B : 185313EA

5E064C6B
C : FCF1A617
E21180E7
W : 00000001

block number

A : 8AC1482D
C53EAC67
B : FCF1A617
E21180E7

C : 185313EA
B5E064C6B

W : 00000001

block number

A : 8AC1482D
C53EAC67
B : FCF1A617
E21180E7

C : 185313EA
S5E064C6B

W : 00000002

block number

M : 3231302D

6FAE1AF2 FS8DDOAEF 9BC3588A E6792687

89EF2B75 A1660C46 7TEF3855B 7297B58C
F0976D17 O88CE80A A454EDF3 1C096BF4

00000000

= 1 : permutation - add C to A

S53E96EE2 8CE546AF 731DF574 883399D6
FFD598F4 2AD76C84 644E1660

O0F470A20 31EOB3DO 40CD2940 F1031345
6FAE1AF2 FS8DDOAEF 9BC3588A E6792687

89EF2B75 A1660C46 7TEF3855B 7297B58C
F0976D17 0O88CE8B80A A454EDF3 1CO096BF4

00000000

=1 : subtract M from C

S53E96EE2 8CE546AF 731DF574 883399D6
FFD598F4 2AD76C84 644E1660

OF470A20 31EOB3DO 40CD2940 F1031345
6FAE1AF2 FS8DDOAEF 9BC3588A E6792687

2187C510 34FAA1DD OE8416EE FE24431B
AE563FDE C247A3C7 5A0BASAC CDBC1FA9

00000000

=1 : swap B with C

53E96EE2 8CE546AF 731DF574 883399D6
FFD598F4 2AD76C84 644E1660

2187C510 34FAA1DD OE8416EE FE24431B
AES563FDE C247A3C7 5A0BA5AC CDBC1FA9

OF470A20 31EOB3D0O 40CD2940 F1031345
6FAE1AF2 FS8DDOAEF 9BC3588A E6792687

00000000

= 2 : increment counter W

53E96EE2 8CE546AF 731DF574 883399D6
FFD598F4 2AD76C84 644E1660

2187C510 34FAA1DD OE8416EE FE24431B
AE563FDE C247A3C7 5A0BAS5AC CDBC1FA9

OF470A20 31EOB3DO 40CD2940 F1031345
6FAE1AF2 FS8DDOAEF 9BC3588A E6792687

00000000

= 2 : message block

36353433 2D393837 64636261 68676665

FB3107E7

1BC67793
AC76224B

B9195E52
08ABIF39
FB3107E7

1BC67793
AC76224B

B9195E52
08AB9F39
FB3107E7

A34F011E
5A24D1FC

B9195E52

A34F011E
5A24D1FC

08AB9F39
FB3107E7

B9195E52
A34F011E
5A24D1FC

08AB9F39
FB3107E7

6C6B6A69

175

89289CE4

TFB1C723
5215781C

5CE34315

4061597D

89289CE4

TFB1C723
5215781C

5CE34315

4061597D

89289CE4

4F844CAA
FBC023C9

5CE34315

4F844CAA

FBC023C9

4061597D
89289CE4

5CE34315

4F844CAA
FBC023C9

4061597D
89289CE4

7TO06F6E6D

090F0328

B66FC640
CD5D2669

6EE2FB4A

141CBFC6

090F0328

B66FC640
CD5D2669

6EE2FB4A

141CBFC6

090F0328

823C940F
7303CE12

6EE2FB4A

823C940F

7303CE12

141CBFC6
090F0328

6EE2FB4A

823C940F
7303CE12

141CBFC6
090F0328

74737271



78777675

block number

A : 8AC1482D
C53EAC67
B : 2F22D644
S5A88F75C

C : 185313EA
5E064C6B

W : 00000002

block number

A : 8AC1482F
C53EAC67

B : 2F22D644
S5A88F75C

C : 185313EA
S5E064C6B

W : 00000002

block number

A : 8AC1482F
C53EAC67
B : AC885E45
EEB8B511

C : 185313EA
S5E064C6B

W : 00000002

block number

A : 4CD8A476
87262F39
B : 9E013C8D
A5A8BAES

C : 185313EA
B5E064C6B

W : 00000002

block number

A : CE92474C
2DA81812
B : 8E853EFD
7A3CCD78

00807A79 00000000

=2 : add M to B

53E96EE2 8CEb546AF
FFD598F4 2AD76C84

57BCF943 6233DA14
AED6BA57 C247A3C7

OF470A20 31E0B3DO
6FAE1AF2 F8DDOAEF

00000000

= 2 : xor counter

53E96EE2 8CE546AF
FFD598F4 2AD76C84

57BCF943 6233DA14
AED6BA57 C247A3C7

OF470A20 31E0B3DO
6F4E1AF2 F8DDOAEF

00000000

= 2 : permutation

S53E96EE2 8CE546AF
FFD598F4 2AD76C84

F286AF79 B428C467
T4AF5DAD 478F848F

0F470A20 31EOB3DO
6FAE1AF2 F8DDOAEF

00000000

= 2 : permutation

C183CB0O0 EB15E699
56573E60 21B4EFC4

418AFC55 5661DB7C
40F67AC5 51541925

0F470A20 31EOB3DO
6FAE1AF2 F8DDOAEF

00000000

= 2 : permutation

4BEC74B0O 28DB9B47
A9666E56 FDO6BA39

8409F2EE D62A2B37
35FFTECS5 758C56F2

00000000

731DF574
644E1660

T2E7T794F
5A0BASAC

40CD2940
9BC3588A

W into A

731DF574
644E1660

T2ET794F
5A0BASAC

40CD2940
9BC3588A

- rotate

731DF574
644E1660

F29EE5CE
4B58B417

40CD2940
9BC3588A

G=0

ODA9B1DE
458269AA

14EC44B4
2CCCFE7B

40CD2940
9BC3588A

G=0

8DB33C30
000E0201

85D0A413
2BD53F39

00000000

883399D6

668BA980

CDBC1FA9

F1031345
E6792687

883399D6

668BA980

CDBC1FA9

F1031345
E6792687

B

883399D6

5300CD17

3F539B78

F1031345
E6792687

AOEB57D0O

F9153201
CD806D79

F1031345
E6792687

ODC11FA4

207D83EE
693E3AA8

00000000

B9195E52
OFBA6B87
5A24D1FC

08AB9F39
FB3107E7

B9195E52
OFBA6B87
5A24D1FC

08AB9F39
FB3107E7

B9195E52

D70E1F74
A3F8B449

08ABIF39
FB3107E7

D9904284
88738392
798D5C6C

08AB9F39
FB3107E7

5B09B805

467E968C
S57ECFF22

176

00000000

5CE34315

BFF3BB17

FBC023C9

4061597D
89289CE4

5CE34315

BFF3BB17

FBC023C9

4061597D
89289CE4

5CE34315

T62FTFE7

4793F780

4061597D
89289CE4

85488359

96E98368
9BCDF666

4061597D
89289CE4

738552C8

2F2A4317
BBE141FA

00000000

6EE2FB4A

F6B00680

7303CE12

141CBFC6
090F0328

6EE2FB4A

F6B00680

7303CE12

141CBFC6
090F0328

6EE2FB4A

ODO1ED60

9C24E607

141CBFC6
090F0328

EC89FDEE

0975D8D1
CA1F822E

141CBFC6
090F0328

07D8C9EC

ED1A4C5C
6C18324E



C : 185313EA
S5E064C6B

W : 00000002

block number

A : CB962C61
32227BC2

B : 35DDA664
B5442813

C : 185313EA
S5E064C6B

W : 00000002

block number

A : B135B153
22CFBD52

B : 35DDA664
B5442813

C : 185313EA
S5E064C6B

W : 00000002

block number

A : B135B153
22CFBD52

B : 35DDA664

B5442813
C : E621E3BD
ES8ED5SF6
W : 00000002

block number

A : B135B153
22CFBD52
B : E621E3BD
ES8ED5SF6
C : 35DDA664
B5442813
W : 00000002

n0_final = 0 :

A : B135B153
22CFBD52

O0F470A20 31EOB3DO 40CD2940
6FAE1AF2 F8DDOAEF 9BC3588A

00000000

= 2 : permutation (j = 2)

AABSF2E1 BD48C6D2 7BO06B1B
388DD364 E2ABB1A3 8FEADOF3

DC262415 6781BB5F 9BOAAEO6
33A77946 AC2891DD FD4A79C4

O0F470A20 31EOB3DO 40CD2940
6FAE1AF2 F8DDOAEF 9BC3588A

00000000

F1031345
E6792687

BEC24D1C

7492D442

1FA1F16D

F1031345
E6792687

= 2 : permutation - add C to A

9A854097 D06C7812 766B154C
6E10599B 55D673B5 5251DB43

DC262415 6781BB5F 9BOAAEO6
33A77946 AC2891DD FD4A79C4

O0F470A20 31EOB3D0O 40CD2940
6FAE1AF2 F8DDOAEF 9BC3588A

00000000

= 2 : subtract M from C

9A854097 D0O6C7812 766B154C
6E10599B 55D673B5 5251DB43

DC262415 6781BB5F 9BOAAEO6
33A77946 AC2891DD FD4A79C4

D911D5ED 04A77B99 DC69C6EDF
6ECDAO79 F8DDOAEF 9BC3588A

00000000

=2 : swap B with C

9A854097 D0O6C7812 766B154C
6E10599B 55D673B5 5251DB43

D911D5ED 04A77B99 DC69C6DF
6ECDAO79 F8DDOAEF 9BC3588A

DC262415 6781BBSF 9BOAAEO6
33A77946 AC2891DD FD4A79C4

00000000

add M to B

9A854097 D0O6C7812 766B154C
6E10599B 55D673B5 5251DB43

1CBB394A

7492D442

1FA1F16D

F1031345
E6792687

1CBB394A

7492D442

1FA1F16D

889BACEO
E6792687

1CBB394A

889BACEO
E6792687

7492D442
1FA1F16D

1CBB394A

08ABIF39
FB3107E7

A7TA67B33
D9B72006
68ABD2DF

08AB9F39
FB3107E7

OFO2EECD
D9B72006
68ABD2DF

08AB9F39
FB3107E7

OFO02EECD

D9B72006
68ABD2DF

9C4034D0
FB3107E7

OFO2EECD
9C4034D0
FB3107E7

D9B72006
68ABD2DF

OF02EECD

177

4061597D
89289CE4

B8CFC3C6

1CE3BF03

6A96CDA9

4061597D
89289CE4

40108811

1CE3BF03

6A96CDA9

4061597D
89289CE4

40108811

1CE3BF03

6A96CDA9

CFF1EB10
89289CE4

40108811

CFF1EB10
89289CE4

1CE3BF03
6A96CDA9

40108811

141CBFC6
090F0328

551FF849

5ECBOC5D

A8254290

141CBFC6
090F0328

CO3F1085

5ECBOC5D

A8254290

141CBFC6
090F0328

CO3F1085

S5ECBOC5D

A8254290

9FA94D55
090F0328

CO3F1085

9FA94D55
090F0328

5ECBOC5D
A8254290

CO3F1085



B : 185313EA
S5E064C6B

C : 35DDA664
B5442813

W : 00000002

n0_final = 0 :

A : B135B151
22CFBD52

B : 185313EA

S5E064C6B
C : 35DDA664
B5442813
W : 00000002

n0_final = 0 :

A : B135B151
22CFBD52
B : 27D430A6
98D6BCOC
C : 35DDA664
B5442813

W : 00000002

n0_final = 0 :

A : BATF4347
C78897F8

B : 69A07B7E
09DA101E

C : 35DDA664
B5442813

W : 00000002

n0_final = 0 :

A : 9E3B324B
F33A942E
B : 7BA6E426
7270ED88
C : 35DDA664
B5442813

W : 00000002

n0_final = 0 :

O0F470A20 31EOB3DO 40CD2940
6FAE1AF2 F8DDOAEF 9BC3588A

DC262415 6781BB5F 9BOAAEO6
33A77946 AC2891DD FD4A79C4

00000000

9A854097 D06C7812 766B154C
6E10599B 55D673B5 5251DB43

0F470A20 31EOB3DO 40CD2940
6FAE1AF2 F8DDOAEF 9BC3588A

DC262415 6781BBSF 9BOAAEO6
33A77946 AC2891DD FD4A79C4

00000000

9A854097 D0O6C7812 766B154C
6E10599B 55D673B5 5251DB43

14401E8E 67A063C1 5280819A
35E4DE9C 15DFF1BA B1153786

DC262415 6781BBSF 9BOAAEO6
33A77946 AC2891DD FD4A79C4

00000000

4863AD24 0217DF60 OD93104E
F58997A7 1C3FDOC5 06D77D1B

A8B6F184 SEFF78F9 34F39108
61BFD560 C87FCC4E 9BO2EDE9

DC262415 6781BBSF 9BOAAEO6
33A77946 AC2891DD FD4A79C4

00000000

4BAF7BF8 8A1A81C7 10A836D8
DEA5482D C56A0714 6721E434

B2B967DB E0552F40 7A23F6F8
7TT2F2EC7 E51AE6A5 D95212F4

DC262415 6781BB5F 9BOAAEO6
33A77946 AC2891DD FD4A79C4

00000000

permutation (j

permutation (j

permutation (j

xor counter W into A

permutation - rotate B

0)

1)

2)

F1031345
E6792687

7492D442
1FA1F16D

1CBB394A

F1031345

E6792687

7492D442
1FA1F16D

1CBB394A

268BE206

4DOFCCF2

7492D442
1FA1F16D

2415EBE3

96FDD010

DF9F255C

7492D442
1FA1F16D

3A6BOF26

213ECBFO

TAAABA60O

7492D442
1FA1F16D

08ABIF39
FB3107E7

D9B72006
68ABD2DF

OFO2EECD
08AB9F39
FB3107E7

D9B72006
68ABD2DF

OFO2EECD
3E721157
OFCFF662

D9B72006
68ABD2DF

3762C22A
B4791F7B
A803BE1F

D9B72006
68ABD2DF

2BED5D03

49A88925
8415DEC3

D9B72006
68ABD2DF

178

4061597D
89289CE4

1CE3BF03
6A96CDA9

40108811

4061597D

89289CE4

1CE3BF03
6A96CDA9

40108811

B2FA80C2

39C91251

1CE3BF03
6A96CDA9

0E26C6D8

942C38A2

8E7A043D

1CE3BF03
6A96CDA9

FFEO1EEF

12CD89AE

1CEBE96B

1CE3BF03
6A96CDA9

141CBFC6
090F0328

5ECBOC5D
A8254290

CO3F1085

141CBFC6

090F0328

5ECBOC5D
A8254290

CO3F1085

TF8C2839

0650121E

5ECBOC5D
A8254290

45A1EC10

4546439D

FECCCB8D

5ECBOC5D
A8254290

FO099D74B

12529CF1

F2FFBFAF

5ECBOC5D
A8254290



A : D5362471
6F2DFF5B

B : 4F7EDODF
O0E434140

C : 35DDA664
B5442813

W : 00000002

n0_final = 0 :

A : 15BOSECB
664E3382
B : 4F7EDODF
0E434140
C : 35DDA664
B5442813

W : 00000002

n0_final = 0 :

A : 15BOSECB
664E3382
B : 4F7EDODF
0E434140
C : 03AC7637
3CCCB19E
W : 00000002

n0_final = 0

A : 15BOSECB
664E3382
B : 03AC7637
3CCCB19E

C : 4FTEDODF
0E434140

W : 00000002

n0_final =1 :

A : 15BO8ECB
664E3382

B : 35DDA664
B5442813

C : 4FTEDODF
0E434140

W : 00000002

109DB504 9A4A190F
OOBE2E79 D45D77A9

1DF96A3E DB74F48D
A1F66D7B CD82B965

DC262415 6781BB5F
33A77946 AC2891DD

00000000

DAB02117 B8D33009
4A371C3B 4A67E3D4

1DF96A3E DB74F48D
A1F66D7B CD82B965

DC262415 6781BB5F
33A77946 AC2891DD

00000000

subtract M from

DAB02117 B8D33009
4A371C3B 4A67E3D4

1DF96A3E DB74F48D
A1F66D7B CD82B965

ASFOEFE2 3A488328
3326FECD AC2891DD

00000000

: swap B with C

DAB02117 B8D33009
4A371C3B 4A67E3D4

ASFOEFE2 3A488328
3326FECD AC2891DD

1DF96A3E DB74F48D
A1F66D7B CD82B965

00000000

add M to B

DAB02117 B8D33009
4A371C3B 4A67E3D4

DC262415 6781BB5F
33A77946 AC2891DD

1DF96A3E DB74F48D
A1F66D7B CD82B965

00000000

81D6045F
6099636C

91434BB7
72202476

9BOAAEO6
FD4A79C4

permutation - add C to A

70D24C6A
943C81F5

91434BB7
72202476

9BOAAEO6
FD4A79C4

C

70D24C6A
943C81F5

91434BB7
72202476

36A74BA5
FD4A79C4

70D24C6A
943C81F5

36A74BA5
FD4A79C4

91434BB7
72202476

70D24C6A
943C81F5

9BOAAEO6
FD4A79C4

91434BB7
72202476

155D65AF

68B44C6E

65877464

7492D442
1FA1F16D

B75862A2

68B44C6E

65877464

7492D442
1FA1F16D

B75862A2

68B44C6E

65877464

0C2B6DDD
1FA1F16D

B75862A2

0C2B6DDD

1FA1F16D

68B44C6E
65877464

B75862A2

7492D442

1FA1F16D

68B44C6E
65877464

BO57CFOA
7C3358B1
F76A6C01

D9B72006
68ABD2DF

100C71C3
7C3358B1
F76A6C01

D9B72006
68ABD2DF

100C71C3
7C3358B1
F76A6C01

6D4BB59D
68ABD2DF

100C71C3
6D4BB59D
68ABD2DF

7C3358B1
F76A6C01

100C71C3

D9B72006
68ABD2DF

7C3358B1
F76A6C01

179

F8488BD1

402EF5AC

12755A80

1CE3BF03
6A96CDA9

E1CD4932

402EF5AC

12755A80

1CE3BF03
6A96CDA9

E1CD4932

402EF5AC

12755A80

AC745096
6A96CDA9

E1CD4932

AC745096

6A96CDA9

402EF5AC
12755A80

E1CD4932

1CE3BF03

6A96CDA9

402EF5AC
12755A80

3F7BFE60

5A8CC242

TA99E3CC

5ECBOC5D
A8254290

TOOAOA9F

5A8CC242

TA99E3CC

S5ECBOC5D
A8254290

TOOAOA9F

5A8CC242

TA99E3CC

EA5799EC
A8254290

TOOAOA9F

EA5799EC

A8254290

5A8CC242
TA99E3CC

TOOAOAQF

5ECBOC5D

A8254290

5A8CC242
TA99E3CC



n0_final =1 :

A : 15BO8EC9
664E3382
B : 35DDA664
B5442813

C : 4FTEDODF
0E434140

W : 00000002

n0_final =1 :

A : 15BO8EC9
664E3382

B : 4CC86BBB
50276A88

C : 4FTEDODF
0E434140

W : 00000002

n0_final =1 :

A : EOOAE65C
BCD491BC

B : 6C2A38A6
E365BB53

C : 4FTEDODF

0E434140
W : 00000002
n0_final =1 :
A : 87492C4D

E02D1461
B : ACCO58BC

BE7DA515

C : 4FTEDODF
0E434140

W : 00000002

n0_final =1 :

A : 5A296E6B
1E2E0224
B : 6712B5A5
867A4728

C : 4FTEDODF
0E434140

xor counter W into A

DAB02117 B8D33009 70D24C6A
4A371C3B 4A67E3D4 943C81F5

DC262415 6781BBSF 9BOAAEO6
33A77946 AC2891DD FD4A79C4

1DF96A3E DB74F48D 91434BB7
A1F66D7B CD82B965 72202476

00000000

permutation - rotate B

DAB02117 B8D33009 70D24C6A
4A371C3B 4A67E3D4 943C81F5

482BB84C 76BECF03 5C0D3615
F28C674E 23BB5851 F389FA94

1DF96A3E DB74F48D 91434BB7
A1F66D7B CD82B965 72202476

00000000

permutation (j = 0)

41E3AD21 962642C3 6DBBC826
47007981 CA03134A DDCDO5BO

99125EC5 C7D291CC B2C855AA
S5DE748E3 728A5C17 C5210F66

1DF96A3E DB74F48D 91434BB7
A1F66D7B CD82B965 72202476

00000000

permutation (j = 1)

9D4CAD67 A7274C1F 73A47CAB
C6E1C1C8 C2823D6C CTEA98EB

9EF93721 9EF03CA8 EDED87AC
D97DC35E BDCCOBCE 06199D99

1DF96A3E DB74F48D 91434BB7
A1F66D7B CD82B965 72202476

00000000

permutation (j = 2)

B453D5A8 1D363EEA 60DC971D
59253DB5 9C2E569B D43BEEA3

3AFAG6FFE 29704ABF 760A3998
FAO367CF 77580C07 39804591

1DF96A3E DB74F48D 91434BB7
A1F66D7B CD82B965 72202476

B75862A2

7492D442

1FA1F16D

68B44C6E
65877464

B75862A2

A884E925

E2DA3F43

68B44C6E
65877464

TAOAE7CO

D4FCCA74

DA416724

68B44C6E
65877464

52B9484B

B62BTF77

19C479FD

68B44C6E
65877464

O57EF2FC

C9806F7B

D2590E21

68B44C6E
65877464

100C71C3
D9B72006
68ABD2DF

7C3358B1
F76A6C01

100C71C3
400DB36E
AS5BED157

7C3358B1
F76A6C01

E561DCCB
9A8545E8
F561F071

7C3358B1
F76A6C01

EEF47C12
0C14B5E6
FBC8630E

7C3358B1
F76A6C01

B7071E8D

5385419B
514A0457

7C3358B1
F76A6C01

180

E1CD4932

1CE3BF03

6A96CDA9

402EF5AC
12755A80

E1CD4932

TE0639C7

9B52D52D

402EF5AC
12755A80

104A79A2

13B9F5D3

BF7C1767

402EF5AC
12755A80

785C3BCA

1A0E2935

395BEAFB

402EF5AC
12755A80

F33FE465

D6D5937F

11667C92

402EF5AC
12755A80

TOOAOA9F

5ECBOC5D

A8254290

5A8CC242
TA99E3CC

TOOAOAQF

18BABD96

8521504A

5A8CC242
TA99E3CC

F13D48ED

3FB7CC3E

9806974C

5A8CC242
TA99E3CC

6286CE3D

47TAFF68

AD741F5B

5A8CC242
TA99E3CC

CA4C815C

11D69632

712C2FEB

5A8CC242
TA99E3CC



W : 00000002

n0_final =1 :

A : D826C264
7C1E3493

B : 6712B5A5
867A4728

C : 4FTEDODF
0E434140

W : 00000002

n0_final =1 :

A : D826C264
7C1E3493
B : 6712B5A5
867A4728
C : 1D4DAOB2
95CBCACB
W : 00000002

n0_final =1 :

A : D826C264

7C1E3493
B : 1D4DAOB2
95CBCACB
C : 6712B5A5
867A4728
W : 00000002

n0_final = 2 :

A : D826C264
7TC1E3493

B : 4F7EDODF
0E434140

C : 6712B5A5
867A4728

W : 00000002

n0_final = 2 :

A : D826C266
7C1E3493

B : 4F7EDODF
0E434140

00000000

permutation - add C to A

D20E6759 AECD6DDA 8EF5DBD6
35A43FC7 B1C288C8 F462F834

3AFAG6FFE 29704ABF 760A3998
FAO367CF 77580C07 39804591

1DF96A3E DB74F48D 91434BB7
A1F66D7B CD82B965 72202476

00000000

subtract M from C

D20E6759 AECD6DDA 8EF5DBD6
35A43FC7 B1C288C8 F462F834

3AFAG6FFE 29704ABF 760A3998
FAO367CF 77580C07 39804591

E7C4360B AE3BBC56 2CDFE956
A175F302 CD82B965 72202476

00000000

swap B with C

D20E6759 AECD6DDA 8EF5DBD6
35A43FC7 B1C288C8 F462F834

E7C4360B AE3BBC56 2CDFE956
A175F302 CD82B965 72202476

3AFAG6FFE 29704ABF 760A3998
FA0367CF 77580C07 39804591

00000000

add M to B

D20E6759 AECD6DDA 8EF5DBD6
35A43FC7 B1C288C8 F462F834

1DF96A3E DB74F48D 91434BB7
A1F66D7B CD82B965 72202476

3AFA6FFE 29704ABF 760A3998
FA0367CF 77580C07 39804591

00000000

xor counter W into A

D20E6759 AECD6DDA 8EF5DBD6
35A43FC7 B1C288C8 F462F834

1DF96A3E DB74F48D 91434BB7
A1F66D7B CD82B965 72202476

6BESE4C1

C9806F7B

D2590E21

68B44C6E
65877464

6BESE4C1

C9806F7B

D2590E21

004CE609
65877464

6BESE4C1

004CE609

65877464

C9806F7B
D2590E21

6BESE4C1

68B44C6E
65877464

C9806F7B
D2590E21

6BESE4C1

68B44C6E
65877464

7D7D7D1A
5385419B
514A0457

7C3358B1
F76A6C01

7D7D7D1A
5385419B
514A0457

OFC7EE48
F76A6C01

7D7D7D1A

OFC7EE48
F76A6C01

5385419B
514A0457

7D7D7D1A
7C3358B1
F76A6C01

5385419B
514A0457

7D7D7D1A

7C3358B1
F76A6C01

181

2F6314CF

D6D5937F

11667C92

402EF5AC
12755A80

2F6314CF

D6D5937F

11667C92

CFBF873F
12755A80

2F6314CF

CFBF873F

12755A80

D6D5937F
11667C92

2F6314CF

402EF5AC
12755A80

D6D5937F
11667C92

2F6314CF

402EF5AC
12755A80

B37324FA

11D69632

T712C2FEB

5A8CC242
TA99E3CC

B37324FA

11D69632

T712C2FEB

E6194FD1
TA99E3CC

B37324FA

E6194FD1

TA99E3CC

11D69632
712C2FEB

B37324FA

5A8CC242
TA99E3CC

11D69632
712C2FEB

B37324FA

5A8CC242
TA99E3CC



C : 6712B5A5
867A4728

W : 00000002

n0_final = 2 :

A : D826C266
7C1E3493
B : A1BE9EFD
82801C86
C : 6712B5A5
867A4728

W : 00000002

n0_final = 2 :

A : E8944762
7DB340CD
B : DE9DE86C
874C863F
C : 6712B5A5
867A4728

W : 00000002

n0_final = 2 :

A : 3EA1B235
AD5D43E8
B : 71831A04
CFC741B5
C : 6712B5A5
867A4728

W : 00000002

n0_final = 2 :

A : D922DEAA

03B85B77
B : 593CCDF8
D678E2F8
C : 6712B5A5
867A4728

W : 00000002

n0_final = 2 :

A : FOD98DBE
C51970D2

3AFAG6FFE 29704ABF 760A3998
FA0367CF 77580C07 39804591

00000000

permutation - rotate B

D20E6759 AECD6DDA 8EF5DBD6
35A43FC7 B1C288C8 F462F834

D47C3BF2 E91BB6E9 976F2286
DAF743EC 72CB9B05 48ECE440

3AFA6FFE 29704ABF 760A3998
FA0367CF 77580C07 39804591

00000000

permutation (j = 0)

7BESE366 597E5149 BES80O5B7B
AF64BBCF FAEF6D81 399AAEBF

DBED9EA7 4D46E3AC 1FC6F977
E575C3E9 EE87A474 57BC99CO

3AFA6FFE 29704ABF 760A3998
FA0367CF 77580C07 39804591

00000000

permutation (j = 1)

DD7CCOAD 6AEBF1AA 542AD5EB
94694935 8FBADF63 34677334

B792148C A202DCEC 48018DC3
E868B881 481B46BC 04AC1994

3AFAG6FFE 29704ABF 760A3998
FA0367CF 77580C07 39804591

00000000

permutation (j = 2)

2DCAD210 A701A6BF ACO69ACO
04743B88 BD2AAF8A C4F50011

F2E993BO DD79ADFB A855551E
2953038A 79AEQOF69 76956D22

3AFAG6FFE 29704ABF 760A3998
FAO0367CF 77580C07 39804591

00000000

permutation - add C to A

30B70551 86CB5CAF BDB2F590
26C8004C 5BFD5D4B 24891C29

C9806F7B
D2590E21

6BESE4C1

98DCD168

E8C8CBOE

C9806F7B
D2590E21

A478B79D

6A3EEAB3

C6FA2E80

C9806F7B
D2590E21

565684BF

86DF6971

245D2641

C9806F7B
D2590E21

B6099E6C

2B63F3B6
B4FDE8S0OA

C9806F7B
D2590E21

AF169E21

5385419B
514A0457

7D7D7D1A
B162F866
D803EED4

5385419B
514A0457

D5559665
486F9957
3410C130

5385419B
514A0457

F19959DE

FB498464
66472441

5385419B
514A0457

067D8D76
24762526
37058CF5

5385419B
514A0457

BDS8AF9BE

182

D6D5937F
11667C92

2F6314CF

EB58805D

B50024EA

D6D5937F
11667C92

BD70C24D

943E3D09

CC81E763

D6D5937F
11667C92

6D3D928A

58395A8F

OBC1A3B2

D6D5937F
11667C92

16677DEE

E88CEC5E
555661711

D6D5937F
11667C92

9EEA9756

11D69632
712C2FEB

B37324FA

8484B519

C798F533

11D69632
712C2FEB

5C30AF3E

AAC63AF2

CE4E4EE3

11D69632
712C2FEB

F45B85F1

9E14F92E

9738E7C9

11D69632
712C2FEB

8032A1F5

6FD09762
157B307D

11D69632
T12C2FEB

F7D0O8C3A



B : 593CCDF8 F2E993BO DD79ADFB A855551E 2B63F3B6 24A62526 E88CECSE 6FD09762
D678E2F8 2953038A 79AEOF69 76956D22 B4FDE8SOA 37058CF5 55561711 157B307D

C : 6712B5A5 3AFAG6FFE 29704ABF 760A3998 C9806F7B 5385419B D6D5937F 11D69632
867A4728 FA0367CF 77580C07 39804591 D2590E21 514A0457 11667C92 712C2FEB

W : 00000002 00000000

n0_final = 2 : subtract M from C

A : FO9D9SDBE 30B70551 86CB5CAF BDB2F590 AF169E21 BDSAF9BE 9EEA9756 F7D08C3A
C51970D2 26C8004C 5BFD5D4B 24891C29

B : 593CCDF8 F2E993BO DD79ADFB A855551E 2B63F3B6 24A62526 E88CECSE 6FD09762
D678E2F8 2953038A 79AEOF69 76956D22 B4FDE8S8OA 37058CF5 55561711 157B307D

C : 34E18578 04C53BCB FC371288 11A6D737 61190916 E719D732 66662512 9D6323C1
OE02DOB3 F982ED56 77580C07 39804591 D2590E21 514A0457 11667C92 712C2FEB

W : 00000002 00000000

n0_final = 2 : swap B with C (final state)

A : FOD98DBE 30B70551 86CB5CAF BDB2F590 AF169E21 BDS8AFO9BE 9EEA9756 F7D0O8C3A
C51970D2 26C8004C 5BFD5D4B 24891C29

B : 34E18578 04C53BCB FC371288 11A6D737 61190916 E719D732 66662512 9D6323C1
OE02DOB3 F982ED56 77580C07 39804591 D2590E21 514A0457 11667C92 712C2FEB

C : 593CCDF8 F2E993BO DD79ADFB A855551E 2B63F3B6 24A62526 E88CECSHE 6FD09762
D678E2F8 2953038A 79AEOF69 76956D22 B4FDE8S8OA 37058CF5 55561711 157B307D

W : 00000002 00000000

Hash value :

H : 79AEQOF69 76956D22 B4FDE8OA 37058CF5 55561711 157B307D

Hash value (byte array):

H : 69 OF AE 79 22 6D 95 76 OA E8 FD B4 F5 8C 05 37
11 17 56 55 7D 30 7B 15

B.3 Intermediate States for Shabal-224 (Message A)

init

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF
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block number

M : 000000EO
000000E8

block number

A : 00000000
00000000
B : 000000EO
000000E8
C : 00000000
00000000
W : FFFFFFFF

block number

A : FFFFFFFF
00000000
B : 000000EO
000000E8
C : 00000000
00000000
W : FFFFFFFF

block number

A : FFFFFFFF
00000000
B : 01C00000
01D00000
C : 00000000
00000000
W : FFFFFFFF

block number

A : EOF553CA

F2FB6BE4
B : 024800E2
OEA4941B
C : 00000000
00000000
W : FFFFFFFF

block number

A : 257C1CF3
4D00378B

= -1 : message block

000000E1 000000E2 000000E3 000000E4
000000E9 000000EA 000000EB 000000EC
=-1:add M to B

00000000 00000000 00000000 00000000
00000000 00000000 00000000

000000E1 000000E2 000000E3 000000E4
000000E9 000000EA 000000EB 000000EC

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : xor counter W into A

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

000000E1 000000E2 000000E3 000000E4
000000E9 000000EA 000O00OEB 00000O0EC

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation - rotate B

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

01C20000 01C40000 01C60000 01C80000
01D20000 01D40000 01D60000 01D80000

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 0)

360FBOFO 13F563A2 1751BF18 97E7BD38
D594E9DE 8CAOC9A1 E61FOAC1

FB28F276 182C49FA 2B1FCF5D 6B8842C7
29CF1621 70F7365E 1A4CF53E 1CBAAC35

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 1)

FAC54BC3 B544997B B9426917 594FC7A1
E315C946 A6A4D823 AEOE1AAC

000000E5
000000ED

00000000
000000E5
000000ED

00000000
00000000

00000000
000000E5
000000ED

00000000
00000000

00000000

01CA0000
01DA0000

00000000
00000000

130C3A22
EF67C5DD
CA44460F

00000000
00000000

D13345E4

184

000000E6
000000EE

00000000

000000E6

000000EE

00000000
00000000

00000000

000000E6

000000EE

00000000
00000000

00000000

01CC0000

01DC0000

00000000
00000000

98E64161

6481BESE
EFB29C5D

00000000
00000000

17044F51

000000E7
000000EF

00000000

000000E7

000000EF

00000000
00000000

00000000

000000E7

000000EF

00000000
00000000

00000000

01CE0000

01DE000O

00000000
00000000

83D3B8TF

TFB04780
EB1240E7

00000000
00000000

13DC1230



B : 67772EA5 A9D983AA 1B7E3DF8 B711623E 65EFADFA C225BD02 90585AE0 AE916A53
C7CACB3A 56A4987E AB550A38 72247C94 9FC56034 BA443604 379E8815 3A076C00

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation (j = 2)

A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3ETF3B64

B : EC9906C8 F21851C0 COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation - add C to A

A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3ETF3B64

B : EC9906C8 F21851C0 COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : subtract M from C

A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3E7F3B64

B : EC9906C8 F21851C0 COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

C : FFFFFF20 FFFFFF1F FFFFFF1E FFFFFF1D FFFFFF1C FFFFFF1B FFFFFF1A FFFFFF19
FFFFFF18 FFFFFF17 FFFFFF16 FFFFFF15 FFFFFF14 FFFFFF13 FFFFFF12 FFFFFF11

W : FFFFFFFF FFFFFFFF

block number = -1 : swap B with C

A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3E7F3B64

B : FFFFFF20 FFFFFF1F FFFFFF1E FFFFFF1D FFFFFF1C FFFFFF1B FFFFFF1A FFFFFF19
FFFFFF18 FFFFFF17 FFFFFF16 FFFFFF15 FFFFFF14 FFFFFF13 FFFFFF12 FFFFFF11

C : EC9906C8 F21851C0 COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

W : FFFFFFFF

block number

FFFFFFFF

= 0 : increment counter W
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A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3E7F3B64

B : FFFFFF20 FFFFFF1F FFFFFF1E FFFFFF1D FFFFFF1C FFFFFF1B FFFFFF1A FFFFFF19
FFFFFF18 FFFFFF17 FFFFFF16 FFFFFF15 FFFFFF14 FFFFFF13 FFFFFF12 FFFFFF11

C : EC9906C8 F21851C0 COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

W : 00000000 00000000

block number = O : message block

M : 000000F0 000000F1 000000F2 000000F3 000000F4 000000F5 000000F6 000000F7
000000F8 000000F9 000000FA 000000FB 000000FC 000000FD 000000FE OOO0OOOFF

block number = 0 : add M to B

A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3E7F3B64

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010

C : EC9906C8 F21851C0 COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

W : 00000000 00000000

block number = 0 : xor counter W into A

A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3ETF3B64

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010

C : EC9906C8 F21851C0 COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

W : 00000000 00000000

block number = O : permutation - rotate B

A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3E7F3B64

B : 00200000 00200000 00200000 00200000 00200000 00200000 00200000 00200000
00200000 00200000 00200000 00200000 00200000 00200000 00200000 00200000

C : EC9906C8 F21851C0 COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

W : 00000000 00000000

block number = 0 : permutation (j = 0)

A : 4389B954 7C2EG65DF 7TACOAG60E 4D3E5671 7E2ECCOC 30113495 2288EF2A DA590830
F8F8DOFD 866100F7 129EA35A B74146B4

B : 3D7D89CC 64237EF2 265812A5 119D3DC4 819133F3 CFAECB6A DD3710D5 25E6F7CF
07472F02 79DEFF08 ED215CA5 48FEB94B BC3646AB 83919A20 857F59F1 B281A98E
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C : EC9906C8
FEEE45AE
W : 00000000

block number

A : E11D69E6
9EB4F2BE

B : 2CCEC394
106CC81D

C : EC9906C8
FEEE45AE

W : 00000000

block number

A : O1F5E756
B75BD62C
B : E4B573A1
99405F2D
C : EC9906C8
FEEE45AE

W : 00000000

block number

A : A5201467
2F25374E
B : E4B573A1
99405F2D
C : EC9906C8
FEEE45AE

W : 00000000

block number

A : A5201467
2F25374E
B : E4B573A1
99405F2D

C : EC9905D8
FEEE44B6

W : 00000000

block number

A : A5201467
2F25374E

F21851C0 COA747BA 21DAD58B
8A1E966C 7B811214 CBC13AEB

00000000

= 0 : permutation (j = 1)

69E4164B OFC5373C 7E495272
E6580BF7 E5386C60 AD2654AD

1350B7FB 8F6F4688 88CED426
65A617A4 2A787188 104BDF1B

F21851C0 COA747BA 21DAD58B
8A1E966C 7B811214 CBC13AEB

00000000

= 0 : permutation (j = 2)

E4B92946 BCFDB7C5 EFD3BDTF
2F4525B5 AE5698A7 CTAF460B

4C1A0880 1E907C51 04807EFD
E5B648A1 70AB1D43 A10C25C2

F21851C0 COA747BA 21DAD58B
8A1E966C 7B811214 CBC13AEB

00000000

35156FDF
A351395D

A8B9B043

62696AA6

2F2AC2EB

35156FDF
A351395D

466630E8

3AD8CDES

16F1AC05

35156FDF
A351395D

= 0 : permutation - add C to A

A9B8D94A D4CED997 68379D7B
069A149F 5E2DFF25 FAECF061

4C1A0880 1E907C51 04807EFD
E5B648A1 70AB1D43 A10C25C2

F21851C0 COA747BA 21DAD58B
8A1E966C 7B811214 CBC13AEB

00000000

= 0 : subtract M from C

A9B8D94A D4CED997 68379D7B
069A149F 5E2DFF25 FAECF061

4C1A0880 1E907C51 04807EFD
ES5B648A1 70AB1D43 A10C25C2

F21850CF COA746C8 21DAD498
8A1E9573 7B81111A CBC139F0

00000000

=0 : swap B with C

A9B8D94A D4CED997 68379D7B
069A149F 5E2DFF25 FAECF061

A7TFC73BA

3AD8CDES

16F1ACO5

35156FDF
A351395D

A7TFC73BA

3AD8CDES
16F1ACO5

35156EEB
A3513861

ATFC73BA

088C98E7
1D2C372B

8CDC5330
86FA62DD
7400988E

088C98E7
1D2C372B

D1059816
16B21302
38BBEB56

088C98E7
1D2C372B

F1A2546B

16B21302
38BBEB56

088C98E7
1D2C372B

F1A2546B
16B21302
38BBEB56

088C97F2
1D2C362E

F1A2546B

187

26303F36
918C590C

90551180

AOA9B234

65545D9C

26303F36
918C590C

DBA401AC

02512C53

9B01DC60

26303F36
918C590C

606782BF

02512C53

9B01DC60

26303F36
918C590C

606782BF

02512C53
9B01DC60

26303E40
918C580E

606782BF

8A2D50AC
B58E1C9B

5E5046D9

191444CC

C4ACEA3B

8A2D50AC
B58E1C9B

TE64640B

2204CB18

B1096D83

8A2D50AC
B58E1C9B

EOBCFDOF

2204CB18

B1096D83

8A2D50AC
B58E1C9B

EOBCFDOF

2204CB18
B1096D83

8A2D4FB5
B58E1B9C

EOBCFDOF



B : EC9905D8
FEEE44B6

C : E4B573A1
99405F2D

W : 00000000

block number

A : A5201467
2F25374E
B : EC9905D8
FEEE44B6
C : E4B573A1
99405F2D
W : 00000001

block number

M : 00000000
00000000

block number

A : A5201467
2F25374E
B : EC9905D8
FEEE44B6
C : E4B573A1
99405F2D
W : 00000001

block number

A : A5201466
2F25374E
B : EC9905D8
FEEE44B6
C : E4B573A1
99405F2D
W : 00000001

block number

A : A5201466
2F25374E
B : 0BB1D932
896DFDDC
C : E4B573A1

F21850CF COA746C8 21DAD498
8A1E9573 7B81111A CBC139F0

4C1A0880 1E907C51 04807EFD
ES5B648A1 70AB1D43 A10C25C2

00000000

= 1 : increment counter W

A9B8D94A D4CED997 68379D7B
069A149F 5E2DFF25 FAECF061

F21850CF COA746C8 21DAD498
8A1E9573 7B81111A CBC139F0

4C1A0880 1E907C51 04807EFD
E5B648A1 70AB1D43 A10C25C2

00000000

= 1 : message block
00000000 00000000 00000000
00000000 00000000 00000000
=1: add M to B

A9B8D94A D4CED997 68379D7B
069A149F 5E2DFF25 FAECF061

F21850CF COA746C8 21DAD498
8A1E9573 7B81111A CBC139F0

4C1A0880 1E907C51 04807EFD
ES5B648A1 70AB1D43 A10C25C2

00000000

= 1 : xor counter W into A

A9B8D94A D4CED997 68379D7B
069A149F 5E2DFF25 FAECF061

F21850CF COA746C8 21DAD498
8A1E9573 7B81111A CBC139F0

4C1A0880 1E907C51 04807EFD
ES5B648A1 70AB1D43 A10C25C2

00000000

= 1 : permutation - rotate

A9B8D94A D4CED997 68379D7B
069A149F 5E2DFF25 FAECF061

A19FE430 8D91814E A93043B5
2AE7143D 2234F702 73E19782

4C1A0880 1E907C51 04807EFD

35156EEB
A3513861

3AD8CDES
16F1ACO5

A7TFC73BA

35156EEB

A3513861

3AD8CDEbL
16F1ACO05

00000000
00000000

A7FC73BA

35156EEB

A3513861

3AD8CDES
16F1ACO5

A7FC73BA

35156EEB

A3513861

3AD8CDES
16F1ACO5

B

A7TFC73BA

DDD66A2A

70C346A2

3AD8CDES

088CI7F2
1D2C362E

16B21302
38BBEB56

F1A2546B
088CI7F2
1D2C362E

16B21302
38BBEB56

00000000
00000000

F1A2546B
088CI7F2
1D2C362E

16B21302
38BBEB56

F1A2546B

088C97F2
1D2C362E

16B21302
38BBEB56

F1A2546B
2FE41119
6C5C3A58

16B21302

188

26303E40
918C580E

02512C53
9B01DC60

606782BF

26303E40

918C580E

02512C53
9B01DC60

00000000
00000000

606782BF

26303E40

918C580E

02512C53
9B01DC60

606782BF

26303E40

918C580E

02512C53
9B01DC60

606782BF

7C804C60
B01D2318

02512C53

8A2D4FB5
B58E1B9C

2204CB18
B1096D83

EOBCFDOF

8A2D4FB5

B58E1B9C

2204CB18
B1096D83

00000000
00000000

EOBCFDOF

8A2D4FB5

B58E1B9OC

2204CB18
B1096D83

EOBCFDOF

8A2D4FB5

B58E1B9C

2204CB18
B1096D83

EOBCFDOF

9F6B145A
37396B1C

2204CB18



99405F2D

W : 00000001

block number

A : 1117ET7A7
B964BBFA
B : AB194FD1
5440BFBC
C : E4B573A1
99405F2D
W : 00000001

block number

A : DF76C800
O5DAAFSF
B : 16FCB2AC
88084887
C : E4B573A1
99405F2D
W : 00000001

block number

A : OE6FOB4C
60869449
B : 7B95DACF
64A734F8
C : E4B573A1
99405F2D
W : 00000001

block number

A : 65051D8E
28180420
B : 7B95DACF
64A734F8
C : E4B573A1
99405F2D
W : 00000001

block number

A : 65051D8E
28180420
B : 7B95DACF

ES5B648A1 70AB1D43 A10C25C2 16F1ACO5

00000000

= 1 : permutation (j = 0)

33F2EAC4 1C1B8823 477C7385 5A5AEA53
EA3AEAAE 41D58BDO 13DESOE2

06D8D84E 2227FA94 9ECEO8DF 1E09C1F9
400B3D2B FA439A2B OBE25019 OF6E951C

4C1A0880 1E907C51 04807EFD 3ADSCDES
ES5B648A1 70AB1D43 A10C25C2 16F1ACO5

00000000

= 1 : permutation (j = 1)

CA73BBD4 CF3287F9 OE9BOC4AF 045BF121
CO9ADTFF C350AF3F 79EDE108

DC8OE49C 4A03A6CD DDEE277D C636D352
B59A3E7D C44A4C51 E6A05382 E57924E6

4C1A0880 1E907C51 04807EFD 3AD8CDES
ES5B648A1 70AB1D43 A10C25C2 16F1ACO5

00000000

= 1 : permutation (j = 2)

6559A807 BDF26C97 A40E5863 8B485A08
025AA346 FO0381F84 180502C2

6919A8EF 9C66A3DD B6E3A04A 7DFD5216
B7FC6D55 BEG8AA3B 2D74A022 558B227B

4C1A0880 1E907C51 04807EFD 3ADSCDEbS
E5B648A1 70AB1D43 A10C25C2 16F1ACO5

00000000

= 1 : permutation - add C to A

9BD99592 F97A736F S5FF1DD67 62D711A0
ED657C5D 255C667D 260328B8

6919A8EF 9C66A3DD B6E3AO4A 7DFD5216
B7FC6D55 BEGSAA3B 2D74A022 558B227B

4C1A0880 1E907C51 04807EFD 3ADSCDES
ES5B648A1 70AB1D43 A10C25C2 16F1ACO5

00000000

=1 : subtract M from C

9BD99592 F97A736F S5FF1DD67 62D711A0
ED657C5D 255C667D 260328B8

6919A8EF 9C66A3DD B6E3AO4A 7DFD5216

38BBEB56

94ED38E9
34DAE524
14B5618B

16B21302
38BBEB56

196B8245

56DOE248
CFFEBEAC

16B21302
38BBEB56

2337EES51
37079368
625821E0

16B21302
38BBEB56

DCO68F04
37079368
625821E0

16B21302
38BBEB56

DCO68F04

37079368

189

9B01DC60

CBE63E23

CD19591C

83DE31ED

02512C53
9B01DC60

19357752

AG69DE2F9

E176EB76

02512C53
9B01DC60

C933CD67

EF36569B
CD2A3696

02512C53
9B01DC60

11B6318A

EF36569B

CD2A3696

02512C53
9B01DC60

11B6318A

EF36569B

B1096D83

3AF61CE8

FBDFCBA2

D6F15A42

2204CB18
B1096D83

9C1517BB

71AD89B2

CE085CC1

2204CB18
B1096D83

1FCBF8D8

B8SAAB4F8
7TBEA44BE

2204CB18
B1096D83

B158BEBF

B8SAAB4F8

TBEA44BE

2204CB18
B1096D83

B158BEBF

B8SAAB4F8



64A734F8

C : E4B573A1
99405F2D
W : 00000001

block number

A : 65051D8E
28180420
B : E4B573A1
99405F2D

C : 7B95DACF
64A734F8

W : 00000001

block number

A : 65051D8E
28180420
B : E4B573A1
99405F2D

C : 7B95DACF
64A734F8

W : 00000002

block number

M : 00000080

00000000

block number

A : 65051D8E
28180420

B : E4B57421
99405F2D

C : 7B95DACF
64A734F8

W : 00000002

block number

A : 65051D8C
28180420
B : E4B57421
99405F2D

C : 7B95DACF
64A734F8

B7FC6D55 BEGSAA3B

4C1A0880 1E907C51
E5B648A1 70AB1D43

00000000

=1 : swap B with

9BD99592 F97A736F
ED657C5D 255C667D

4C1A0880 1E907C51
E5B648A1 70AB1D43

6919A8EF 9C66A3DD
B7FC6D55 BES58AA3B

00000000

2D74A022

04807EFD
A10C25C2

C

5FF1DD67
260328B8

04807EFD
A10C25C2

B6E3A04A
2D74A022

= 2 : increment counter W

9BD99592 F97A736F
ED657C5D 255C667D

4C1A0880 1E907C51
E5B648A1 70AB1D43

6919A8EF 9C66A3DD
B7FC6D55 BES58SAA3B

00000000

S5FF1DD67
260328B8

04807EFD
A10C25C2

B6E3A04A
2D74A022

= 2 : message block

00000000 00000000

00000000 00000000

=2 : add M to B

9BD99592 F97A7T36F
ED657C5D 255C667D

4C1A0880 1E907C51
E5B648A1 70AB1D43

6919A8EF 9C66A3DD
B7FC6D55 BEGSAA3B

00000000

= 2 : xor counter

9BD99592 F97A736F
ED657C5D 255C667D

4C1A0880 1E907C51
E5B648A1 70AB1D43

6919A8EF 9C66A3DD
B7FC6D55 BES8AA3B

00000000
00000000

5FF1DD67
260328B8

04807EFD
A10C25C2

B6E3A04A
2D74A022

W into A

5FF1DD67
260328B8

04807EFD
A10C25C2

B6E3A04A
2D74A022

558B227B

3AD8CDEbL
16F1ACO5

62D711A0

3AD8CDES

16F1ACO5

7DFD5216
558B227B

62D711A0

3AD8CDEbS

16F1AC05

7DFD5216
558B227B

00000000
00000000

62D711A0

3AD8CDES

16F1ACO5

7DFD5216
558B227B

62D711A0

3AD8CDES

16F1ACO5

7DFD5216
558B227B

625821E0

16B21302
38BBEB56

DCO68F04
16B21302
38BBEB56

37079368
625821E0

DCO68F04
16B21302
38BBEB56

37079368
625821E0

00000000
00000000

DCO68F04
16B21302
38BBEB56

37079368
625821E0

DCO68F04

16B21302
38BBEB56

37079368
625821E0

190

CD2A3696

02512C53
9B01DC60

11B6318A

02512C53

9B01DC60

EF36569B
CD2A3696

11B6318A

02512C53

9B01DC60

EF36569B
CD2A3696

00000000
00000000

11B6318A

02512C53

9B01DC60

EF36569B
CD2A3696

11B6318A

02512C53

9B01DC60

EF36569B
CD2A3696

TBEA44BE

2204CB18
B1096D83

B158BEBF

2204CB18

B1096D83

B8SAAB4F8
TBEA44BE

B158BEBF

2204CB18

B1096D83

B8SAAB4F8
TBEA44BE

00000000
00000000

B158BEBF

2204CB18

B1096D83

B8AAB4F8
7BEA44BE

B158BEBF

2204CB18

B1096D83

B8AAB4F8
TBEA44BE



W

00000002

block number

A

65051D8C
28180420

: E843C96A

BE5B3280

: 7TB95DACF

64A734F8

: 00000002

block number

A

4391A10E
2C75A3FD

: D5DEB4C2

AF3C3903

: 7B95DACF

64A734F8

: 00000002

block number

A

ECCO2ES5D
1DC12C83

: TAF36518

4D47A3A5

: 7TB95DACF

64A734F8

: 00000002

block number

A

2822A50E
219BFCC7

: 967FCA83

C17D220B

: TBO5DACF

64A734F8

: 00000002

block number

A

88652A38
BE9EF22B

: 967FCA83

C17D220B

00000000

= 2 : permutation

9BD99592 F97A736F
ED657C5D 255C667D

11009834 F8A23D20
9143CB6C 3A86E156

6919A8EF 9C66A3DD
B7FC6D55 BEGSAA3B

00000000

= 2 : permutation

3AE3E7CO 75D88812
909E90CD 773EF253

46A6A31D DF7B434C
4DE6F9EB FDCCCFOO

6919A8EF 9C66A3DD
B7FC6D55 BES8AA3B

00000000

= 2 : permutation

5CD02843 23E21DC1
938542E7 4E0625FA

276A5E1D 20B1BA18
38E2246A 27847C3F

6919A8EF 9C66A3DD
B7FC6D55 BES8SAA3B

00000000

= 2 : permutation

3FCO20F8 775F71F0
3AD12ACO 57D3B6A3

9A1FA1F8 087265EC
1545A911 EED5C892

6919A8EF 9C66A3DD
B7FC6D55 BEG58SAA3B

00000000

= 2 : permutation

8EDE7058 79D8D027
7300D449 A92FD940

9A1FA1F8 087265EC
1545A911 EED5C892

- rotate B

5FF1DD67
260328B8

62D711A0

FDFA0900
4B854218

9BCA75B1
580A2DE3

BE6E3A04A
2D74A022

7DFD5216
558B227B

(G =0

B1835B7A
7BC6C86A

56932F34

5526BAF2
1333B3A5

9EF83BA8
0C7A0537

BE6E3A04A
2D74A022

7DFD5216
558B227B

G=1

58EFEA08
29F64BBB

76644896

DA49A6B6
817772BD

DFCEA42D
916FBDO7

B6E3A04A
2D74A022

7DFD5216
558B227B

G=2

FD8CE38C
3E2DOEAS

A40D9ABE

B4E75594
F75016C6

684012AA
FCBB7937

B6E3A04A
2D74A022

7DFD5216
558B227B

- add C to A

5654149A 8F8634BE
B8E64611

B4E75594 684012AA
F75016C6 FCBB7937

DCO68F04
26042D64
D6AC7177

37079368
625821E0

B98C9226
0A7B3711
6844FADO

37079368
625821E0

4A4BOD3E

788CD33A
653D0761

37079368
625821E0

9B7E1E3A
31267973
OF54DBFD

37079368
625821E0

F9B88017

31267973
OF54DBFD

191

11B6318A

58A604A2

B8C13603

EF36569B
CD2A3696

T7432E079

3A8116C2

FBAG1BEA

EF36569B
CD2A3696

DDB4188B

C4FBF781

D501D0A1

EF36569B
CD2A3696

5E22CF13

0157610C
022FE81F

EF36569B
CD2A3696

B64078BF

0157610C
022FE81F

B158BEBF

96304409

DB076212

B8SAAB4F8
7BEA44BE

23E6A3AF

FO79D443

F87260A0

B8AAB4F8
TBEA44BE

843C5EAC

36FA1CC3

8B276012

B8SAAB4F8
TBEA44BE

0A410C42

6F8725F5
D79C317F

BSAAB4F8
TBEA44BE

5436BOF5

6F8725F5
D79C317F



C : 7B95DACF
64A734F8

W : 00000002

block number

A : 88652A38
BE9EF22B
B : 967FCA83
C17D220B

C : 7BO5DA4F
64A734F8

: 00000002

block number

A : 88652A38
BE9EF22B

B : 7B95DA4F

64A734F8
C : 96TFCA83
C17D220B
W : 00000002

n0_final = 0 :

A : 88652A38
BESEF22B

B : 7B95DACF

64A734F8
C : 967FCA83
C17D220B
W : 00000002

n0_final = 0 :

A : 88652A3A
BE9EF22B

B : 7B95DACF

64A734F8
C : 967TFCA83
C17D220B
W : 00000002

n0_final = 0

A : 88652A3A
BE9EF22B

6919A8EF 9C66A3DD B6E3A04A
B7FC6D55 BES8AA3B 2D74A022

00000000

= 2 : subtract M from C

8EDE7058 79D8D027 5654149A
7300D449 A92FD940 BBE64611

9A1FA1F8 087265EC
1545A911 EED5C892

B4E75594
F75016C6

6919A8EF 9C66A3DD
B7FC6D55 BES58SAA3B

B6E3A04A
2D74A022

00000000

=2 : swap B with C

8EDE7058 79D8D027
7300D449 A92FD940

5654149A
B8E64611

6919A8EF 9C66A3DD
B7FC6D55 BES8AA3B

BE6E3A04A
2D74A022

9A1FA1F8 087265EC
1545A911 EED5C892

B4E75594
F75016C6

00000000

add M to B

8EDE7058 79D8D027
7300D449 A92FD940

5654149A
B8E64611

6919A8EF 9C66A3DD
B7FC6D55 BES8SAA3B

B6E3A04A
2D74A022

9A1FA1F8 087265EC
1545A911 EED5C892

B4E75594
F75016C6

00000000

xor counter W into A

8EDE7058 79D8D027 5654149A
7300D449 A92FD940 BBE64611

6919A8EF 9C66A3DD B6E3A04A
B7FC6D55 BES8AA3B 2D74A022

9A1FA1F8 087265EC B4E75594
1545A911 EED5C892 F75016C6

00000000

: permutation - rotate B

8EDE7058 79D8D027 5654149A
7300D449 A92FD940 B8E64611

7DFD5216
558B227B

8F8634BE

684012AA

FCBB7937

7DFD5216
558B227B

8F8634BE

7DFD5216

558B227B

684012AA
FCBB7937

8F8634BE

7DFD5216

558B227B

684012AA
FCBB7937

8F8634BE

7DFD5216
558B227B

684012AA
FCBB7937

8F8634BE

37079368
625821E0

F9B88017
31267973
OF54DBFD

37079368
625821E0

F9B88017
37079368
625821E0

31267973
OF54DBFD

F9B88017

37079368
625821E0

31267973
OF54DBFD

F9B88017
37079368
625821E0

31267973
OF54DBFD

F9B88017

192

EF36569B
CD2A3696

B64078BF

0157610C

022FE81F

EF36569B
CD2A3696

B64078BF

EF36569B

CD2A3696

0157610C
022FE81F

B64078BF

EF36569B

CD2A3696

0157610C
022FE81F

B64078BF

EF36569B
CD2A3696

0157610C
022FE81F

B64078BF

B8SAAB4F8
7TBEA44BE

5436BOF5

6F8725F5

D79C317F

BSAAB4F8
7TBEA44BE

5436BOF5

B8SAAB4F8

TBEA44BE

6F8725F5
D79C317F

5436BOF5

B8SAAB4F8

TBEA44BE

6F8725F5
D79C317F

5436BOF5

B8AAB4F8
7TBEA44BE

6F8725F5
D79C317F

5436BOF5



B : B59EF72B 51DED233 47BB38CD 40956DC7 A42CFBFA 26DO6EOF AD37DE6C 69F17155
69F0C94E DAAB6FF8 54777CB1 40445AEQ 44F6AB16 43C0C4BO 6D2D9A54 897CF7D4

C : 967FCA83 9A1FA1F8 087265EC B4E75594 684012AA 31267973 0157610C 6F8725F5
C17D220B 1545A911 EED5C892 F75016C6 FCBB7937 OF54DBFD 022FE81F D79C317F

W : 00000002 00000000

n0_final = 0 : permutation (j = 0)

A : 31D8859A 81BBDE69A D832456B 27B965C0 47A2C6A8 82833477 OE8FC174 CCB34CEA
081D6329 C770D623 556C9A3E 167C914E

B : 37162622 67E2A9D0 965887A1 BOCDO4F6 FO004CEA2 30DC1796 AB1F8252 EOAE51BF
24030E4A 8DD9F62D 027D9CA3 690BDB63 47CA2C49 F9C5A005 FD9G6SE3C CABF7596

C : 967FCA83 9A1FA1F8 087265EC B4AE75594 684012AA 31267973 0157610C 6F8725F5
C17D220B 1545A911 EED5C892 F75016C6 FCBB7937 OF54DBFD 022FE81F D79C317F

W : 00000002 00000000

n0_final = 0 : permutation (j = 1)

A : 7BE20C18 AA2C47CF 982D6AA9 6AE528AE 647C8975 4D24674D 9D7FC322 DEA97646
56D7EBO6 47E799F5 EABC486C E353B646

B : 86ESFODE 9F97ACDA FB3A9209 7B7A7CBD 492189BC D9A04926 437CB336 DDFOEAC6
CC1BEF73 4E60546B 6329AC10 470D6197 14172E18 4150D8B9 99AD20A4 BC286294

C : 967FCA83 9A1FA1F8 087265EC B4E75594 684012AA 31267973 0157610C 6F8725F5
C17D220B 1545A911 EED5C892 F75016C6 FCBB7937 OF54DBFD 022FE81F D79C317F

W : 00000002 00000000

n0_final = 0 : permutation (j = 2)

A : 29FA00CO 8D7AOBC5 115E952C E6562CBO 3CAB8D45 5AB7CC65 178DD218 E5232A74
DADB9113 6BE977D8 3B017BC6 3045CAF4

B : 2F2DF6C9 BCC3BF71 4858641B 1EEE1974 4446EC47 C1C56677 68580CBF A24806C2
S5B63AC5D 39889B4C 2E2175C7 94C616A5 ODOA32DC 16B73955 F7A4C570 B7EAF022

C : 967FCA83 9A1FA1F8 087265EC B4E75594 684012AA 31267973 0157610C 6F8725F5
C17D220B 1545A911 EED5C892 F75016C6 FCBB7937 OF54DBFD 022FE81F D79C317F

W : 00000002 00000000

nO_final = 0 : permutation - add C to A

A : ADCDOE99 88F56229 EBF98C94 F24FDBC7 38B63A4D 1AF4CB9D F8199694 DDC2BOFE
F69A2362 926225C4 90C27A47 22A2DCB1

B : 2F2DF6C9 BCC3BF71 4858641B 1EEE1974 4446EC47 C1C56677 68580CBF A24806C2
S5B63ACSD 39889B4C 2E2175C7 94C616A5 ODOA32DC 16B73955 F7A4C570 B7EAF022

C : 967FCA83 9A1FA1F8 087265EC B4E75594 684012AA 31267973 0157610C 6F8725F5
C17D220B 1545A911 EED5C892 F75016C6 FCBB7937 OF54DBFD 022FE81F D79C317F
W : 00000002 00000000

n0_final = 0 : subtract M from C

193



A : ADCD9E99

F69A2362
B : 2F2DF6C9
5B63AC5D
C : 967FCAO3
C17D220B

W : 00000002

n0_final = 0 :

A : ADCD9E99
F69A2362
B : 967FCAO3
C17D220B
C : 2F2DF6C9
5B63AC5D

W : 00000002

n0_final = 1

A : ADCD9E99
F69A2362
B : 967FCA83
C17D220B
C : 2F2DF6C9
5B63ACED
W : 00000002
n0_final =1 :
A : ADCD9E9B
F69A2362
B : 967FCA83
C17D220B
C : 2F2DF6C9
5B63ACED

W : 00000002

n0_final =1 :
A : ADCD9E9B
F69A2362
B : 95072CFF
441782FA
C : 2F2DF6C9
5B63ACED

W : 00000002

88F56229 EBF98C94 F24FDBC7
926225C4 90C27A47 22A2DCB1

BCC3BF71 4858641B 1EEE1974
39889B4C 2E2175C7 94C616A5

9A1FA1F8 087265EC B4E75594
1545A911 EED5C892 F75016C6

00000000

swap B with C

88F56229 EBF98C94 F24FDBC7
926225C4 90C27A47 22A2DCB1

9A1FA1F8 087265EC B4E75594
1545A911 EED5C892 F75016C6

BCC3BF71 4858641B 1EEE1974
39889B4C 2E2175C7 94C616A5

00000000

add M to B

88F56229 EBF98C94 F24FDBC7
926225C4 90C27A47 22A2DCB1

9A1FA1F8 087265EC B4E75594
1545A911 EED5C892 F75016C6

BCC3BF71 4858641B 1EEE1974
39889B4C 2E2175C7 94C616A5

00000000

xor counter W into A

88F56229 EBF98C94 F24FDBC7
926225C4 90C27A47 22A2DCB1

9A1FA1F8 087265EC B4E75594
1545A911 EED5C892 F75016C6

BCC3BF71 4858641B 1EEE1974
39889B4C 2E2175C7 94C616A5

00000000

permutation - rotate B

88F56229 EBF98C94 F24FDBC7
926225C4 90C27A47 22A2DCB1

43F1343F CBD810E4 AB2969CE
52222A8B 9125DDAB 2DS8DEEAO

BCC3BF71 4858641B 1EEE1974
39889B4C 2E2175C7 94C616A5

00000000

38B63A4D

4446ECAT

0DOA32DC

684012AA
FCBB7937

38B63A4D

684012AA

FCBB7937

4446EC4AT7
0DOA32DC

38B63A4D

684012AA

FCBB7937

4446EC4AT
0D0OA32DC

38B63A4D

684012AA

FCBB7937

4446ECAT
ODOA32DC

38B63A4D

2554D080

F26FF976

4446EC4AT7
ODOA32DC

1AF4CB9D
C1C56677
16B73955

31267973
OF54DBFD

1AF4CB9D
31267973
OF54DBFD

C1C56677
16B73955

1AF4CB9D
31267973
OF54DBFD

C1C56677
16B73955

1AF4CB9D
31267973
OF54DBFD

C1C56677
16B73955

1AF4CB9D

F2E6624C
B7FA1EA9

C1C56677
16B73955

194

F8199694

68580CBF

F7A4C570

0157610C
022FE81F

F8199694

0157610C

022FE81F

68580CBF
F7A4C570

F8199694

0157610C

022FE81F

68580CBF
F7A4C570

F8199694

0157610C

022FE81F

68580CBF
F7A4C570

F8199694

C21802AE

DO3EO45F

68580CBF
F7A4C570

DDC2B9FE

A24806C2

B7EAF022

6F8725F5
D79C317F

DDC2B9FE

6F8725F5

D79C317F

A24806C2
B7EAF022

DDC2B9FE

6F8725F5

D79C317F

A24806C2
B7EAF022

DDC2B9FE

6F8725F5

D79C317F

A24806C2
B7EAF022

DDC2B9FE

4BEADFOE

62FFAF38

A24806C2
B7EAF022



n0_final = 1 : permutation (j = 0)

A : 9CAD29B1 A89358CB 9B5770C1 29C8BAF4 OB1899FD AE1ACC26 011F4255 70CB6BOE
4F1BD2B6 EB3D9804 20497238 FE4AB14D

B : 01173CD1 C5334103 FO8E1786 EBEC8137 BE4EC702 B429F740 7ADOB8F7 18E12A7D
38CB28BD B08632ED FDFD3690 5AAE93F2 878D24A3 38989A67 C4D48781 13C81B7B

C : 2F2DF6C9 BCC3BF71 4858641B 1EEE1974 4446EC47 C1C56677 68580CBF A24806C2
S5B63ACSD 39889B4C 2E2175C7 94C616A5 ODOA32DC 16B73955 F7A4C570 B7EAF022

W : 00000002 00000000

n0_final = 1 : permutation (j = 1)

A : D550385F 9E18D944 38F76D2C 151A2FAC E7849148 A3F4532D 415AE1A2 A879ECSE
E9B6AD1C B170ESDC C6B74FB6 BF92259F

B : CCO307CE BB664DC2 FA73BA78 D2D35DDF 6AD4DCE6 26DCF4A2 CCE9C1A7 T1AF8E9A
5B3996DA 00EB4360 3CF2FFF2 5FB8F7B7 176127F0 2D3A981C 370C115E 70162587

C : 2F2DF6C9 BCC3BF71 4858641B 1EEE1974 4446EC47 C1C56677 68580CBF A24806C2
S5B63ACSD 39889B4C 2E2175C7 94C616A5 ODOA32DC 16B73955 F7A4C570 B7EAF022

W : 00000002 00000000

n0_final = 1 : permutation (j = 2)

A : BFFD77F6 7748D8F6 D1EEB1E2 2725E20E B541DD5C 09C7ADB7 798A6EF6 9B1BCODO
47610F1B 156A99CE 8AC10645 9BE82916

B : 33D587F9 1AD91014 D67F57EC FDADDS8EC 75AB31C5 CH50ECE4D B7C2CD52 3B8500C5
FCCDOF17 F7EED488 FFOO06EED DB95D041 965CBF04 BOE05609 1B26DB06 843BODET7

C : 2F2DF6C9 BCC3BF71 4858641B 1EEE1974 4446EC47 C1C56677 68580CBF A24806C2
S5B63AC5D 39889B4C 2E2175C7 94C616A5 ODOA32DC 16B73955 F7A4C570 B7EAF022

W : 00000002 00000000

n0_final = 1 : permutation - add C to A

A : CB9C9831 F7C7EEE2 672F111F CF7B1858 2E62EDB4 D8A03D24 319C302A 79EDA771
9D5D45F6 C21F654E 9CC6415D 2A06710C

B : 33D587F9 1AD91014 D67F57EC FDADDS8EC 75AB31C5 CH50ECE4D B7C2CD52 3B8500C5
FCCDOF17 F7EED488 FFOO6EED DB95D041 965CBF04 BOE05609 1B26DB06 843BODET

C : 2F2DF6C9 BCC3BF71 4858641B 1EEE1974 4446EC47 C1C56677 68580CBF A24806C2
S5B63AC5D 39889B4C 2E2175C7 94C616A5 ODOA32DC 16B73955 F7A4C570 B7EAF022

W : 00000002 00000000

n0_final = 1 : subtract M from C

A : CB9C9831 F7C7EEE2 672F111F CF7B1858 2E62EDB4 D8A03D24 319C302A 79EDA771
9D5D45F6 C21F654E 9CC6415D 2A06710C

B : 33D587F9 1AD91014 D67F57EC FDADDS8EC 75AB31C5 CH50ECE4D B7C2CD52 3B8500C5
FCCDOF17 FTEED488 FF906EED DB95D041 965CBF04 BOE05609 1B26DB06 843BODE7

C : 2F2DF649 BCC3BF71 4858641B 1EEE1974 4446EC47 C1C56677 68580CBF A24806C2
S5B63AC5D 39889B4C 2E2175C7 94C616A5 ODOA32DC 16B73955 F7A4C570 B7EAF022
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W : 00000002

n0_final =1 :
A : CB9C9831
9D5D45F6
B : 2F2DF649
5B63ACED
C : 33D587F9
FCCDOF17
W : 00000002

n0_final = 2 :

A : CB9C9831
9D5D45F6
B : 2F2DF6C9
5B63ACSD
C : 33D587F9
FCCDOF17
W : 00000002

n0_final = 2 :

A : CB9C9833
9D5D45F6
B : 2F2DF6C9
5B63ACSD
C : 33D587F9
FCCDOF17
W : 00000002

n0_final = 2 :

A : CB9C9833
9D5D45F6
B : ED925EGB
58BAB6C7
C : 33D587F9
FCCDOF17

W : 00000002

n0_final = 2 :

A : 8DFF438F
TAAD9D34

B : F99EB726
34270F45

00000000

swap B with C

F7C7TEEE2 672F111F CF7B1858
C21F654E 9CC6415D 2A06710C

BCC3BF71 4858641B 1EEE1974
39889B4C 2E2175C7 94C616A5

1AD91014 D67F57EC FDADDSEC
F7EED488 FF906EED DB95D041

00000000

add M to B

F7C7TEEE2 672F111F CF7B1858
C21F654E 9CC6415D 2A06710C

BCC3BF71 4858641B 1EEE1974
39889B4C 2E2175C7 94C616A5

1AD91014 D67F57EC FDADDSEC
F7EED488 FF906EED DB95D041

00000000

xor counter W into A

F7C7TEEE2 672F111F CF7B1858
C21F654E 9CC6415D 2A06710C

BCC3BF71 4858641B 1EEE1974
39889B4C 2E2175C7 94C616A5

1AD91014 D67F57EC FDADDSEC
F7EED488 FF906EED DB95D041

00000000

permutation - rotate B

F7C7TEEE2 672F111F CF7B1858
C21F654E 9CC6415D 2A06710C

TEE37987 C83690BO 32E83DDC
36987311 EBSE5C42 2D4B298C

1AD91014 D67F57EC FDADDSEC
F7EED488 FF906EED DB95D041

00000000

permutation (j = 0)

E6CFE964 AC30082E D3C8B038
42832D7D 3F2A7DDE D6CE7FA3

E4DS5AEDD 7A4E6F4A 0626997C
D04C34A0 17C93AA4 73A7D344

2E62EDB4

4446EC4AT7

ODOA32DC

75AB31C5
965CBF04

2E62EDB4

4446EC4AT

0DOA32DC

75AB31C5
965CBF04

2E62EDB4

4446EC47

ODOA32DC

75AB31C5
965CBF04

2E62EDB4

D88E888D
65B81A14

75AB31C5
965CBF04

4C6300DE

0281EE3A
B9708858

D8A03D24
C1C56677
16B73955

C50ECE4D
BOE05609

D8A03D24
C1C56677
16B73955

C50ECE4D
BOE05609

D8A03D24

C1C56677
16B73955

C50ECE4D
BOE05609

D8A03D24
CCEF838A
T72AA2D6E

C50ECE4D
BOE05609

0D9DB8BC

6BBD4056
FC644C47

196

319C302A

68580CBF

F7A4C570

B7C2CD52
1B26DB06

319C302A

68580CBF

F7A4C570

B7C2CD52
1B26DB06

319C302A

68580CBF

F7A4C570

B7C2CD52
1B26DB06

319C302A

197EDOBO
8AE1EF49

B7C2CD52
1B26DB06

78FC2DFD

B5FE7362
46002942

TOEDA7T1

A24806C2

B7EAF022

3B8500C5
843B9DE7

TOEDATT1

A24806C2

B7EAF022

3B8500C5
843B9DE7

TOEDATT1

A24806C2

B7EAF022

3B8500C5
843B9DE7

TOEDATT1

0D854490
E0456FD5

3B8500C5
843B9DE7

BEF23703

5A0741DC
ECBD906C



C : 33D587F9
FCCDOF17
W : 00000002

n0_final = 2 :

A : C2D0320E

E64AFCF7
B : A8C685C2
5561D37B
C : 33D587F9
FCCDOF17

W : 00000002

n0_final = 2 :

A : AB7D1FE8
0956F16F
B : BE6ACODC
4A5B8375
C : 33D587F9
FCCDOF17

W : 00000002

n0_final = 2 :

A : O08FC66FC
1E1F9B61
B : BEGACODC
4A5B8375
C : 33D587F9
FCCDOF17

W : 00000002

n0_final = 2 :

A : O8FC66FC
1E1F9B61
B : BEG6ACODC
4A5B8375
C : 33D58779
FCCDOF17

W : 00000002

n0_final = 2 :

A : 08FC66FC
1E1F9B61

1AD91014 D67F57EC FDADDSEC 75AB31C5
F7EED488 FF906EED DB95D041 965CBF04

00000000

permutation (j = 1)

D3313CC3 3B05577B FD933B4A EF7DDCOE
BC990ABD 1901F3DB 952A2D59

T7A93D67F EDSEFCC7 07229415 1CB6DF7C
8C56AA7D EB68DDCC E523623D 626333D0

1AD91014 D67F57EC FDADDSEC 75AB31C5
F7EED488 FF906EED DB95D041 965CBF04

00000000

permutation (j = 2)

8ES5BB452 B1FA6ACB ACEOD826 1F67DA7C
99B5418E 2EB779CD F12F9B77

86AFB8BB 300C6C1B 237FOC8C 6DEFSEEF
14A6DD99 E8D207F9 F7187681 326F6930

1AD91014 D67F57EC FDADDSEC 75AB31C5
F7EED488 FF906EED DB95D041 965CBF04

00000000

permutation - add C to A

CE392D14 42C29F35 5649D86A DCD65214
A28A416E 9C9572AB C3A9B2BC

86AFB8BB 300C6C1B 237F0C8C 6DEFSEEF
14A6DD99 E8D207F9 F7187681 326F6930

1AD91014 D67F57EC FDADDSEC 75AB31C5
F7EED488 FF906EED DB95D041 965CBF04

00000000

subtract M from C

CE392D14 42C29F35 5649D86A DCD65214
A28A416E 9C9572AB C3A9B2BC

86AFB8BB 300C6C1B 237F0C8C 6DEFSEEF
14A6DD99 E8D207F9 F7187681 326F6930

1AD91014 D67F57EC FDADDSEC 75AB31C5H
F7EED488 FF906EED DB95D041 965CBF04

00000000

swap B with C (final state)

CE392D14 42C29F35 5649D86A DCD65214
A28A416E 9C9572AB C3A9B2BC

C50ECE4D
BOE05609

F1F76F48
941C75EE
F6C00838

C50ECE4D
BOE05609

F3F4769D
599CA070
8BCAAEOO

C50ECE4D
BOE05609

9A423F72

599CA070
8BCAAEOO

C50ECE4D
BOE05609

9A423F72
599CA070
8BCAAEOO

C50ECE4D
BOE05609

9A423F72

197

B7C2CD52
1B26DB06

89B9ACCD

8DO2EAE1

FA5E01B6

B7C2CD52
1B26DB06

C1FC439F

540040F7

25F4855F

B7C2CD52
1B26DB06

99D2F688

540040F7

25F4855F

B7C2CD52
1B26DB06

99D2F688

540040F7
25F4855F

B7C2CD52
1B26DB06

99D2F688

3B8500C5
843B9DE7

B97CB043

DEDB511E

9FF86F65

3B8500C5
843B9DE7

C2A14D05

EEA985E4

3120BA43

3B8500C5
843B9DE7

5073E130

EEA985E4

3120BA43

3B8500C5
843B9DE7

5073E130

EEA985E4
3120BA43

3B8500C5
843B9DE7

5073E130



B : 33D58779 1AD91014 D67F57EC FDADDS8EC 75AB31C5 CH50ECE4D B7C2CD52 3B8500C5
FCCDOF17 F7EED488 FFOO6EED DB95D041 965CBF04 BOE05609 1B26DB06 843BODET

C : BEGACODC 86AFB8BB 300C6C1B 237FO0C8C 6DEFSEEF 599CA070 540040F7 EEA985E4
4A5B8375 14A6DD99 E8D207F9 F7187681 326F6930 8BCAAEOO 25F4855F 3120BA43

W : 00000002 00000000

Hash value (word array):

H : 14A6DD99 E8D207F9 F7187681 326F6930 8BCAAEOO 25F4855F 3120BA43

Hash value (byte array):

H : 99 DD A6 14 F9 07 D2 E8 81 76 18 F7 30 69 6F 32
00 AE CA 8B 5F 85 F4 25 43 BA 20 31

B.4 Intermediate States for Shabal-224 (Message B)

init

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : message block

M : O00000EO 000000E1 OOOOOOE2 000000E3 000000E4 000000E5 000000E6 000000E7
000000E8 000000E9 000000EA 000000EB 000000EC 00000OED 0OO000OEE 0O0000O0EF

block number = -1 : add M to B

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 000000EO 000000E1 0O0O00OOE2 000000E3 000000E4 O00000E5 000000E6 000000E7
000000E8 000000E9 000000EA O00000EB 000000OEC O0000OED OOOOOOEE OOOOOOEF

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : xor counter W into A

A : FFFFFFFF FFFFFFFF 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 000000EO 000000E1 0O0O00OOE2 000000E3 000000E4 O00000E5 000000E6 000000E7
000000E8 000000E9 000000EA 000000EB 000O00OEC O000O0OED OOOOOOEE OOOOOOEF

198



C : 00000000
00000000

W : FFFFFFFF

block number

A : FFFFFFFF
00000000
B : 01C00000
01D00000
C : 00000000
00000000
W : FFFFFFFF

block number

A : EOF553CA
F2FB6BE4
B : 024800E2
OEA4941B
C : 00000000
00000000
W : FFFFFFFF

block number

A : 257C1CF3
4D00378B
B : 67772EAS
C7CACB3A
C : 00000000
00000000
W : FFFFFFFF

block number

A : 01340BD4

632406CB
B : EC9906C8
FEEE45AE
C : 00000000
00000000
W : FFFFFFFF

block number

A : 01340BD4
632406CB

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

00000000
00000000

= -1 : permutation - rotate B

FFFFFFFF 00000000 00000000
00000000 00000000 00000000

01C20000 01C40000 01C60000
01D20000 01D40000 01D60000

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 0)

360FBOF0 13F563A2 1751BF18
D594E9DE 8CAOC9A1 E61FOAC1

FB28F276 182C49FA 2B1FCF5D
29CF1621 7O0F7365E 1A4CF53E

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 1)

FAC54BC3 B544997B B9426917
E315C946 A6A4D823 AEOE1AAC

A9D983AA 1B7E3DF8 B711623E
56A4987E AB550A38 72247C94

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 2)

73381D1D F97F7508 28F07BF4
965BA4DD 014EB6D9 3E7F3B64

F21851C0 COA747BA 21DAD58B
8A1E966C 7B811214 CBC13AEB

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation - add C

73381D1D F97F7508 28F07BF4
965BA4DD 014EB6D9 3ET7F3B64

00000000

01C80000

01D80000

00000000
00000000

97E7BD38

6B8842C7

1CBAAC35

00000000
00000000

594FC7A1

65EF4DFA

9FC56034

00000000
00000000

8E842C24

35156FDF

A351395D

00000000
00000000

to A

8E842C24

00000000
00000000

00000000
01CA0000
01DA0000

00000000
00000000

130C3A22
EF67C5DD
CA44460F

00000000
00000000

D13345E4

C225BD02
BA443604

00000000
00000000

D8AB596F
088C98E7
1D2C372B

00000000
00000000

D8AB596F

199

00000000
00000000

00000000

01CC0000

01DC0O000

00000000
00000000

98E64161

6481BESE

EFB29C5D

00000000
00000000

17044F51

90585AE0

379E8815

00000000
00000000

D2D4F99A

26303F36
918C590C

00000000
00000000

D2D4F99A

00000000
00000000

00000000

01CE0000

01DE000O

00000000
00000000

83D3B8TF

TFB04780

EB1240E7

00000000
00000000

13DC1230

AE916A53

3A076C00

00000000
00000000

DO763C3C

8A2D50AC
B58E1C9B

00000000
00000000

DO763C3C



B : EC9906C8 F21851C0O COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : subtract M from C

A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3E7F3B64

B : EC9906C8 F21851C0O COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

C : FFFFFF20 FFFFFF1F FFFFFF1E FFFFFF1D FFFFFF1C FFFFFF1B FFFFFF1A FFFFFF19
FFFFFF18 FFFFFF17 FFFFFF16 FFFFFF15 FFFFFF14 FFFFFF13 FFFFFF12 FFFFFF11

W : FFFFFFFF FFFFFFFF

block number = -1 : swap B with C

A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3E7F3B64

B : FFFFFF20 FFFFFF1F FFFFFF1E FFFFFF1D FFFFFF1C FFFFFF1B FFFFFF1A FFFFFF19
FFFFFF18 FFFFFF17 FFFFFF16 FFFFFF15 FFFFFF14 FFFFFF13 FFFFFF12 FFFFFF11

C : EC9906C8 F21851C0O0 COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B5S8E1C9B

W : FFFFFFFF FFFFFFFF

block number = 0 : increment counter W

A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3E7F3B64

B : FFFFFF20 FFFFFF1F FFFFFF1E FFFFFF1D FFFFFF1C FFFFFF1B FFFFFF1A FFFFFF19
FFFFFF18 FFFFFF17 FFFFFF16 FFFFFF15 FFFFFF14 FFFFFF13 FFFFFF12 FFFFFF11

C : EC9906C8 F21851C0O0 COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

W : 00000000 00000000

block number = 0 : message block

M : 000000F0O 000000F1 0O0000OF2 000000F3 000000F4 000000F5 O00000F6 OO00000F7
000000F8 000000F9 0000O0O0FA 000000FB OOOOOOFC O00000FD OOOOOOFE OOOOOOFF

block number = 0 : add M to B

A : 01340BD4 73381D1D F97F7508 28F07BF4 8E842C24 D8A8596F D2D4F99A D0763C3C
632406CB 965BA4DD 014EB6D9 3ET7F3B64

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010

C : EC9906C8 F21851C0O COA747BA 21DAD58B 35156FDF 088C98E7 26303F36 8A2D50AC
FEEE45AE 8A1E966C 7B811214 CBC13AEB A351395D 1D2C372B 918C590C B58E1C9B

200



W : 00000000

block number

A : 01340BD4
632406CB
B : 00000010
00000010
C : EC9906C8
FEEE45AE
W : 00000000

block number

A : 01340BD4
632406CB
B : 00200000
00200000
C : EC9906C8
FEEE45AE
W : 00000000

block number

A : 4389B954

F8F8DOFD
B : 3D7D89CC
07472F02
C : EC9906C8
FEEE45AE
W : 00000000

block number

A : E11D69E6
9EB4F2BE

B : 2CCEC394
106CC81D

C : EC9906C8
FEEE45AE

W : 00000000

block number

A : O1F5E756
B75BD62C
B : E4B573A1
99405F2D

00000000

= 0 : xor counter

73381D1D F97F7508
965BA4DD 014EB6D9

00000010 00000010
00000010 00000010

F21851C0 COA747BA
8A1E966C 7B811214

00000000

= 0 : permutation

73381D1D F97F7508
965BA4DD 014EB6D9

00200000 00200000
00200000 00200000

F21851C0 COA747BA
8A1E966C 7B811214

00000000

= 0 : permutation

7C2E65DF TACOA60E
866100F7 129EA35A

64237EF2 265812A5
79DEFFO8 ED215CA5

F21851C0 COA747BA
8A1E966C 7B811214

00000000

= 0 : permutation

69E4164B OFC5373C
E6580BF7 E5386C60

1350B7FB 8F6F4688
65A617A4 2A787188

F21851C0 COA747BA
8A1E966C 7B811214

00000000

= 0 : permutation

E4B92946 BCFDB7C5
2F4525B5 AE5698A7

4C1A0880 1E907C51
E5B648A1 70AB1D43

W into A

28F07BF4
3ETF3B64

00000010
00000010

21DAD58B
CBC13AEB

- rotate

28F07BF4
3E7F3B64

00200000
00200000

21DAD58B
CBC13AEB

(G =0

4D3E5671
B74146B4

119D3DC4
48FEB94B

21DAD58B
CBC13AEB

G=10

TE495272
AD2654AD

88CED426
104BDF1B

21DAD58B
CBC13AEB

G =2

EFD3BD7F
C7AF460B

04807EFD
A10C25C2

8E842C24

00000010

00000010

35156FDF
A351395D

B

8E842C24

00200000

00200000

35156FDF
A351395D

TE2ECCOC

819133F3

BC3646AB

35156FDF
A351395D

A8B9B043

62696AA6
2F2AC2EB

35156FDF
A351395D

466630E8

3AD8CDES
16F1ACO05

D8AB596F
00000010
00000010

088C98E7
1D2C372B

D8AB596F
00200000
00200000

088C98E7
1D2C372B

30113495

CFAECB6A
83919A20

088C98E7
1D2C372B

8CDC5330
86FA62DD
7400988E

088C98E7
1D2C372B

D1059816

16B21302
38BBEB56

201

D2D4F99A

00000010

00000010

26303F36
918C590C

D2D4F99A

00200000

00200000

26303F36
918C590C

2288EF2A

DD3710D5

857F59F1

26303F36
918C590C

90551180

AOA9B234
65545D9C

26303F36
918C590C

DBA401AC

02512C53
9B01DC60

DO763C3C

00000010

00000010

8A2D50AC
B58E1C9B

DO763C3C

00200000

00200000

8A2D50AC
B58E1C9B

DA590830

25E6F7CF

B281A98E

8A2D50AC
B58E1C9B

5E5046D9

191444CC
C4ACEA3B

8A2D50AC
B58E1C9B

TE64640B

2204CB18
B1096D83



C : EC9906C8
FEEE45AE

W : 00000000

block number

A : A5201467
2F25374E
B : E4B573A1
99405F2D
C : EC9906C8
FEEE45AE

W : 00000000

block number

A : A5201467
2F25374E
B : E4B573A1
99405F2D
C : EC9905D8
FEEE44B6

W : 00000000

block number

A : A5201467
2F25374E
B : EC9905D8
FEEE44B6
C : E4B573A1
99405F2D

W : 00000000

block number

A : A5201467
2F25374E
B : EC9905D8
FEEE44B6
C : E4B573A1
99405F2D
W : 00000001

block number

M : 64636261
38373635

F21851C0 COA747BA 21DAD58B
8A1E966C 7B811214 CBC13AEB

00000000

35156FDF
A351395D

= 0 : permutation - add C to A

A9B8D94A D4CED997 68379D7B
069A149F 5E2DFF25 FAECF061

4C1A0880 1E907C51 04807EFD
E5B648A1 70AB1D43 A10C25C2

F21851C0 COA747BA 21DAD58B
8A1E966C 7B811214 CBC13AEB

00000000

= 0 : subtract M from C

A9B8D94A D4CED997 68379D7B
069A149F 5E2DFF25 FAECF061

4C1A0880 1E907C51 04807EFD
E5B648A1 70AB1D43 A10C25C2

F21850CF COA746C8 21DAD498
8A1E9573 7B81111A CBC139F0

00000000

=0 : swap B with C

A9B8D94A D4CED997 68379D7B
069A149F 5E2DFF25 FAECF061

F21850CF COA746C8 21DAD498
8A1E9573 7B81111A CBC139F0

4C1A0880 1E907C51 04807EFD
ES5B648A1 70AB1D43 A10C25C2

00000000

= 1 : increment counter W

A9B8D94A D4CED997 68379D7B
069A149F 5E2DFF25 FAECF061

F21850CF COA746C8 21DAD498
8A1E9573 7B81111A CBC139F0

4C1A0880 1E907C51 04807EFD
E5B648A1 70AB1D43 A10C25C2

00000000

= 1 : message block

68676665 6C6B6A69 7TO6FGEED
42412D39 46454443 4A494847

A7TFC73BA

3AD8CDES

16F1ACO05

35156FDF
A351395D

A7TFC73BA

3AD8CDES

16F1AC05

35156EEB
A3513861

A7TFC73BA

35156EEB

A3513861

3AD8CDES
16F1ACO05

A7TFC73BA

35156EEB

A3513861

3AD8CDEbS
16F1ACO5

74737271
4E4D4C4B

088C98E7
1D2C372B

F1A2546B
16B21302
38BBEB56

088C98E7
1D2C372B

F1A2546B
16B21302
38BBEB56

088C97F2
1D2C362E

F1A2546B
088CI7F2
1D2C362E

16B21302
38BBEB56

F1A2546B

088CI7F2
1D2C362E

16B21302
38BBEB56

78777675
5251504F

202

26303F36
918C590C

606782BF

02512C53

9B01DC60

26303F36
918C590C

606782BF

02512C53

9B01DC60

26303E40
918C580E

606782BF

26303E40

918C580E

02512C53
9B01DC60

606782BF

26303E40

918C580E

02512C53
9B01DC60

302D7A79
56555453

8A2D50AC
B58E1C9B

EOBCFDOF

2204CB18

B1096D83

8A2D50AC
B58E1C9B

EOBCFDOF

2204CB18

B1096D83

8A2D4FB5
B58E1B9C

EOBCFDOF

8A2D4FB5

B58E1B9C

2204CB18
B1096D83

EOBCFDOF

8A2D4FB5

B58E1B9C

2204CB18
B1096D83

34333231
5A595857



block number

A : A5201467
2F25374E
B : H50FC6839
37257AEB
C : E4B573A1
99405F2D
W : 00000001

block number

A : A5201466
2F25374E
B : 50FC6839
37257AEB
C : E4B573A1
99405F2D
W : 00000001

block number

A : A5201466
2F25374E
B : DO72A1F8
F5D66E4A
C : E4B573A1
99405F2D
W : 00000001

block number

A : 8C6560B6
30C10360
B : 9E34389F
2492200A
C : E4B573A1
99405F2D
W : 00000001

block number

A : 23BBE3D7
T714AD2A9
B : 7FD3AB2F
95605C3C
C : E4B573A1

=1: add M to B

A9B8D94A D4CED997
069A149F BE2DFF25

5A7FB734 2D12B131
CC5FC2AC C1C6555D

4C1A0880 1E907C51
E5B648A1 70AB1D43

00000000

= 1 : xor counter

A9B8D94A D4CED997
069A149F S5E2DFF25

5ATFB734 2D12B131
CC5FC2AC C1C6555D

4C1A0880 1E907C51
E5B648A1 70AB1D43

00000000

= 1 : permutation

A9B8D94A D4CED997
069A149F 5E2DFF25

6E68BAFF 62625A25
855998BF AABB838C

4C1A0880 1E907C51
E5B648A1 70AB1D43

00000000

= 1 : permutation

46C63757 88C69A25
06A31BE8 EB368AA8

FOC9ED48 97683AF6
F3EFD568 41BE724E

4C1A0880 1E907C51
ES5B648A1 70AB1D43

00000000

= 1 : permutation

CE453E25 7DE78C6F
81CCD639 04DDOESF

8844471A 5EB7789C
D6656BOB 0164970C

4C1A0880 1E907C51

68379D7B
FAECF061

924A4305
160A8237

04807EFD
A10C25C2

W into A

68379D7B
FAECF061

92474305
160A8237

04807EFD
A10C25C2

- rotate

68379D7B
FAECF061

860B2494
046E2C15

04807EFD
A10C25C2

(G =0

846FFE84
A21F7FDF

A4B76138
553CD80A

04807EFD
A10C25C2

G=10

B5F31A7C
C30C0B39

06DFC577
E0755597

04807EFD

A7FC73BA

A988E15C

F19E84AC

3AD8CDES
16F1ACO05

A7TFC73BA

A988E15C

F19E84AC

3AD8CDES
16F1ACO05

B

A7FC73BA

C2B95311

0959E33D

3AD8CDES
16F1ACO05

1D1CEFD6

6791B60A

61295933

3AD8CDES
16F1ACO5

AOA64F86

41964142
9DOBO21F

3AD8CDES

F1A2546B
81040E67
6F7D867D

16B21302
38BBEB56

F1A2546B
81040E67
6F7D867D

16B21302
38BBEB56

F1A2546B
1CCF0208
OCFADEFB

16B21302
38BBEB56

S5FBEA9B1

99DF525E
AOCC755E

16B21302
38BBEB56

D1CB5DBO
4D8D8D7B
6FAC48F2

16B21302

203

606782BF

565DB8B9

E7E1AC61

02512C53
9B01DC60

606782BF

565DB8B9

E7E1AC61

02512C53
9B01DC60

606782BF

7172ACBB

58C3CFC3

02512C53
9B01DC60

F659B29C

EB431415

C6BEFASLC

02512C563
9B01DC60

2B5C3669

2DA4D98B
S59DE3D2F

02512C53

EOBCFDOF

BE6081E6

OFE773F3

2204CB18
B1096D83

EOBCFDOF

BE6081E6

OFE773F3

2204CB18
B1096D83

EOBCFDOF

03CD7CC1

E7E61FCE

2204CB18
B1096D83

772D12C6

8F4814BB

B45C3EE6

2204CB18
B1096D83

CEC91EF6

2263DDB1
598E9CC4

2204CB18



99405F2D

W : 00000001

block number

A : 75457F4C
33CE4C17
B : A9FC3D62
DOB78426
C : E4B573A1
99405F2D
W : 00000001

block number

A : CBDB918E

FB5FBBEE
B : A9FC3D62
DOB78426
C : E4B573A1
99405F2D
W : 00000001

block number

A : CBDB918E

FB5FBBEE
B : A9FC3D62
DOB78426
C : 80521140
610928F8
W : 00000001

block number

A : CBDB918E
FB5FBBEE
B : 80521140
610928F8
C : A9FC3D62
DOB78426
W : 00000001

block number

A : CBDB918E
FB5FBBEE
B : 80521140

ES5B648A1 70AB1D43 A10C25C2 16F1ACO5

00000000

= 1 : permutation (j = 2)

CFC19617 D104D673 18ACCC64 0588C3A0
DO42FCFB A1390D75 FDA502E4

AFA9B73D FOD3F99C 1D4856D0 09960237
59E146E6 FD1B8C9C 7ABOF9D9 F627B7D7

4C1A0880 1E907C51 04807EFD 3ADSCDES
ES5B648A1 70AB1D43 A10C25C2 16F1ACO5

00000000

= 1 : permutation - add C to A

064183A2 6C8CDD4B D4905168 DD177B38
BB4DD612 D65D546E OBA328DA

AFA9B73D FOD3F99C 1D4856D0 09960237
59E146E6 FD1B8C9C 7ABOFOD9 F627B7D7

4C1A0880 1E907C51 04807EFD 3AD8CDES
ES5B648A1 70AB1D43 A10C25C2 16F1ACO5

00000000

=1 : subtract M from C

064183A2 6C8CDD4B D4905168 DD177B38
BB4DD612 D65D546E OBA328DA

AFA9B73D FOD3F99C 1D4856D0 09960237
59E146E6 FD1B8C9C 7ABOF9D9 F627B7D7

E3B2A21B B22511E8 94111090 C6655B74
A3751B68 2A65D900 56C2DD7B C8A45FBA

00000000

=1 : swap B with C

064183A2 6C8CDD4B D4905168 DD177B38
BB4DD612 D65D546E OBA328DA

E3B2A21B B22511E8 94111090 C6655B74
A3751B68 2A65D900 56C2DD7B C8A45FBA

AFA9B73D FOD3F99C 1D4856D0 09960237
59E146E6 FD1B8C9C 7ABOFOD9 F627B7D7

00000000

= 2 : increment counter W

064183A2 6C8CDD4B D4905168 DD177B38
BB4DD612 D65D546E OBA328DA

E3B2A21B B22511E8 94111090 C6655B74

38BBEB56

0AD46FOE
AB25731E
FOE592EOQ

16B21302
38BBEB56

C3A30FC1

AB25731E
FOE592EOQ

16B21302
38BBEB56

C3A30FC1
AB25731E
FOE592EOQ

9E3A9C8D
E66A9BO7

C3A30FC1
9E3A9C8D
E66A9B07

AB25731E
FOE592E0Q

C3A30FC1

9E3A9C8D

204

9B01DC60

002D5D7B

75B29A9A

ED7A88D4

02512C53
9B01DC60

48AFC19E

75B29A9A

ED7A88D4

02512C53
9B01DC60

48AFC19E

75B29A9A
ED7A88D4

D223B1DA
44AC880D

48AFC19E

D223B1DA

44AC880D

75B29A9A
ED7A88D4

48AFC19E

D223B1DA

B1096D83

45ACADO9

A39488F9

B147C493

2204CB18
B1096D83

D73972F0

A39488F9

B147C493

2204CB18
B1096D83

D73972F0

A39488F9
B147C493

EDD198E7
56B0152C

D73972F0

EDD198E7

56B0152C

A39488F9
B147C493

D73972F0

EDD198E7



610928F8

C : A9FC3D62
DOB78426

W : 00000002

block number

M : 3231302D

78777675

block number

A : CBDB918E

FB5FBBEE
B : B283416D
D9809F6D
C : A9FC3D62
DOB78426

W : 00000002

block number

A : CBDB918C
FB5FBBEE
B : B283416D
D9809F6D
C : A9FC3D62
DOB78426

W : 00000002

block number

A : CBDB918C
FB5FBBEE
B : 82DB6506
3EDBB301
C : A9FC3D62
DOB78426
W : 00000002

block number

A : DF1A97E9
9CFAB7D5
B : 22D191FE
1EB22E28
C : A9FC3D62
DOB78426

A3751B68 2A65D900

AFA9B73D FOD3F99C
59E146E6 FD1B8C9C

00000000

56C2DD7B

1D4856D0
TAB9F9D9

= 2 : message block

36353433 2D393837
00807A79 00000000
=2 : add M to B

064183A2 6C8CDD4B
BB4DD612 D65D546E

19E7D64E DFS5E4A1F
A3F595E1 2A65D900

AFA9B73D FOD3F99C
59E146E6 FD1B8C9C

00000000

= 2 : xor counter

064183A2 6C8CDD4B
BB4DD612 D65D546E

19E7D64E DFSE4A1F
A3F595E1 2A65D900

AFA9B73D FOD3F99C
59E146E6 FD1B8C9C

00000000

= 2 : permutation

064183A2 6C8CDD4B
BB4DD612 D65D546E

AC9C33CF 943FBEBC
2BC347EB B20054CB

AFA9B73D FOD3F99C
59E146E6 FD1B8C9C

00000000

= 2 : permutation

D6B1A782 D96A6348
B45EA5D2 C44B5068

9F37773E BEC49E4E
1C27D5FB 5FB40600

AFA9B73D FOD3F99C
59E146E6 FD1B8C9C

64636261
00000000

D4905168
OBA328DA

F87472F1
56C2DD7B

1D4856D0
TABOF9D9

W into A

D4905168
OBA328DA

F87472F1
56C2DD7B

1D4856D0
TABOF9D9

- rotate

D4905168
OBA328DA

ESE3FOE8
BAF6AD85

1D4856D0
TABOF9D9

(G =0

DASDAC23
28B35FE0

4ETEODAS
A2A1FB14

1D4856D0
TAB9F9D9

C8A45FBA

09960237
F627B7D7

68676665
00000000

DD177B38

2ECCC1D9

C8A45FBA

09960237
F627B7D7

DD177B38

2ECCC1D9

C8A45FBA

09960237
F627B7D7

B

DD177B38

83B25D99

BF759148

09960237
F627B7D7

S5E46COAF

A6DD8463

SEOQE4A87

09960237
F627B7D7

E66A9B07

AB25731E
FOE592E0

6C6B6A69
00000000

C3A30FC1
OAAGO6F6
E66A9B07

AB25731E
FOE592E0

C3A30FC1
OAA606F6
E66A9B07

AB25731E
FOE592E0

C3A30FC1
ODEC154C
360FCCD5

AB25731E
FOE592E0

6CB06C45

8897B922
4551C1D7

AB25731E
FOE592E0

205

44AC880D

75B29A9A
ED7A88D4

TO6F6E6D
00000000

48AFC19E

42932047

44AC880D

75B29A9A
ED7A88D4

48AFC19E

42932047

44AC880D

75B29A9A
ED7A88D4

48AFC19E

408E8526

101A8959

75B29A9A
ED7A88D4

1A6C68C6

648E9D75

06A08E05

75B29A9A
ED7A88D4

56B0152C

A39488F9
B147C493

74737271
00000000

D73972F0

62450B58

56B0152C

A39488F9
B147C493

D73972F0

62450B58

56B0152C

A39488F9
B147C493

D73972F0

16BOC48A

2A58AD60

A39488F9
B147C493

AA007071

T89E069A

71D3091C

A39488F9
B147C493



W

00000002

block number

A

3B44212B
2684E514

: 34E7DF5E

FODF8284

: A9FC3D62

DOB78426

: 00000002

block number

A

77TA014BC
912B7ELF

: 354B1667

TE46F1A5

: A9FC3D62

DOB78426

: 00000002

block number

A

COEA29F8
CCC257C1

: 354B1667

TE46F1A5

: A9FC3D62

DOB78426

: 00000002

block number

A

COEA29F8
CCC257C1

: 354B1667

TE46F1A5

: 77CBOD35

58400DB1

: 00000002

block number

A

COEA29F8
CCC257C1

: 77CBOD35

58400DB1

00000000

= 2 : permutation (j = 1)

38BAA6B1 DDAEO9FA FA7TEAC58
E7DD225E 9F9F888E 276E49D7

23C3AAF3 4F5BFS5EE 6A40590D
FFOAF2B8 9D39FA05 40C2A58E

AFA9B73D FOD3F99C 1D4856D0
59E146E6 FD1B8C9C 7AB9F9D9

00000000

= 2 : permutation (j = 2)

EEA36A0OD 3771AF76 CEBD1EF8
F21D9DC4 1E589CDO 1B1EF3E6

52CB98D5 D099C207 2B43AF62
F5CB4356 E3ES5B8AC 8FAA9BOF

AFA9B73D FOD3F99C 1D4856D0
59E146E6 FD1B8C9C 7ABOF9D9

00000000

TDCEACAB

94C0122C

3E25C65A

09960237
F627B7D7

72060B53

A1DFCF1A

129F0D54

09960237
F627B7D7

= 2 : permutation - add C to A

985D617D 83266CB1 22BE3C02
C292DBF8 1444E9B4 7B67A3F0

52CB98D5 D099C207 2B43AF62
F5CB4356 E3ES5B8AC 8FAA9BOF

AFA9B73D FOD3F99C 1D4856D0
59E146E6 FD1B8C9C 7AB9F9D9

00000000

= 2 : subtract M from C

985D617D 83266CB1 22BE3C02
C292DBF8 1444E9B4 7B67A3F0

52CB98D5 D099C207 2B43AF62
F5CB4356 E3ES5BSAC 8FAA9BOF

7974830A C39AC165 BBE4F46F
5960CC6D FD1B8CI9C 7ABOF9OD9

00000000

=2 : swap B with C

985D617D 83266CB1 22BE3C02
C292DBF8 1444E9B4 7B67A3F0

7974830A C39AC165 BBE4F46F
5960CC6D FD1B8COC 7ABOF9OD9

E42AAFAF

A1DFCF1A

129F0D54

09960237
F627B7D7

E42AAFAF

A1DFCF1A
129F0D54

A12E9BD2
F627B7D7

E42AAFAF

A12E9BD2
F627B7D7

B9D314C2
090DAFE4
CC8F6893

AB25731E
FOE592E0

F42159D8
0347CA3A
94FCB31C

AB25731E
FOE592E0

786B1D97

0347CA3A
94FCB31C

AB25731E
FOE592E0Q

786B1D97
0347CA3A
94FCB31C

3EBAO8SB5S
FOE592EOQ

786B1D97

3EBAO8B5S
FOE592E0

206

E29E3349

A97D4D9B

1020D0BC

75B29A9A
ED7A88D4

2669B358

9A74CBBE

C1E6C257

75B29A9A
ED7A88D4

DB1A2499

9A74CBBE

C1E6C257

75B29A9A
ED7A88D4

DB1A2499

9A74CBBE
C1E6C257

05432C2D
ED7A88D4

DB1A2499

05432C2D
ED7A88D4

BF392F25

29ADBB1C

A360C2E2

A39488F9
B147C493

F1DO2FEC

6219973F

A22089DC

A39488F9
B147C493

557250BE

6219973F

A22089DC

A39488F9
B147C493

557250BE

6219973F
A22089DC

2F211688
B147C493

557250BE

2F211688
B147C493



C : 354B1667
TE4A6F1A5

W : 00000002

n0_final = 0 :

A : COEA29F8
CCC257C1
B : A9FC3D62
DOB78426
C : 354B1667
TEAGF1A5
W : 00000002

n0_final = 0 :

A : COEA29FA
CCC257C1
B : A9FC3D62
DOB78426
C : 354B1667
TEAGF1A5
W : 00000002

n0_final = 0

A : COEA29FA
CCC257C1
B : 7AC553F8
084DA16F
C : 354B1667
TE46F1A5
W : 00000002

n0_final = 0

A : BO6DABA1
E76A4A83
B : 632C5D0B
080EF7A2
C : 354B1667
TE46F1A5
W : 00000002

n0_final = 0

A : 90072ACB
T40AC54E

52CB98D5 D099C207 2B43AF62
F5CB4356 E3E5B8AC 8FAA9BOF

00000000

add M to B

985D617D 83266CB1 22BE3C02
C292DBF8 1444E9B4 7B67A3F0

AFA9B73D FOD3F99C 1D4856D0
59E146E6 FD1B8C9C 7AB9F9D9

52CB98D5 D099C207 2B43AF62
F5CB4356 E3ES5B8AC 8FAA9BOF

00000000

xor counter W into A

985D617D 83266CB1 22BE3C02
C292DBF8 1444E9B4 7B67A3F0

AFA9B73D FOD3F99C 1D4856D0
59E146E6 FD1B8C9C 7ABOF9D9

52CB98D5 D099C207 2B43AF62
F5CB4356 E3ES5B8AC 8FAA9BOF

00000000

: permutation - rotate B

985D617D 83266CB1 22BE3C02
C292DBF8 1444E9B4 7B67A3F0

6E7B5F53 F339E1A7 ADAO3A90
8DCCB3C2 1939FA37 F3B2F573

52CB98D5 D099C207 2B43AF62
F5CB4356 E3E5B8AC 8FAA9BOF

00000000

: permutation (j = 0)

C2FAAF6C D26BD04A C346339C
C859C1C9 D418DB48 FCO4ESDE

68F2C4D3 338162E2 1F4E24CB
2C3F59B3 1994D0D9 E49EF0C6

52CB98D5 D099C207 2B43AF62
F5CB4356 E3ES5B8AC 8FAA9BOF

00000000

: permutation (j = 1)

3ECE3BEB D37570FA D6B90896
5933F890 9A93B77C 3D826737

A1DFCF1A
129F0D54

E42AAFAF

09960237

F627B7D7

A1DFCF1A
129F0D54

E42AAFAF

09960237

F627B7D7

A1DFCF1A
129F0D54

E42AAFAF

046E132C

6FAFECAF

A1DFCF1A
129F0D54

401C0339

B73FDASE
90CD8CCO

A1DFCF1A
129F0D54

3A5BD5ES

0347CA3A
94FCB31C

786B1D97
AB25731E
FOE592E0

0347CA3A
94FCB31C

786B1D97
AB25731E
FOE592E0

0347CA3A
94FCB31C

786B1D97

E63D564A
25C1E1CB

0347CA3A
94FCB31C

4E95BA16
7D10E97C
76869305

0347CA3A
94FCB31C

AD157A12

207

9A74CBBE
C1E6C257

DB1A2499

75B29A9A

ED7A88D4

9AT4CBBE
C1E6C257

DB1A2499

75B29A9A

ED7A88D4

9AT4CBBE
C1E6C257

DB1A2499

3534EB65

11A9DAFS

9A74CBBE
C1E6C257

FF3D20E2

6AABO9D7
OEC79A5F

9A74CBBE
C1E6C257

62BOAOBE

6219973F
A22089DC

557250BE

A39488F9

B147C493

6219973F
A22089DC

557250BE

A39488F9

B147C493

6219973F
A22089DC

557250BE

11F34729

8927628F

6219973F
A22089DC

01CC9798

DDD5E635
2EF7097C

6219973F
A22089DC

533EBFC2



B : 4713E6F8

TFES3A70
C : 354B1667
TEA6F1A5
W : 00000002

n0_final = 0 :

A : 08247C8E

680284AD
B : 8A362B47
4D9CB3B9
C : 354B1667
TE46F1A5
W : 00000002

n0_final = 0 :

A : 653350DB
850A665D
B : 8A362B47
4D9CB3B9
C : 354B1667
TE46F1A5
W : 00000002

n0_final = 0 :

A : 653350DB
850A665D
B : 8A362B47
4D9CB3B9
C : 0319E63A
05CF7B30
W : 00000002

n0_final = 0 :

A : 653350DB
850A665D
B : 0319E63A
05CF7B30
C : 8A362B47
4D9CB3B9
W : 00000002

n0_final =1

279E7D3C 14037EF6 79738F3B
994F7772 1FA32EB7 EO7B16E4

52CB98D5 D099C207 2B43AF62
F5CB4356 E3ES5B8AC 8FAA9BOF

00000000

permutation (j = 2)

390FEFE8 11B58153 9D1A521A
94558929 1B7BE1CC 9F38ESDE

0C433F2B 3D2F6EE3 0CA21A65
48211A08 7F983949 050692E5

52CB98D5 D099C207 2B43AF62
F5CB4356 E3ES5B8AC 8FAA9BOF

00000000

permutation - add C to A

22D9E2BD FCC5977E CAOFA236
C71B573C A98BA278 DFT7A2F9F

0C433F2B 3D2F6EE3
48211A08 7F983949

0CA21A65
050692E5

52CB98D5 D099C207
F5CB4356 E3ESB8AC

2B43AF62
8FAA9BOF

00000000

subtract M from C

22D9E2BD FCC5977E CAOFA236

C71B573C

0C433F2B
48211A08

1C9664A2
F54AC8DD

00000000

swap B

22D9E2BD
C71B573C

1C9664A2
F54AC8DD

0C433F2B
48211A08

00000000

A98BA278

3D2F6EE3
TF983949

A36089D0
E3ESB8AC

with C

FCC5977E
A98BA278

A36089D0
E3ES5B8AC

3D2F6EE3
TF983949

add M to B

DFTA2F9F

OCA21A65
050692E5

C6E04D01
8FAA9BOF

CAOFA236
DFTA2F9F

C6E04DO1
8FAA9BOF

0CA21A65
050692E5

E58A8F8C
E43F3396

A1DFCF1A
129F0D54

4DA938A6

3CCE9C68

S5F831C7F

A1DFCF1A
129F0D54

7D270923

3CCE9C68

S5F831C7F

A1DFCF1A
129F0D54

7D270923

3CCE9C68

S5F831C7F

397868B5
129F0D54

7D270923

397868B5

129F0D54

3CCE9C68
S5F831C7F

S5CEDD597
BFETA3E7

0347CA3A
94FCB31C

85400B12
TF2BBB39
14653119

0347CA3A
94FCB31C

DAB1E238
TF2BBB39
14653119

0347CA3A
94FCB31C

DAB1E238
TF2BBB39
14653119

96DC5FD1
94FCB31C

DAB1E238

96DC5FD1
94FCB31C

TF2BBB39
14653119

208

BO3A5B2D
80CO6BFF

9A74CBBE
C1E6C257

BF219BD8

8E3EC8F7

E504C9CC

9A74CBBE
C1E6C257

0B00423D

8E3EC8F7

E504C9CC

9A74CBBE
C1E6C257

0B00423D

8E3EC8F7

E504C9CC

2A055D51
C1E6C257

0B00423D

2A055D51

C1E6C257

8E3EC8F7
E504C9CC

79D654A3
F12F52C5

6219973F
A22089DC

3A0F40D3

914904A3

8299B2AA

6219973F
A22089DC

89038744

914904A3

8299B2AA

6219973F
A22089DC

89038744

914904A3

8299B2AA

EDA624CE
A22089DC

89038744

EDA624CE

A22089DC

914904A3
8299B2AA



A : 653350DB

850A665D
B : 354B1667
TEA6F1A5
C : 8A362B47
4D9CB3B9

W : 00000002

n0_final = 1

A : 653350D9
850A665D
B : 354B1667
TE46F1A5
C : 8A362B47
4D9CB3B9

W : 00000002

n0_final = 1

A : 653350D9
850A665D
B : 2CCE6A96
E34AFC8D
C : 8A362B47
4D9CB3B9
W : 00000002
n0_final =1
A : 60E8BE576
9749184B
B : ECOB1162
AE231EAF
C : 8A362B47
4D9CB3B9

W : 00000002

n0_final =1 :
A : 86790693
96B721ED
B : C8E12BEO
25C0C433
C : 8A362B47
4D9CB3B9

W : 00000002

22D9E2BD FCC5977E CAOFA236
C71B573C A98BA278 DF7A2F9F

52CB98D5 D099C207 2B43AF62
F5CB4356 E3ES5B8AC 8FAA9BOF

0C433F2B 3D2F6EE3 0CA21A65
48211A08 7F983949 050692E5

00000000

xor counter W into A

22D9E2BD FCC5977E CAOFA236
C71B573C A98BA278 DF7A2F9F

52CB98D5 D099C207 2B43AF62
F5CB4356 E3ES5B8AC 8FAA9BOF

0C433F2B 3D2F6EE3 0CA21A65
48211A08 7F983949 050692E5

00000000

permutation - rotate B

22D9E2BD FCC5977E CAOFA236
C71B573C A98BA278 DF7A2F9F

31AAA597 840FA133 5EC45687
86ADEB96 7159C7CB 361F1F55

0C433F2B 3D2F6EE3 0CA21A65
48211A08 T7F983949 050692E5

00000000

: permutation (j = 0)

316FE540 8AOB25AB 162A5B42
8137C54B 27C916A6 DOE26E39

0B3294A9 BE6F7B2E1 ESBE96F2
7393ED99 3A8566CF 4323AF6C

0C433F2B 3D2F6EE3 0CA21A65
48211A08 7F983949 050692E5

00000000

permutation (j = 1)

8A20F14E 300DC8BB 62D4566C
BE48220A A21A0633 E6DF78B8

4A1ED32A E5676F5B 7920AF87
92F8D583 BAF8FADA 1B6CF74B

0C433F2B 3D2F6EE3 0CA21A65
48211A08 7F983949 050692E5

00000000

7D270923

A1DFCF1A

129F0D54

3CCE9C68
S5F831C7F

7D270923

A1DFCF1A

129F0D54

3CCE9C68
5F831C7F

7D270923

9E3543BF

1AA8253E

3CCE9C68
S5F831CTF

E6D7E5C1

25429D41

AA4750F5

3CCE9C68
SF831C7F

A37F1C26

23CDE490

080E4232

3CCE9C68
S5F831C7F

DAB1E238
0347CA3A
94FCB31C

TF2BBB39
14653119

DAB1E238
0347CA3A
94FCB31C

TF2BBB39
14653119

DAB1E238
9474068F
663929F9

TF2BBB39
14653119

6359F3DE
B44E013E
02E2494D

TF2BBB39
14653119

180D8571

292BDF88
E236E814

TF2BBB39
14653119

209

0B00423D

9A74CBBE

C1E6C257

8E3EC8F7
E504C9CC

0B00423D

9A74CBBE

C1E6C257

8E3EC8F7
E504C9CC

0B00423D

977D34E9

84AF83CD

8E3EC8F7
E504C9CC

1F4EC558

CE4B5374

7CABDDCF

8E3EC8F7
E504C9CC

D72EB4D2

C1735F25

D186F0B3

8E3EC8F7
E504C9CC

89038744

6219973F

A22089DC

914904A3
8299B2AA

89038744

6219973F

A22089DC

914904A3
8299B2AA

89038744

2E7EC433

13B94441

914904A3
8299B2AA

E1651DB6

42676A2F

CEA72C3F

914904A3
8299B2AA

9E6B3933

9DEE5319

FCDASEB3

914904A3
8299B2AA



n0_final =1 :
A : 7B67T7F6B
4B8F21E4
B : DOCD2B92
1DEC328F
C : 8A362B47
4D9CB3B9

W : 00000002

n0_final =1 :
A : OFA9DF5F
EE80D3D1
B : DOCD2B92
1DEC328F
C : 8A362B47
4D9CB3B9

W : 00000002

n0_final =1 :

A : OFA9DF5F
EE80D3D1

B : DOCD2B92
1DEC328F

C : 5804FB1A

D5253D44
W : 00000002
n0_final =1 :
A : OFA9DF5F

EE80D3D1

B : 5804FB1A

D5253D44
C : DOCD2B92
1DEC328F
W : 00000002

n0_final = 2 :

A : OFA9DFSF
EE80D3D1
B : 8A362B47
4D9CB3B9
C : DOCD2B92
1DEC328F

permutation (j = 2)

9264B604 1122E95A DA5BF2F1
F6726F41 A14A2B78 OC3AABCB

9CEDC63A 96A6C121 CBE07950
161477CD A1D2FB2A E3B31AC6

0C433F2B 3D2F6EE3 0CA21A65
48211A08 7F983949 050692E5

00000000

permutation - add C to A

B8EC9A32 BOF714D7 8ACEF497
EO60DBE1 7CFC31D2 FF1677D7

9CEDC63A 96A6C121 CBE07950
161477CD A1D2FB2A E3B31AC6

0C433F2B 3D2F6EE3 0CA21A65
48211A08 7F983949 050692E5

00000000

subtract M from C

B8EC9A32 BOF714D7 8ACEF497
EO60DBE1 7CFC31D2 FF1677D7

9CEDC63A 96A6C121 CBE07950
161477CD A1D2FB2A E3B31AC6

D60EOAF8 OFF636AC A83EB804
47AO9F8F T7F983949 050692E5

00000000

swap B with C

B8EC9A32 BOF714D7 8ACEF497
EO60DBE1 7CFC31D2 FF1677D7

D60EOAF8 OFF636AC A83EB804
47AO9F8F 7F983949 050692E5

9CEDC63A 96A6C121 CBE07950
161477CD A1D2FB2A E3B31AC6

00000000

add M to B

B8EC9A32 BOF714D7 8ACEF497
EO60DBE1 7CFC31D2 FF1677D7

0C433F2B 3D2F6EE3 0CA21A65
48211A08 7F983949 050692E5

9CEDC63A 96A6C121 CBE07950
161477CD A1D2FB2A E3B31AC6

A9924516

C30349B4

A46C5ATF

3CCE9C68
S5F831C7F

CA1716C8

C30349B4

A46CBATF

3CCE9C68
S5F831C7F

CA1716C8

C30349B4

A46CBATF

D4673603
S5F831C7F

CA1716C8

D4673603

S5F831C7F

C30349B4
A46C5ATF

CA1716C8

3CCE9C68

SF831C7F

C30349B4
A46C5ATF

CC1A2335
3FCCF6EB
CDE04097

TF2BBB39
14653119

EOBB9E9D
3FCCF6EB
CDE04097

TF2BBB39
14653119

EOBB9E9D
3FCCF6EB
CDE04097

12C050D0
14653119

EOBB9E9D
12C050D0
14653119

3FCCF6EB
CDE04097

EOBB9E9D

TF2BBB39
14653119

3FCCF6EB
CDE04097

210

2BDCF160

6C3BASEE

FDB835E0Q

8E3EC8F7
E504C9CC

FF6D05CC

6C3BASEE

FDB835E0

8E3EC8F7
E504C9CC

FF6D05CC

6C3BASEE

FDB835E0

1DCF5A8A
E504C9CC

FF6D05CC

1DCF5A8A

E504C9CC

6C3BASEE
FDB835E0Q

FF6D05CC

8E3EC8F7

E504C9CC

6C3BASEE
FDB835E0Q

2A950BAF

1E78AB3D

0A706953

914904A3
8299B2AA

759B7CD2

1E78AB3D

0A706953

914904A3
8299B2AA

759B7CD2

1E78AB3D

0A706953

1CD59232
8299B2AA

759B7CD2

1CD59232

8299B2AA

1E78AB3D
0A706953

759B7CD2

914904A3

8299B2AA

1E78AB3D
0A706953



W : 00000002

n0_final = 2 :

A : OFA9DF&D
EE80D3D1
B : 8A362B47
4D9CB3B9
C : DOCD2B92
1DEC328F
W : 00000002

n0_final = 2 :

A : OFA9DF&D
EE80D3D1
B : 568F146C
67729B39
C : DOCD2B92
1DEC328F
W : 00000002

n0_final = 2 :

A : 10DC5597
D7CD5D60
B : 8B687EED
E6D794ED
C : DOCD2B92
1DEC328F
W : 00000002

n0_final = 2 :

A : BET4B6C5
TOECC490

B : 4C2F25BF
6C2460E1

C : DOCD2B92
1DEC328F

W : 00000002

n0_final = 2 :

A : CF452790
3CDDF23A

B : E3BD6COF
3A11ED4E

00000000

xor counter W into A

B8EC9A32 BOF714D7 8ACEF497
EO60DBE1 7CFC31D2 FF1677D7

0C433F2B 3D2F6EE3 0CA21A65
48211A08 7F983949 050692E5

9CEDC63A 96A6C121 CBE07950
161477CD A1D2FB2A E3B31AC6

00000000

permutation - rotate B

B8EC9A32 BOF714D7 8ACEF497
EO60DBE1 7CFC31D2 FF1677D7

7TE561886 DDC67ABE 34CA1944
34109042 7292FF30 25CAOAOD

9CEDC63A 96A6C121 CBE07950
161477CD A1D2FB2A E3B31AC6

00000000

permutation (j = 0)

4EBOAB2A E9391D54 5A2C8304
C56766D0 BC7937FC CBOFAB2A

78A26178 B2A72BE1 DC5D3CB5
52B9B9AB A6A33663 TFF440CF

9CEDC63A 96A6C121 CBE07950
161477CD A1D2FB2A E3B31AC6

00000000

permutation (j = 1)

BE7772C8 FAA3B326 84A173D3
DE3DC78E BFCOE264 E9260137

ABD255DA 039D8ABD A63E3971
04FBFE61 481A201E 84B60DB2

9CEDC63A 96A6C121 CBE07950
161477CD A1D2FB2A E3B31AC6

00000000

permutation (j = 2)

81296D85 8776EBAO E26CDAAE
51106F6C 6CC1D02B 44A7COD1

E3B4A56E E9349EB2 29739374
8D2DD6C7 B474342A 1AD1A9F4

CA1716C8

3CCE9C68

S5F831C7F

C30349B4
A46C5ATF

CA1716C8

38D0799D

38FEBF06

C30349B4
A46C5ATF

10BOB326

9EEFBFE3

9EDED464

C30349B4
A46C5ATF

024DBC7D

B2CC44A8
COOFEB4B

C30349B4
A46C5ATF

1DA6D373

5522513E
433DDB52

EOBB9E9D
TF2BBB39
14653119

3FCCF6EB
CDE04097

EOBB9E9D
T6T2FEB7
623228CA

3FCCF6EB
CDE04097

F153EAD7

E249E986
752B0541

3FCCF6EB
CDE04097

25724599
ES551EB7C
30DBBOE4

3FCCF6EB
CDE04097

7B25D5FA

B4754483
CF58F15B

211

FF6D05CC

8E3EC8F7

E504C9CC

6C3BASEE
FDB835E0Q

FF6D05CC

91EF1C7D

9399CA09

6C3BASEE
FDB835E0

01430C09

DD62CBOD

31F576B8

6C3BASEE
FDB835E0Q

TEA4A347

FAFA8B80
E2B1B1C8

6C3BASEE
FDB835E0Q

DBBF8BE9

8D7CO35E
565D4C45

759B7CD2

914904A3

8299B2AA

1E78AB3D
0A706953

759B7CD2

09472292

65550533

1E78AB3D
0A706953

05F436D0

E8858C0B

6F79769D

1E78AB3D
0A706953

8633B5DC

C7D2E6DF
A73EAT719

1E78AB3D
0A706953

EC424D6E

9236E8EE
F525711D



C : DOCD2B92
1DEC328F

W : 00000002

n0_final = 2 :

A : 894924F9
OAEA318D

B : E3BD6COF
3A11ED4E

C : DOCD2B92
1DEC328F

W : 00000002

n0_final = 2 :

A : 894924F9
OAEA318D

B : E3BD6COF
3A11ED4E

C : 9EO9BFB65
A574BC1A

W : 00000002

n0_final = 2 :

A : 894924F9
OAEA318D
B : 9E9BFB65
A574BC1A
C : E3BD6COF
3A11ED4E

W : 00000002

Hash value :

H : 8D2DD6C7

9CEDC63A 96A6C121 CBE07950
161477CD A1D2FB2A E3B31AC6

00000000

B9663D4A
D66C462E

E3B4A56E
8D2DD6C7

9CEDC63A
161477CD

00000000

B9663D4A
D66C462E

E3B4A56E
8D2DD6C7

66B89207
1593FD54

00000000

swap B

B9663D4A
D66C462E

66B89207
1593FD54

E3B4A56E
8D2DD6C7

00000000

B474342A

3211E95C
90837F7A

E9349EB2
B474342A

96A6C121
A1D2FB2A

subtract M from

3211E95C
90837F7A

E9349EB2
B474342A

696D8BEA
A1D2FB2A

with C

3211E95C
90837F7A

696D8SEA
A1D2FB2A

E9349EB2
B474342A

1AD1A9F4

Hash value (byte array):

H : C7 D6 2D 8D 2A 34 74 B4 F4
5B F1 58 CF 45 4C 5D 56 1D

B.5 Intermediate States for Shabal-256 (Message A)

init

permutation - add C to A

E3077A9D
506E9AC9

29739374
1AD1A9F4

CBE07950
E3B31AC6

C

E3077A9D
506E9AC9

29739374
1AD1A9F4

677D16EF
E3B31AC6

E3077A9D
506E9AC9

677D16EF
E3B31AC6

29739374
1AD1A9F4

433DDB52

A9 D1 1A
71 25 F5

C30349B4
A46C5ATF

12706153

5522513E

433DDB52

C30349B4
A46C5ATF

12706153

5522513E

433DDB52

S5A9BE34F
A46C5ATF

(final state)

12706153

S5A9BE34F

A46C5ATF

5522513E
433DDB52

CF58F15B

52 DB 3D

A : 00000000 00000000 00000000 00000000 00000000

3FCCF6EB
CDE04097

2CE27DCF

B4754483

CF58F15B

3FCCF6EB
CDE04097

2CE27DCF

B4754483
CF58F15B

D3618C82
CDE04097

2CE27DCF

D3618C82

CDE04097

B4754483
CF58F15B

565D4C45

43

6C3BASEE
FDB835E0Q

CESECODB

8D7CO35E

565D4C45

6C3BASEE
FDB835E0Q

CESECODB

8D7CO35E

565D4C45

FBCC3A81
FDB835E0Q

CESECODB

FBCC3A81
FDB835E0Q

8D7CO35E
565D4C45

F525711D

1E78AB3D
0A706953

90F7B2A7

9236E8EE

F525711D

1E78AB3D
0A706953

90F7B2A7

9236E8EE

F525711D

AA0538CC
0A706953

90F7B2A7

AA0538CC

0A706953

9236E8SEE
F525711D

00000000 00000000 00000000
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00000000

: 00000000

00000000

: 00000000

00000000

: FFFFFFFF

block number

M :

00000100
00000108

block number

A

00000000
00000000

: 00000100

00000108

: 00000000

00000000

: FFFFFFFF

block number

A

FFFFFFFF
00000000

: 00000100

00000108

: 00000000

00000000

: FFFFFFFF

block number

A

FFFFFFFF
00000000

: 02000000

02100000

: 00000000

00000000

: FFFFFFFF

block number

A

AE3F47E2
TEC08316

: 06080102

851F7CE9

00000000 00000000 00000000

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : message block

00000101 00000102 00000103 00000104
00000109 0000010A 0000010B 0000010C
=-1:add M to B

00000000 00000000 00000000 00000000
00000000 00000000 00000000

00000101 00000102 00000103 00000104
00000109 0000010A 0000010B 0000010C

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : xor counter W into A

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

00000101 00000102 00000103 00000104
00000109 0000010A 0000010B 0000010C

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation - rotate B

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

02020000 02040000 02060000 02080000
02120000 02140000 02160000 02180000

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 0)

C68A60D9 CE63E700C 04FB82A0 8088FEAE
FO07CO7B BBB8A77D 6C368247

FE78F1B6 12CC57B2 93BBAACD 7B670151
OBDC3F84 406F5882 97E57DB8 55FO0B81D

00000000
00000000

00000000
00000000

00000105
0000010D

00000000
00000105
0000010D

00000000
00000000

00000000

00000105
0000010D

00000000
00000000

00000000
020A0000
021A0000

00000000
00000000

64D8954B

9F336AB4
3D419F26

213

00000000
00000000

00000000
00000000

00000106
0000010E

00000000

00000106

0000010E

00000000
00000000

00000000

00000106

0000010E

00000000
00000000

00000000

020C0000
021C0000

00000000
00000000

CCO8DF9F

37EF2060
3DF98FF3

00000000
00000000

00000000
00000000

00000107
0000010F

00000000

00000107

0000010F

00000000
00000000

00000000

00000107

0000010F

00000000
00000000

00000000

020E0000
021E0000

00000000
00000000

F2497B68

09AA8497
FF387D5F



C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation (j = 1)

A : FF750C93 E5788A46 9BBD7565 CC341456 AD7FFC12 CE83FA1C 6511FD37 EOE9DCD1
A72272C9 B2929B0B 78EE6F01 C3B82A6F

B : 14F4A4C4 CDE737FE 5675BD47 7TA96E075 AE138F94 730BB19D E8CFDO3E 2F12DCBE
O0AB40ABF OD3FOAB1 E49C3B9E 1C0110D8 F96173D7 4BFF3BAF E11D1D2E E166D991

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation (j = 2)

A : 79F023D8 708745B8 B2D69FOA AB24079A 4C77DDAC B4B92870 88E6ECE2 747657E4
3395A2D7 5A9826A0 OD578B50 68F97918

B : B555C7FE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
A6E0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AE01 30924EF2 55CB35C4

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation - add C to A

A : 79F023D8 708745B8 B2D69FOA AB24079A 4C77DDAC B4B92870 88E6ECE2 747657E4
3395A2D7 5A9826A0 OD578B50 68F97918

B : B555C7FE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
A6E0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AEO01 30924EF2 55CB35C4

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : subtract M from C

A : 79F023D8 708745B8 B2D69FOA AB24079A 4C77DDAC B4B92870 88E6ECE2 747657E4
3395A2D7 5A9826A0 OD578B50 68F97918

B : B555C7FE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
ABE0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AE01 30924EF2 55CB35C4

C : FFFFFFOO FFFFFEFF FFFFFEFE FFFFFEFD FFFFFEFC FFFFFEFB FFFFFEFA FFFFFEF9
FFFFFEF8 FFFFFEF7 FFFFFEF6 FFFFFEFS5 FFFFFEF4 FFFFFEF3 FFFFFEF2 FFFFFEF1

W : FFFFFFFF FFFFFFFF

block number = -1 : swap B with C

A : 79F023D8 708745B8 B2D69FOA AB24079A 4C77DDAC B4B92870 88E6ECE2 747657E4
3395A2D7 5A9826A0 OD578B50 68F97918
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B : FFFFFFOO FFFFFEFF FFFFFEFE FFFFFEFD FFFFFEFC FFFFFEFB FFFFFEFA FFFFFEF9
FFFFFEF8 FFFFFEF7 FFFFFEF6 FFFFFEFS5 FFFFFEF4 FFFFFEF3 FFFFFEF2 FFFFFEF1

C : B555C7FE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
ABE0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AE01 30924EF2 55CB35C4

W : FFFFFFFF FFFFFFFF

block number = 0 : increment counter W

A : 79F023D8 708745B8 B2D69F0A AB24079A 4C77DDAC B4B92870 88E6ECE2 747657E4
3395A2D7 5A9826A0 0D578B50 68F97918

B : FFFFFFOO FFFFFEFF FFFFFEFE FFFFFEFD FFFFFEFC FFFFFEFB FFFFFEFA FFFFFEF9
FFFFFEF8 FFFFFEF7 FFFFFEF6 FFFFFEFS5 FFFFFEF4 FFFFFEF3 FFFFFEF2 FFFFFEF1

C : B555CTFE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
A6E0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AE01 30924EF2 55CB35C4

W : 00000000 00000000

block number = O : message block

M : 00000110 00000111 00000112 00000113 00000114 00000115 00000116 00000117
00000118 00000119 0000011A 0000011B 0000011C 0000011D 0000011E 0000011F

block number = 0 : add M to B

A : T79F023D8 708745B8 B2D69F0A AB24079A 4C77DDAC B4B92870 88E6ECE2 747657E4
3395A2D7 5A9826A0 OD578B50 68F97918

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010

C : B555C7FE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
A6E0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AE01 30924EF2 55CB35C4

W : 00000000 00000000

block number = 0 : xor counter W into A

A : 79F023D8 708745B8 B2D69F0A AB24079A 4C77DDAC B4B92870 88E6ECE2 747657E4
3395A2D7 5A9826A0 0D578B50 68F97918

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010

C : B555C7FE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
A6E0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AE01 30924EF2 55CB35C4

W : 00000000 00000000

block number = 0 : permutation - rotate B

A : T79F023D8 708745B8 B2D69F0A AB24079A 4C77DDAC B4B92870 88E6ECE2 747657E4
3395A2D7 5A9826A0 0D578B50 68F97918

B : 00200000 00200000 00200000 00200000 00200000 00200000 00200000 00200000
00200000 00200000 00200000 00200000 00200000 00200000 00200000 00200000

C : B555C7FE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
A6E0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AE01 30924EF2 55CB35C4
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W : 00000000

block number

A : TF0490C3
CCB74C96

B : AA98C924
3308B369

C : B555CTFE
A6E0372D

W : 00000000

block number

A : D455C979
10A66C48
B : 5923FD91
4DBB5054

C : B555C7FE
A6E0372D

W : 00000000

block number

A : B6A03371
C3433DOF
B : B405F031
88B59D60
C : B555CTFE
A6E0372D
W : 00000000

block number

A : 52F84552
14CE5A45
B : B405F031
88B59D60
C : B555CTFE
A6E0372D

W : 00000000

block number

A : 52F84552
14CE5A45
B : B405F031
88B59D60

00000000

= 0 : permutation (j = 0)

946910EC 827CA63E 409A1072 2BO3CF2C
09778D59 6B24AB90 80A11478

A5880F94 19DB44E2 61A3149F D4BC30D3
F6C872A6 949B546F 7F1EEB87 80BB6F3C

3E7106A7 A72A6641 93015272 DA28C30E
5138C2ED BE216420 B38B89AB 3EA8BA87

00000000

= 0 : permutation (j = 1)

9F6F4358 7F3D0246 E8A1F260 BE9CO4EA
D8CCDB49 02B680C7 AB645FCF

9DEBD978 66452E00 8510F1DD 4621F210
8DO059EA A9F45566 E963DA91 4015256C

3E7106A7 A72A6641 93015272 DA28C30E
5138C2ED BE216420 B38B89AB 3EA8BA87

00000000

= 0 : permutation (j = 2)

17243406 531455C7 44FODBD6 EC3CC237
62FD9C1A 02BB7200 5FB743B0

C4233EBA B3733979 CODD9D55 C51C28AE
60E2CEBA 758B4B8B 83E82A7TF BC968828

3E7106A7 A72A6641 93015272 DA28C30E
5138C2ED BE216420 B38B89AB 3EA8BA87

00000000

= 0 : permutation - add C to A

E54B7999 2DS8EE3EC B9645191 E0078B86
22AF50DC EFFDBC6B EB21B74A

C4233EBA B3733979 CODD9D55 C51C28AE
60E2CEBA 758B4B8B 83E82A7F BC968828

3E7106A7 A72A6641 93015272 DA28C30E
5138C2ED BE216420 B38B89AB 3EA8BA87

00000000

= 0 : subtract M from C

E54B7999 2DS8EE3EC B9645191 E0078B86
22AF50DC EFFDBC6B EB21B74A

C4233EBA B3733979 CODDOD55 C51C28AE
60E2CEBA 758B4B8B 83E82A7TF BC968828

FED97162
01668E9D
6BDEEF13

696FD9O7D
3299AE01

15A315D0
25FE398C
3DF13409

696FDO7D
3299AE01

851D8290

A327B8E1
E6EOOBF7

696FDO7D
3299AE01

BB7C44C9
A327B8E1
E6EOOBF7

696FDO7D
3299AE01

BB7C44C9

A327B8E1
E6EOOBF7

216

TFO0F2B4

802F0D4B

7DC359C1

9CB6C088
30924EF2

279AC5A8

FD1765AF

23E389D5

9CB6C088
30924EF2

D99C1EB9

56C56167

BA839E55

9CB6C0O88
30924EF2

D2B5C1CA

56C56167
BAB39E55

9CB6C0O88
30924EF2

D2B5C1CA

56C56167
BA839E55

4069B7E1

BFD6481E

BF25EF8D

O0AFE4119
55CB35C4

1C34FO0F3

2B37300D

9D80D017

OAFE4119
55CB35C4

AEDO60A3

ED614433

9B491C60

O0AFE4119
55CB35C4

BOD2EB8C

ED614433
9B491C60

O0AFE4119
55CB35C4

BOD2EB8C

ED614433
9B491C60



C : B555C6EE
ABE03615

W : 00000000

block number

A : 52F84552
14CE5A45

B : B555C6EE
AGE03615

C : B405F031
88B59D60

W : 00000000

block number

A : 52F84552
14CE5A45
B : B555C6EE
ABE03615
C : B405F031
88B59D60
W : 00000001

block number

M : 00000000

00000000

block number

A : 52F84552
14CEBA45

B : B555C6EE

AGE03615
C : B405F031
88B59D60
W : 00000001

block number

A : 52F84553
14CE5A45

B : B555C6EE

AGE03615
C : B405F031
88B59D60
W : 00000001

3E710596 A72A652F 9301515F
5138C1D4 BE216306 B38B8890

00000000

=0 : swap B with C

E54B7999 2DS8EE3EC B9645191
22AF50DC EFFDBC6B EB21B74A

3E710596 A72A652F 9301515F
5138C1D4 BE216306 B38B8890

C4233EBA B3733979 CODD9D55
60E2CEBA 758B4B8B 83E82ATF

00000000

= 1 : increment counter W

E54B7999 2DS8EE3EC B9645191
22AF50DC EFFDBC6B EB21B74A

3E710596 A72A652F 9301515F
5138C1D4 BE216306 B38B8890

C4233EBA B3733979 CODD9D55
60E2CEBA 758B4B8B 83E82ATF

00000000

= 1 : message block
00000000 00000000 00000000
00000000 00000000 00000000
=1: add M to B

E54B7999 2DS8EE3EC B9645191
22AF50DC EFFDBC6B EB21B74A

3E710596 A72A652F 9301515F
5138C1D4 BE216306 B38B8890

C4233EBA B3733979 CODDID55
60E2CEBA 758B4B8B 83E82ATF

00000000

= 1 : xor counter W into A

E54B7999 2DS8EE3EC B9645191
22AF50DC EFFDBC6B EB21B74A

3E710596 A72A652F 9301515F
5138C1D4 BE216306 B38B8890

C4233EBA B3733979 CODD9D55
60E2CEBA 758B4B8B 83E82ATF

00000000

DA28C1FA
3EA8B96B

E0078B86

DA28C1FA

3EA8B96B

C51C28AE
BC968828

E0078B86

DA28C1FA

3EA8B96B

C51C28AE
BC968828

00000000
00000000

E0078B86

DA28C1FA

3EA8B96B

C51C28AE
BC968828

E0078B86

DA28C1FA

3EA8B96B

C51C28AE
BC968828

696FD868
3299ACE4

BB7C44C9
696FD868
3299ACE4

A327B8E1
E6EOOBF7

BB7C44C9
696FD868
3299ACE4

A327B8E1
E6EOOBF7

00000000
00000000

BB7C44C9
696FD868
3299ACE4

A327B8E1
E6EOOBF7

BB7C44C9

696FD868
3299ACE4

A327B8E1
E6EOOBF7

217

9CB6BF72
30924DD4

D2B5C1CA

9CB6BF72

30924DD4

56C56167
BA839E55

D2B5C1CA

9CB6BF72

30924DD4

56C56167
BA839E55

00000000
00000000

D2B5C1CA

9CB6BF72

30924DD4

56C56167
BA839E55

D2B5C1CA

9CB6BF72

30924DD4

56C56167
BA839E55

0AFE4002
55CB34A5

BOD2EB8C

0AFE4002

55CB34A5

ED614433
9B491C60

BOD2EB8C

O0AFE4002

55CB34A5

ED614433
9B491C60

00000000
00000000

BOD2EB8C

0AFE4002

55CB34A5

ED614433
9B491C60

BOD2EB8C

0AFE4002

55CB34A5

ED614433
9B491C60



block number

A : 52F84553
14CEBA45
B : 8S8DDD6AAB
6C2B4DCO
C : B405F031
88B59D60
W : 00000001

block number

A : 6CTE9B27
2FE614D9
B : 8DE67622
084F70A6
C : B405F031
88B59D60
W : 00000001

block number

A : D154BCD2
6E902BEO
B : 656519B9
3E35A261
C : B405F031
88B59D60
W : 00000001

block number

A : 6F764332
4854D811
B : C376688E
CA86DB8C
C : B405F031
88B59D60
W : 00000001

block number

A : 4F852766
TATBE418
B : C376688E
CA86DB8C
C : B405F031

= 1 : permutation

E54B7999 2DS8EE3EC
22AF50DC EFFDBC6B

0B2C7CE2 CABF4E54
83A8A271 C60D7C42

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

= 1 : permutation

87B2F2E5 31ESDEFF
3D0961C9 CD249DAA

TAB6AE20 OE25B32E
C5A7DAD5 BEC19ADO

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

= 1 : permutation

8029A7A8 BD8F33D3
DC3FF5DA 84C2EC43

85CD79AD D4468C4E
F499EDFC 3FF3F98D

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

= 1 : permutation

149C2AD3 D6586B4D
FAC675BA BA5C2B36

D70D68BB AOOA2F8E
983F89B9 DC04358C

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

= 1 : permutation

4A54CBDA 24836EDF
052EC3F0 A546BEC8

D70D68BB AOOA2FSE
983F89B9 DC04358C

C4233EBA B3733979

- rotate B

B9645191 EO0078B86
EB21B74A

A2BF2602 83F5B451
11216717 72D67D51

CODD9D55 C51C28AE
83E82ATF BC968828

(G =0

6942E14C BEB25D8B
9B2F0544

7D7CA4C6 46A6CAD7
46923495 T62D9E7A

CODDOD55 C51C28AE
83E82ATF BC968828

G=1

8C8CB879 OEDFB793
OCEC8961

4E1F2B1E 1C2241B1
FE572EAC 1D7B7498

CODD9D55 C51C28AE
83E82ATF BC968828

G=2

242A0474 491260B1
13DC2FDO

A507C0C9 A8BCD3FAF
129E3FFE 8D5DCEDE

CODD9D55 C51C28AE
83E82ATF BC968828

- add C to A

ESE63DA9 929A5E99
9ABO7B17

A507C0C9 A8BCD3FAF
129E3FFE 8D5DCEDE

CODD9D55 C51C28AE

BB7C44C9
BODOD2DF
59C86533

A327B8E1
E6EOOBF7

33D83C6D
AD86662D
CBDDC77C

A327B8E1
E6EOOBF7

F99B963E
78CCC67E
91DFE738

A327B8E1
E6EOOBF7

8EF3ADBF

1AFA59D0
26864434

A327B8E1
E6EOOBF7

90CB63FE
1AFA59D0
26864434

A327B8E1

218

D2B5C1CA

TEE5396D

9BA86124

56C56167
BA839E55

90F3CDCD

92C640E8

F94AE349

56C56167
BA839E55

9CA7B797

S5EB1926D

91CD8EFB

56C56167
BA839E55

5C1C3969

94C4B068

6638C93E

56C56167
BA839E55

2449FFBE

94C4B068
6638C93E

56C56167

BOD2EB8C

800415FC

694AAB96

ED614433
9B491C60

21D06696

DE27B290

4428499F

ED614433
9B491C60

384AA841

4F5C13BF

4FE5C480

ED614433
9B491C60

11CF9D58

456DDCF5

T3E8592F

ED614433
9B491C60

919383C3

456DDCF5
T3E8592F

ED614433



88B59D60

W : 00000001

block number

A : 4F852766
TATBE418
B : C376688E
CA86DB8C
C : B405F031
88B59D60
W : 00000001

block number

A : 4F852766
TATBE418
B : B405F031
88B59D60

C : C376688E
CA86DB8C

W : 00000001

block number

A : 4F852766
TATBE418
B : B405F031
88B59D60

C : C376688E
CA86DB8C

W : 00000002

block number

M : 00000080

00000000

block number

A : 4F852766
TATBE418
B : B405F0B1
88B59D60
C : C376688E
CA86DB8C

W : 00000002

60E2CEBA 758B4B8B 83E82ATF

00000000

=1 : subtract M from C

4A54CBDA 24836EDF ESE63DA9
052EC3F0 A546BEC8 9ABO7B17

D70D68BB AOOA2F8E A507COC9
983F89B9 DC04358C 129E3FFE

C4233EBA B3733979 CODD9D55
60E2CEBA 758B4B8B 83E82ATF

00000000

=1 : swap B with C

4A54CBDA 24836EDF ESE63DA9
052EC3F0 A546BEC8 9ABO7B17

C4233EBA B3733979 CODD9D55
60E2CEBA 758B4B8B 83E82ATF

D70D68BB AOOA2F8E A507C0C9
983F89B9 DC04358C 129E3FFE

00000000

= 2 : increment counter W

4A54CBDA 24836EDF ESE63DA9
052EC3F0 A546BEC8 9ABO7B17

C4233EBA B3733979 CODD9D55
60E2CEBA 758B4B8B 83E82ATF

D70D68BB AOOA2F8E A507C0C9
983F89B9 DC04358C 129E3FFE

00000000

= 2 : message block
00000000 00000000 00000000
00000000 00000000 00000000
=2 : add M to B

4A54CBDA 24836EDF ESE63DA9
052EC3F0 A546BEC8 9ABO7B17

C4233EBA B3733979 CODD9D55
60E2CEBA 758B4B8B 83E82ATF

D70D68BB AOOA2F8E A507COC9
983F89B9 DC04358C 129E3FFE

00000000

BC968828

929ABE99

ABCD3FAF

8D5DCEDE

C51C28AE
BC968828

929ABE99

C51C28AE

BC968828

A8CD3FAF
8D5DCEDE

929ABE99

C51C28AE

BC968828

A8CD3FAF
8D5DCEDE

00000000
00000000

929ABE99

C51C28AE

BC968828

ABCD3FAF
8D5DCEDE

E6EOOBF7

90CB63FE
1AFA59D0
26864434

A327B8E1
E6EOOBF7

90CB63FE
A327B8E1
E6EOOBF7

1AFA59D0
26864434

90CB63FE
A327B8E1
E6EOOBF7

1AFA59D0
26864434

00000000
00000000

90CB63FE

A327B8E1

E6EOOBF7

1AFA59D0
26864434

219

BA839E55

2449FFBE

94C4B068

6638C93E

56C56167
BA839E55

2449FFBE

56C56167

BA839E55

94C4B068
6638C93E

2449FFBE

56C56167

BA839E55

94C4B068
6638C93E

00000000
00000000

2449FFBE

56C56167

BAB39E55

94C4B068
6638C93E

9B491C60

919383C3

456DDCF5

T3E8592F

ED614433
9B491C60

919383C3

ED614433

9B491C60

456DDCF5
73E8592F

919383C3

ED614433

9B491C60

456DDCF5
T3E8592F

00000000
00000000

919383C3

ED614433

9B491C60

456DDCF5
73E8592F



block number

A : 4F852764

TATBE418
B : B405F0B1
88B59D60
C : C376688E
CA86DB8C

W : 00000002

block number

A : 4F852764

TATBE418
B : E163680B
3AC1116B
C : C376688E
CA86DB8C

W : 00000002

block number

A : 47280149
2E65DDAA
B : 13CC581D
A4180083
C : C376688E
CA86DB8C

W : 00000002

block number

A : 774A249D
9BABBOB8
B : 9CF247BE
CO85DA65

C : C376688E
CA86DB8C

W : 00000002

block number

A : O5F99A5A
ODF498ED

B : DO17FECE
5DD8C149

C : C376688E
CA86DB8C

= 2 : xor counter

4A54CBDA 24836EDF
052EC3FO A546BEC8

C4233EBA B3733979
60E2CEBA 758B4B8B

D70D68BB AOOA2FSE
983F89B9 DC04358C

00000000

= 2 : permutation

4A54CBDA 24836EDF
052EC3F0 A546BEC8

7D758846 T72F366E6
9D74C1C5 9716EB16

D70D68BB AOOA2FSE
983F89B9 DC04358C

00000000

= 2 : permutation

E0472C08 4C728C37
D6DBED1F 4D3A2665

C0361D87 AB8A9517
13CD916B 9CE8OFB7

D70D68BB AOOA2FSE
983F89B9 DC04358C

00000000

= 2 : permutation

EBA2B79B E65FFD6E
69550AAF ED7CDA53

3B5779CD 3F68E196
33C66AB2 20701DFE

D70D68BB AOOA2FSE
983F89B9 DC04358C

00000000

= 2 : permutation

361D65F4 FFFBD130
2BD35EEB CF993C21

1B46A796 8B530864
C195E3563 F778D226

D70D68BB AOOA2FSE
983F89B9 DC04358C

W into A

ESE63DA9
9ABO7B17

CODD9D55
83E82ATF

A507C0C9
129E3FFE

- rotate

ESE63DA9
9ABO7B17

3AAB81BB
54FF07D0

A507C0C9
129E3FFE

(G =0

96F8D4EA
O0F33A7D

E2320200
56F2CA22

A507C0OC9
129E3FFE

G=10

DD6651EA
95787B45

8B6F3469
8F7C3A51

A507C0OC9
129E3FFE

(G=2

CD7FEDF4
E244DA6C

1DDD5142
4D31CA62

A507C0C9
129E3FFE

929ABE99

C51C28AE

BC968828

ABCD3FAF
8D5DCEDE

B

929ABE99

515D8A38

1051792D

ABCD3FAF
8D5DCEDE

12DDB762

4F995CED

98750CEC

ABCD3FAF
8D5DCEDE

7CD9B57D

FB66F69D

B3CC535B

A8CD3FAF
8D5DCEDE

232C8A7D

OCCB889E

9593C1A5

A8CD3FAF
8D5DCEDE

90CB63FE
A327B8E1
E6EOOBF7

1AFA59D0
26864434

90CB63FE
71C3464F
17EFCDCO

1AFA59D0
26864434

FCA64123
EODF3242
30674877

1AFA59D0
26864434

0F492665
571491D5
90784974

1AFA59D0
26864434

59E6C9C8

67CBB9A1
F4DC33FD

1AFA59D0
26864434

220

2449FFBE

56C56167

BA839E55

94C4B068
6638C93E

2449FFBE

C2CEADSA

3CAB7507

94C4B068
6638C93E

B97C739F

C31ED775

CADB99C6

94C4B068
6638C93E

368BCCCO

94BE8B47

5CC300BB

94C4B068
6638C93E

48671625

29793840

89E0C2A8

94C4B068
6638C93E

919383C3

ED614433

9B491C60

456DDCF5
T3E8592F

919383C3

8867DAC2

38C13692

456DDCF5
T3E8592F

T92DA29A

961DESEO

18854631

456DDCF5
73E8592F

36F9F21E

46BC557B

F80C8183

456DDCF5
73E8592F

AC36413E

BFF8B8FD

EDA22694

456DDCF5
T3E8592F



W : 00000002

block number

A : 3187F450
0BO876A9
B : DO17FECE
5DD8C149

C : C376688E
CA86DB8C

W : 00000002

block number

A : 3187F450
0BO876A9
B : DO17FECE
5DD8C149

C : C376680E
CA86DB8C

W : 00000002

block number

A : 3187F450
0BO876A9
B : C376680E
CA86DB8C

C : DO17FECE
5DD8C149

W : 00000002

n0_final = 0 :

A : 3187F450
OBO876A9

B : C376688E
CA86DB8C

C : DO17FECE
5DD8C149

W : 00000002

n0_final = 0 :

A : 3187F452
OBO876A9

B : C376688E
CA86DB8C

00000000

= 2 : permutation - add C to A

2FBEDDOF 1889D7EF 68879728
2C854904 A95963DE B946899E

1B46A796 8B530864 1DDD5142
C195E363 F778D226 4D31CA62

D70D68BB AOOA2F8E A507C0C9
983F89B9 DC04358C 129E3FFE

00000000

= 2 : subtract M from C

2FBEDDOF 1889D7EF 68879728
2C854904 A95963DE B946899E

1B46A796 8B530864 1DDD5142
C195E3563 F778D226 4D31CA62

D70D68BB AOOA2F8E A507C0C9
983F89B9 DC04358C 129E3FFE

00000000

=2 : swap B with C

2FBEDDOF 1889D7EF 68879728
2C854904 A95963DE B946899E

D70D68BB AOOA2F8E A507C0C9
983F89B9 DC04358C 129E3FFE

1B46A796 8B530864 1DDD5142
C195E363 F778D226 4D31CA62

00000000

add M to B

2FBEDDOF 1889D7EF 68879728
2C854904 A95963DE B946899E

D70D68BB AOOA2F8E A507C0C9
983F89B9 DC04358C 129E3FFE

1B46A796 8B530864 1DDD5142
C195E363 F778D226 4D31CA62

00000000

xor counter W into A

2FBEDDOF 1889D7EF 68879728
2C854904 A95963DE B946899E

D70D68BB AOOA2F8E A507C0C9
983F89B9 DC04358C 129E3FFE

818A816A

OCCB889E

9593C1A5

A8CD3FAF
8D5DCEDE

818A816A

OCCB889E

9593C1A5

A8CD3FAF
8D5DCEDE

818A816A

ABCD3FAF

8D5DCEDE

OCCB889E
9593C1A5

818A816A

A8CD3FAF
8D5DCEDE

OCCB889E
9593C1A5

818A816A

A8CD3FAF
8D5DCEDE

90B14D91
67CBB9A1
F4DC33FD

1AFA59D0
26864434

90B14D91
67CBB9A1
F4DC33FD

1AFA59D0
26864434

90B14D91

1AFA59D0
26864434

67CBB9A1
F4DC33FD

90B14D91
1AFA59D0
26864434

67CBB9A1
F4DC33FD

90B14D91

1AFA59D0
26864434

221

D2AE6269

29793840

89E0C2A8

94C4B068
6638C93E

D2AE6269

29793840

89E0C2A8

94C4B068
6638C93E

D2AE6269

94C4B068

6638C93E

29793840
89E0C2A8

D2AE6269

94C4B068
6638C93E

29793840
89E0C2A8

D2AE6269

94C4B068
6638C93E

BD0956CO

BFF8B8FD

EDA22694

456DDCF5
73E8592F

BD0956CO

BFF8B8FD

EDA22694

456DDCF5
T3E8592F

BD0956C0O

456DDCF5

73E8592F

BFF8B8FD
EDA22694

BD0956C0O

456DDCF5
73E8592F

BFF8B8FD
EDA22694

BD0956C0O

456DDCF5
T3E8592F



C : DO17FECE
5DD8C149

W : 00000002

n0_final = 0

A : 3187F452
OBO876A9
B : D11D86EC
B719950D

C : DO17FECE
5DD8C149

: 00000002

n0_final = 0

A : 64D53798
89102A8C
B : 5A754140

18DCFF68

C : DO17FECE
5DD8C149

: 00000002

n0_final = 0

A : 47DE9969

09DBOSEC

B : 1595E3AE
89989846

C : DO17FECE
5DD8C149

: 00000002

n0_final = 0

A : 9136A866
3F31482A
B : OA175FB6
C2CEAQTF
C : DO17FECE
5DD8C149
W : 00000002

n0_final = 0

A : E9ETEASE

6A391CCB

1B46A796 8B530864 1DDD5142
C195E363 F778D226 4D31CA62

00000000

: permutation - rotate B

2FBEDDOF 1889D7EF 68879728
2C854904 A95963DE B946899E

D177AE1A
1373307F

5F1D4014 81934A0F
6B19B808 TFFC253C

1B46A796
C195E3563

8B530864 1DDD5142
F778D226 4D31CA62

00000000

: permutation (j = 0)

30B6E019 ESF13356 422A0182
CA86DD0O0 2C5A70C9 E59682E4

FDD13BES5 D3E842DA 6DE96B95
139F4201 0596FF26 E5913763

1B46A796 8B530864 1DDD5142
C195E363 F778D226 4D31CA62

00000000

: permutation (j = 1)

50A707E4 872B7ES5F AEG33A8E
6D7E3C4B 78EFO80E 0541AF6D

5778E6F4 7BD8C2EA B4E6B380
88667C19 73FO7FEC 9ASEABB6

1B46A796 8B530864 1DDD5142
C195E363 F778D226 4D31CA62

00000000

: permutation (j = 2)

BA3C98DF 001403F9 D30AC84B
FD4A8250 B78A73F2 C4476199

DE711F02 46026474 D31144FE
B3F04129 1BDE64FC 59725C7A

1B46A796 8B530864 1DDD5142
C195E363 F778D226 4D31CA62

00000000

: permutation - add C to A

2CB3E1F0 7802992D 11B7CB97
FD828DDC D5C844E3 6F1A2EA7

OCCB889E
9593C1A5

818A816A

TFB5F519A

9DBD1ABB

OCCB889E
9593C1A5

D89FD7C5

DODESBOE

AO50FD10

O0CCB889E
9593C1A5

84218E27

4599ECOE

3B7F8BF9

OCCB889E
9593C1A5

2E00660D

ES5FA8F85
B631A027

OCCB889E
9593C1A5

F97896E0

67CBB9A1
F4DC33FD

90B14D91
B3A035F4
88684D0OC

67CBB9A1
F4DC33FD

11EFOE93
89509A85
DF9985FF

67CBB9A1
F4DC33FD

8A923BOE

8020F6BF
CASECFOE

67CBB9A1
F4DC33FD

5CC346E5
45828A5F
9608E3B2

67CBB9A1
F4DC33FD

97TF8F9A

222

29793840
89E0C2A8

D2AE6269

60D12989

927CCC71

29793840
89E0C2A8

B713DA4F

894E76A2

3EF7544A

29793840
89E0C2A8

D74F3A07

958C1AB4

555E6D6C

29793840
89E0C2A8

03D364DB

D4F3C96F
E2C956D5

29793840
89E0C2A8

487BA965

BFF8B8FD
EDA22694

BD0956C0O

BOEASADB

B25EE7DO

BFF8B8FD
EDA22694

9D51A1BF

117B4BF7

D96831DC

BFF8B8FD
EDA22694

F20E2576

D848C77C

BF21B930

BFF8B8FD
EDA22694

9390F4E8

9C64B94D
45FBECO7

BFF8B8FD
EDA22694

3FD607B2



B : OA175FB6
C2CEA9Q7F

C : DO17FECE
5DD8C149

W : 00000002

n0_final = 0 :

A : E9ETEASE

6A391CCB
B : OA175FB6
C2CEAQTF
C : DO17FE4E
5DD8C149
W : 00000002

n0_final = 0 :

A : E9E7EASE
6A391CCB

B : DO17FE4E
5DD8C149

C : OA175FB6
C2CEA9TF

W : 00000002

n0_final = 1

A : E9E7EASE
6A391CCB

B : DO17FECE
5DD8C149

C : OA175FB6
C2CEA9TF

W : 00000002

n0_final = 1

A : E9E7EA9C
6A391CCB
B : DO17FECE
5DD8C149
C : OA175FB6
C2CEA9TF

W : 00000002

n0_final = 1

DE711F02 46026474
B3F04129 1BDE64FC

1B46A796 8B530864
C195E3563 F778D226

00000000

2CB3E1F0
FD828DDC

DE711F02
B3F04129

1B46A796
C195E3563

00000000

swap B

2CB3E1F0
FD828DDC

1B46A796
C195E3563

DE711F02
B3F04129

00000000

add M to B

2CB3E1F0 7802992D
FD828DDC D5C844E3

1B46A796 8B530864
C195E363 F778D226

DE711F02 46026474
B3F04129 1BDE64FC

00000000

subtract M from

7802992D
D5C844E3

46026474
1BDE64FC

8B530864
F778D226

with C

7802992D
D5C844E3

8B530864
F778D226

46026474
1BDE64FC

D31144FE
59725C7A

1DDD5142
4D31CA62

C

11B7CB97
6F1A2EA7

D31144FE
59725C7A

1DDD5142
4D31CA62

11B7CB97
6F1A2EA7

1DDD5142
4D31CA62

D31144FE
59725C7A

11B7CB97
6F1A2EA7

1DDD5142
4D31CA62

D31144FE
59725C7A

xor counter W into A

2CB3E1F0 7802992D 11B7CB97
FD828DDC D5C844E3 6F1A2EA7

1B46A796 8B530864 1DDD5142
C195E363 F778D226 4D31CA62

DE711F02 46026474 D31144FE
B3F04129 1BDE64FC 59725C7A

00000000

permutation - rotate B

ES5FA8F85
B631A027

OCCB889E
9593C1A5

F97896E0

ES5FA8F85

B631A027

OCCB889E
9593C1A5

F97896E0

OCCB889E

9593C1A5

ES5FA8F85
B631A027

FO97896E0

O0CCB889E

9593C1A5

ES5FA8F85
B631A027

FO97896E0

OCCB889E

9593C1A5

E5FA8F85
B631A027

45828A5F
9608E3B2

67CBB9A1
F4DC33FD

97TF8F9A
45828A5F
9608E3B2

67CBB9A1
F4DC33FD

97TF8F9A
67CBB9A1
F4DC33FD

45828A5F
9608E3B2

97TF8F9A
67CBB9A1
F4DC33FD

45828A5F
9608E3B2

97TF8F9A

67CBB9A1
F4DC33FD

45828A5F
9608E3B2

223

D4F3C96F
E2C956D5

29793840
89E0C2A8

487BA965

D4F3C96F

E2C956D5

29793840
89E0C2A8

487BA965

29793840

89E0C2A8

D4F3C96F
E2C956D5

487BA965

29793840

89E0C2A8

D4F3C96F
E2C956D5

487BA965

29793840

89E0C2A8

D4F3C96F
E2C956D5

9C64B94D
45FBECO7

BFF8B8FD
EDA22694

3FD607B2

9C64B94D

45FBECO7

BFF8B8FD
EDA22694

3FD607B2

BFF8B8FD

EDA22694

9C64B94D
45FBECO7

3FD607B2

BFF8B8FD

EDA22694

9C64B94D
45FBECO7

3FD607B2

BFF8B8FD

EDA22694

9C64B94D
45FBECO7



A : E9E7EA9C
6A391CCB

B : FDODAO2F
8292BBB1

C : OA175FB6
C2CEA9TF

W : 00000002

n0_final = 1

A : 90CAB5E7
TFDBFOBD
B : FBBB55F7
85017821
C : OA175FB6
C2CEA9TF

W : 00000002

n0_final = 1

A : D48B50A9
49461B6D
B : OB7C3F51
21765F15
C : OA175FB6
C2CEA9Q7F
W : 00000002
n0_final =1
A : 0A2A24C8
6C5402F0
B : 66DF9771
343612B3
C : OA175FB6
C2CEA9TF

W : 00000002

n0_final =1 :
A : TCA9B247
353C5DB5
B : 66DF9771
343612B3
C : OA175FB6
C2CEA9TF

W : 00000002

2CB3E1F0 7802992D 11B7CB97
FD828DDC D5C844E3 6F1A2EA7

4F2C368D 10C916A6 A2843BBA
C6A7832B A44DEEF1 94C49A63

DE711F02 46026474 D31144FE
B3F04129 1BDE64FC 59725C7A

00000000

permutation (j = 0)

8F875CB3 7A5A2121 F5BFO7BB
F84551D3 D522845D OEE87DA8

0BD7F336 8E2586BB D260690D
8AF5A87B 6246A641 D89EB690

DE711F02 46026474 D31144FE
B3F04129 1BDE64FC 59725C7A

00000000

permutation (j = 1)

54EA4D22 29DBD192 1EEFCACC
77TD67895 B2A65404 8156AAFF

4009CD8C 3F9857DE 1849F5B6
BEFEE22A 12A962EF 502D5812

DE711F02 46026474 D31144FE
B3F04129 1BDE64FC 59725C7A

00000000

: permutation (j = 2)

F8586095 94E8187F 0096CBFB
3A43CB77 B61ED7DO D30D9311

E4D309BD 6377DSE2 48F253E3
80C441F4 F676FCAD 3D6A453A

DE711F02 46026474 D31144FE
B3F04129 1BDE64FC 59725C7A

00000000

permutation - add C to A

9EOBEFF7 4EE4A592 FE5650B3
993EA4A2 459A870A A6A91851

E4D309BD 6377DSE2 48F253E3
80C441F4 F676FCAD 3D6A453A

DE711F02 46026474 D31144FE
B3F04129 1BDE64FC 59725C7A

00000000

FO97896E0

113C1997

834B2B27

ES5FA8F85
B631A027

45942608

9813EAD9

69A31C57

ES5FA8F85
B631A027

D3335894

869E3121

FF8A9FCbH

ESFA8F85
B631A027

89255366

F8E9B974

6CBEC284

E5FA8F85
B631A027

3E973DB8

F8E9B974

6CBEC284

ES5FA8F85
B631A027

97TF8F9A
7342CF97
67FBE9B8

45828A5F
9608E3B2

DD5BB4F9
C421D428
BF8F703C

45828A5F
9608E3B2

F7A1F666
006A2F3B
7TT740EQEOQ

45828A5F
9608E3B2

02C6T7ASE
0773C11C
2B3DE748

45828A5F
9608E3B2

B5A71318

0773C11C
2B3DE748

45828A5F
9608E3B2

224

487BA965

708052F2

855113C1

D4F3C96F
E2C956D5

405C941D

S5EA3CE06

8FO7F95D

D4F3C96F
E2C956D5

EEF7923E

FO1E37F7

OFO79F7A

D4F3C96F
E2C956D5

2CDBC68C

8B2B886F

57EE16DB

D4F3C96F
E2C956D5

04BFB116

8B2B886F

57EE16DB

D4F3C96F
E2C956D5

3FD607B2

T1FB7FF1

4D29DB44

9C64B94D
45FBECO7

BBD9579C

A7D0O5781

90134ECC

9C64B94D
45FBECO7

89CDAB95

3109FA03

5614C9F3

9C64B94D
45FBECO7

62CFOAE1

9D7AC002

80DBFF08

9C64B94D
45FBECO7

99A39DCO

9D7AC002

80DBFF08

9C64B94D
45FBECO7



n0_final =1 :

A : TCA9B247
353C5DB5
B : 66DF9771
343612B3
C : OA175F36
C2CEAQTF

W : 00000002

n0_final =1 :
A : TCA9B247
353C5DB5
B : OA175F36
C2CEA9TF
C : 66DF9771
343612B3

W : 00000002

n0_final = 2 :

A : 7CA9B247
353C5DB5
B : OA175FB6
C2CEA9TF
C : 66DF9771
343612B3
W : 00000002

n0_final = 2 :

A : 7CA9B245
353C5DB5
B : OA175FB6
C2CEAQTF
C : 66DF9771
343612B3
W : 00000002

n0_final = 2 :

A : 7CA9B245
353C5DB5

B : BF6C142E
52FF859D

C : 66DF9771
343612B3

subtract M from C

9E9BEFF7 4EE4A592 FE5650B3
993EA4A2 459A870A A6A91851

E4D309BD 6377DSE2 48F253E3
80C441F4 F676FCAD 3D6A453A

DE711F02 46026474 D31144FE
B3F04129 1BDE64FC 59725C7A

00000000

swap B with C

9EOBEFF7 4EE4A592 FE5650B3
993EA4A2 459A870A A6A91851

DE711F02 46026474 D31144FE
B3F04129 1BDE64FC 59725C7A

E4D309BD 6377DSE2 48F253E3
80C441F4 F676FCAD 3D6A453A

00000000

add M to B

9EOBEFF7 4EE4A592 FE5650B3
993EA4A2 459A870A A6A91851

DE711F02 46026474 D31144FE
B3F04129 1BDE64FC 59725C7A

E4D309BD 6377DSE2 48F253E3
80C441F4 F676FCAD 3D6A453A

00000000

xor counter W into A

9E9BEFF7 4EE4A592 FE5650B3
993EA4A2 459A870A A6A91851

DE711F02 46026474 D31144FE
B3F04129 1BDE64FC 59725C7A

E4D309BD 6377DSE2 48F253E3
80C441F4 F676FCAD 3D6A453A

00000000

permutation - rotate B

9EOBEFF7 4EE4A592 FE5650B3
993EA4A2 459A870A A6A91851

3EO5BCE2 C8E88C04 89FDA622
825367E0 CO9F837BC B8F4B2E4

E4D309BD 6377D5E2 48F253E3
80C441F4 F676FCAD 3D6A453A

3E973DB8

F8E9B974

6CBEC284

E5FA8F85
B631A027

3E973DB8

ES5FA8F85

B631A027

F8E9B974
6CBEC284

3E973DB8

ESFA8F85

B631A027

F8E9B974
6CBEC284

3E973DB8

ESFA8F85

B631A027

F8E9BI74
6CBEC284

3E973DB8

1FOBCBF5

404F6C63

F8E9B974
6CBEC284

B5A71318
0773C11C
2B3DE748

45828A5F
9608E3B2

B5A71318
45828A5F
9608E3B2

0773C11C
2B3DE748

B5A71318
45828A5F
9608E3B2

0773C11C
2B3DE748

B5A71318
45828A5F
9608E3B2

0773C11C
2B3DE748

B5A71318

14BE8B05
C7652C11

0773C11C
2B3DE748

225

04BFB116

8B2B886F

57EE16DB

D4F3C96F
E2C956D5

04BFB116

D4F3C96F

E2C956D5

8B2B886F
S57EE16DB

04BFB116

D4F3C96F

E2C956D5

8B2B886F
S57EE16DB

04BFB116

D4F3C96F

E2C956D5

8B2B886F
57EE16DB

04BFB116

92DFAQE7

ADABC592

8B2B886F
57EE16DB

99A39DCO

9D7AC002

80DBFF08

9C64B94D
45FBECO7

99A39DCO

9C64B94D

45FBECO7

9D7AC002
80DBFF08

99A39DCO

9C64B94D

45FBECO7

9D7AC002
80DBFF08

99A39DCO

9C64B94D

45FBECO7

9D7AC002
80DBFF08

99A39DCO

729B38C9

D8OESBF7

9D7AC002
80DBFF08



W : 00000002 00000000

n0_final = 2 : permutation (j = 0)

A : 2EB1121F 2F42E458 B41B281A 218E48E7 952E465D 23650000 751ECODA DD262DAE
C2774FC1 B28D8D45 5DB96F4E CFBOAEF3

B : 9AB83DC5 FA9D8467 DE58590A 5A46FFE4 54C62E48 FOETEOF5 AFSE65EA C7EFA3C3
9877BB04 49D4BD7B 31B6FFC8 41A634C5 51D03526 5E774384 10B35CCO 6E6CAOF7

C : 66DF9771 E4D309BD 6377D5E2 48F253E3 F8E9B974 0773C11C 8B2B886F 9D7AC002
343612B3 80C441F4 F676FCAD 3D6A453A 6CBEC284 2B3DE748 57EE16DB 80DBFF08

W : 00000002 00000000

n0_final = 2 : permutation (j = 1)

A : 4EFB4B09 AOE2C3B8 B4ES8EB92 TE77C334 DA205714 956A50C4 403A77F8 4A3A786D
AAB74DE4 86726A02 2D88B2F1 C0686507

B : 9274CA46 D241ACA1 BC2E7F21 A4FEF233 FCC4EE8B 92424616 8CCB86DB B048DD7F
81EBC2FF CCB446B1 287AEBFD 02C45541 867FC2A7 D67B2833 9EA33187 691CC67C

C : 66DF9771 E4D309BD 6377DS5E2 48F253E3 F8E9B974 0773C11C 8B2B886F 9D7AC002
343612B3 80C441F4 F676FCAD 3D6A453A 6CBEC284 2B3DE748 57EE16DB 80DBFFO08

W : 00000002 00000000

n0_final = 2 : permutation (j = 2)

A : 36818005 044E6515 C35442A8 8574DDFC 3C20F5DA FC2D15B6 D6DA9553 FDD91DF3
FABES5BA4 558CF4A3 DACE3FB9 8F924C9E

B : 57E837B3 3B2C6ACA E0358DC2 2BD758E9 30F7A2ED DF3516C7 253CBOEO 1A1A98FC
COO88FDA 9ABA672A 79DOBD56 07AE488E 095E2114 06855B3B 1877A349 A2543F99

C : 66DF9771 E4D309BD 6377D5E2 48F253E3 F8E9B974 0773C11C 8B2B886F 9D7AC002
343612B3 80C441F4 F676FCAD 3D6A453A 6CBEC284 2B3DE748 57EE16DB 80DBFFO08

W : 00000002 00000000

nO_final = 2 : permutation - add C to A

A : 3DBA182A DOD6787E DAD8F4C9 CC065328 A36A08C7 902C794E 43E5A220 E2F378F1
1E35B4C3 EF6B834E 8E442A11 6922E895

B : 57E837B3 3B2C6ACA E0358DC2 2BD758E9 30F7A2ED DF3516C7 253CBOEO 1A1A98FC
COO88FDA 9ABA672A 79DOBD56 O7AE488E 095E2114 06855B3B 1877A349 A2543F99

C : 66DF9771 E4D309BD 6377D5E2 48F253E3 F8E9B974 0773C11C 8B2B886F 9D7AC002
343612B3 80C441F4 F676FCAD 3D6A453A 6CBEC284 2B3DE748 57EE16DB 80DBFFO08

W : 00000002 00000000

n0_final = 2 : subtract M from C

A : 3DBA182A DOD6787E DAD8F4C9 CC065328 A36A08C7 902C794E 43E5A220 E2F378F1
1E35B4C3 EF6B834E 8E442A11 6922E895

B : 57E837B3 3B2C6ACA E0358DC2 2BD758E9 30F7A2ED DF3516C7 253CBOEO 1A1A98FC
COO88FDA 9ABA672A 79DOBD56 07AE488E 095E2114 06855B3B 1877A349 A2543F99
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C : 66DF96F1 E4D309BD 6377D5E2 48F253E3 F8E9B974 0773C11C 8B2B886F 9D7AC002
343612B3 80C441F4 F676FCAD 3D6A453A 6CBEC284 2B3DE748 57EE16DB 80DBFFO08

W : 00000002 00000000

n0_final = 2 : swap B with C (final state)

A : 3DBA182A DOD6787E DAD8F4C9 CC065328 A36A08C7 902C794E 43E5A220 E2F378F1
1E35B4C3 EF6B834E 8E442A11 6922E895

B : 66DF96F1 E4D309BD 6377D5E2 48F253E3 F8E9B974 0773C11C 8B2B886F 9D7AC002
343612B3 80C441F4 F676FCAD 3D6A453A 6CBEC284 2B3DE748 57EE16DB 80DBFFO08

C : B7TE837B3 3B2C6ACA E0358DC2 2BD758E9 30F7A2ED DF3516C7 253CBOEO 1A1A98FC
COO88FDA 9ABA672A 79DOBD56 07AE488E 095E2114 06855B3B 1877A349 A2543F99

W : 00000002 00000000

Hash value (word array):

H : COO88SFDA 9ABA672A 79DOBD56 07AE488E 095E2114 06855B3B 1877A349 A2543F99

Hash value (byte array):

H : DA 8F 08 CO 2A 67 BA 9A 56 BD DO 79 8E 48 AE 07
14 21 5E 09 3B 5B 85 06 49 A3 77 18 99 3F 54 A2

B.6 Intermediate States for Shabal-256 (Message B)

init

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : message block

M : 00000100 00000101 00000102 00000103 00000104 00000105 00000106 00000107
00000108 00000109 0000010A 0000010B 0000010C 0000010D 0000010E 0000010F

block number = -1 : add M to B

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000100 00000101 00000102 00000103 00000104 00000105 00000106 00000107
00000108 00000109 0000010A 0000010B 0000010C 0000010D 0000010E 0000010F

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

227



W

FFFFFFFF

block number

A

FFFFFFFF
00000000

: 00000100

00000108

: 00000000

00000000

: FFFFFFFF

block number

A

FFFFFFFF
00000000

: 02000000

02100000

: 00000000

00000000

: FFFFFFFF

block number

A

AE3F47E2
TEC08316

: 06080102

851F7CE9

: 00000000

00000000

: FFFFFFFF

block number

A

FF750C93
A72272C9

14F4A4C4
0AB40ABF

: 00000000

00000000

: FFFFFFFF

block number

A

7T9F023D8
3395A2D7

: B555CTFE

A6E0372D

FFFFFFFF

= -1 : xor counter W into A

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

00000101 00000102 00000103 00000104
00000109 0000010A 0000010B 0000010C

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation - rotate B

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

02020000 02040000 02060000 02080000
02120000 02140000 02160000 02180000

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 0)

C68A60D9 C63E700C 04FB82A0 8088FEAE
FO07CO7B BBB8A77D 6C368247

FE78F1B6 12CC57B2 93BBAACD 7B670151
OBDC3F84 406F5882 97E57DB8 55F0B81D

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 1)

E5788A46 9BBD7565 CC341456 AD7FFC12
B2929BOB 78EE6F01 C3B82A6F

CDE737FE 5675BD47 7A96E075 AE138F94
OD3FOAB1 E49C3B9E 1C0110D8 F96173D7

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 2)

708745B8 B2D69FO0A AB24079A 4C77DDAC
5A9826A0 OD578B50 68F97918

3E7106A7 A72A6641 93015272 DA28C30E
5138C2ED BE216420 B38B89AB 3EA8BA87

00000000
00000105
0000010D

00000000
00000000

00000000
020A0000
021A0000

00000000
00000000

64D8954B

9F336AB4
3D419F26

00000000
00000000

CE83FA1C
730BB19D
4BFF3BAF

00000000
00000000

B4B92870

696FDO7D
3299AE01

228

00000000

00000106

0000010E

00000000
00000000

00000000

020C0000

021C0000

00000000
00000000

CCO8DF9F

37EF2060

3DF98FF3

00000000
00000000

6511FD37

E8SCFDO3E
E11D1D2E

00000000
00000000

88EGECE2

9CB6C088
30924EF2

00000000

00000107

0000010F

00000000
00000000

00000000

020E0000

021E0000

00000000
00000000

F2497B68

09AA8497

FF387D5F

00000000
00000000

EOE9DCD1

2F12DCBE
E166D991

00000000
00000000

T4T657TE4

OAFE4119
55CB35C4



C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation - add C to A

A : 79F023D8 708745B8 B2D69FOA AB24079A 4C77DDAC B4B92870 88EGECE2 747657E4
3395A2D7 5A9826A0 0D578B50 68F97918

B : B555C7FE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
A6E0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AE01 30924EF2 55CB35C4

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : subtract M from C

A : 79F023D8 708745B8 B2D69FOA AB24079A 4C77DDAC B4B92870 88EGECE2 747657E4
3395A2D7 5A9826A0 0D578B50 68F97918

B : B555C7FE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
A6E0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AE01 30924EF2 55CB35C4

C : FFFFFFOO FFFFFEFF FFFFFEFE FFFFFEFD FFFFFEFC FFFFFEFB FFFFFEFA FFFFFEF9
FFFFFEF8 FFFFFEF7 FFFFFEF6 FFFFFEFS5 FFFFFEF4 FFFFFEF3 FFFFFEF2 FFFFFEF1

W : FFFFFFFF FFFFFFFF

block number = -1 : swap B with C

A : 79F023D8 708745B8 B2D69FOA AB24079A 4C77DDAC B4B92870 88EGECE2 T747657E4
3395A2D7 5A9826A0 0D578B50 68F97918

B : FFFFFFOO FFFFFEFF FFFFFEFE FFFFFEFD FFFFFEFC FFFFFEFB FFFFFEFA FFFFFEF9
FFFFFEF8 FFFFFEF7 FFFFFEF6 FFFFFEFS5 FFFFFEF4 FFFFFEF3 FFFFFEF2 FFFFFEF1

C : B555C7FE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
A6E0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AE01 30924EF2 55CB35C4

W : FFFFFFFF FFFFFFFF

block number = O : increment counter W

A : 79F023D8 708745B8 B2D69FOA AB24079A 4C77DDAC B4B92870 88E6ECE2 T747657E4
3395A2D7 5A9826A0 0D578B50 68F97918

B : FFFFFFOO FFFFFEFF FFFFFEFE FFFFFEFD FFFFFEFC FFFFFEFB FFFFFEFA FFFFFEF9
FFFFFEF8 FFFFFEF7 FFFFFEF6 FFFFFEFS5 FFFFFEF4 FFFFFEF3 FFFFFEF2 FFFFFEF1

C : B555CT7FE 3E7106A7 A72A6641 93015272 DA28C30E 696FD97D 9CB6C088 OAFE4119
A6E0372D 5138C2ED BE216420 B38B89AB 3EA8BA87 3299AE01 30924EF2 55CB35C4

W : 00000000 00000000

block number = O : message block

M : 00000110 00000111 00000112 00000113 00000114 00000115 00000116 00000117
00000118 00000119 0000011A 0000011B 0000011C 0000011D 0000011E 0000011F

229



block number

A : 79F023D8
3395A2D7
B : 00000010
00000010

C : B555CT7FE
AGE0372D

W : 00000000

block number

A : 79F023D8
3395A2D7
B : 00000010
00000010

C : B555CT7FE
AGE0372D

W : 00000000

block number

A : 79F023D8
3395A2D7
B : 00200000
00200000

C : B555CTFE
AGE0372D

W : 00000000

block number

A : 7F0490C3
CCB74C96

B : AA98C924
3308B369

C : B555CTFE
AGE0372D

W : 00000000

block number

A : D455C979
10A66C48
B : 5923FD91
4DBB5054

C : B555C7FE
A6E0372D

=0 : add M to B

708745B8 B2D69FOA
5A9826A0 OD578B50

00000010 00000010
00000010 00000010

3E7106A7 A72A6641
5138C2ED BE216420

00000000

= 0 : xor counter

708745B8 B2D69F0A
5A9826A0 OD578B50

00000010 00000010
00000010 00000010

3E7106A7 A72A6641
5138C2ED BE216420

00000000

= 0 : permutation

708745B8 B2D69F0A
5A9826A0 OD578B50

00200000 00200000
00200000 00200000

3E7106A7 A72A6641
5138C2ED BE216420

00000000

= 0 : permutation

946910EC 827CA63E
09778D59 6B24AB90

A5880F94 19DB44E2
F6C872A6 949B546F

3E7106A7 A72A6641
5138C2ED BE216420

00000000

= 0 : permutation

9F6F4358 TF3D0246
D8CCDB49 02B680C7

9DEBD978 66452E00
8DO059EA A9F45566

3E7106A7 A72A6641
5138C2ED BE216420

AB24079A
68F97918

00000010
00000010

93015272
B38B89AB

W into A

AB24079A
68F97918

00000010
00000010

93015272
B38B89AB

- rotate

AB24079A
68F97918

00200000
00200000

93015272
B38B89AB

(G =0

409A1072
80A11478

61A3149F
TF1EEB87

93015272
B38B89AB

G=0

E8A1F260
AB645FCF

8510F1DD
E963DA91

93015272
B38B89AB

4C77DDAC

00000010

00000010

DA28C30E
3EA8BA87

4C77DDAC

00000010

00000010

DA28C30E
3EA8BA87

B

4CT77DDAC

00200000

00200000

DA28C30E
3EA8BA87

2B03CF2C

D4BC30D3

80BB6F3C

DA28C30E
3EA8BA87

BE9CO4EA

4621F210

4015256C

DA28C30E
3EA8BA87

B4B92870
00000010
00000010

696FD97D
3299AE01

B4B92870
00000010
00000010

696FD97D
3299AE01

B4B92870
00200000
00200000

696FD97D
3299AE01

FED97162
01668E9D
6BDEEF13

696FDI7D
3299AE01

15A315D0

25FE398C
3DF13409

696FDO7D
3299AE01

230

88EGECE2

00000010

00000010

9CB6C088
30924EF2

88EGECE2

00000010

00000010

9CB6C088
30924EF2

88EGECE2

00200000

00200000

9CB6C088
30924EF2

TFO0F2B4

802F0D4B

7DC359C1

9CB6C088
30924EF2

279AC5A8

FD1765AF

23E389D5

9CB6C088
30924EF2

T47657E4

00000010

00000010

OAFE4119
55CB35C4

T4AT657TE4

00000010

00000010

OAFE4119
55CB35C4

T4T657E4

00200000

00200000

O0AFE4119
55CB35C4

4069B7E1

BFD6481E

BF25EF8D

OAFE4119
55CB35C4

1C34FO0F3

2B37300D

9D80D017

OAFE4119
55CB35C4



W : 00000000

block number

A : B6A03371
C3433DOF
B : B405F031
88B59D60

C : B555CTFE
A6E0372D

W : 00000000

block number

A : 52F84552
14CEBA45
B : B405F031
88B59D60

C : B555C7FE
A6E0372D

W : 00000000

block number

A : 52F84552
14CEBA45
B : B405F031
88B59D60
C : B555C6EE
ABE03615
W : 00000000

block number

A : 52F84552
14CE5A45

B : B555C6EE
AGE03615

C : B405F031
88B59D60

W : 00000000

block number

A : 52F84552
14CE5A45

B : B555C6EE
ABE03615

00000000

= 0 : permutation (j = 2)

17243406 531455C7 44FODBD6
62FD9C1A 02BB7200 5FB743B0

C4233EBA B3733979 CODD9D55
60E2CEBA 758B4B8B 83E82ATF

3E7106A7 A72A6641 93015272
5138C2ED BE216420 B38B89AB

00000000

EC3CC237

C51C28AE

BC968828

DA28C30E
3EA8BA87

= 0 : permutation - add C to A

E54B7999 2DS8EE3EC B9645191
22AF50DC EFFDBC6B EB21B74A

C4233EBA B3733979 CODD9D55
60E2CEBA 758B4B8B 83E82ATF

3E7106A7 A72A6641 93015272
5138C2ED BE216420 B38B89AB

00000000

= 0 : subtract M from C

E54B7999 2DSEE3EC B9645191
22AF50DC EFFDBC6B EB21B74A

C4233EBA B3733979 CODD9D55
60E2CEBA 758B4B8B 83E82ATF

3E710596 A72A652F 9301515F
5138C1D4 BE216306 B38B8890

00000000

=0 : swap B with C

E54B7999 2DS8EE3EC B9645191
22AF50DC EFFDBC6B EB21B74A

3E710596 A72A652F 9301515F
5138C1D4 BE216306 B38B8890

C4233EBA B3733979 CODDID55
60E2CEBA 758B4B8B 83E82ATF

00000000

= 1 : increment counter W

E54B7999 2DS8EE3EC B9645191
22AF50DC EFFDBC6B EB21B74A

3E710596 A72A652F 9301515F
5138C1D4 BE216306 B38B8890

E0078B86

C51C28AE

BC968828

DA28C30E
3EA8BA87

E0078B86

C51C28AE

BC968828

DA28C1FA
3EA8B96B

E0078B86

DA28C1FA
3EA8B96B

C51C28AE
BC968828

E0078B86

DA28C1FA
3EA8B96B

851D8290
A327B8E1
EG6EOOBF7

696FD9O7D
3299AE01

BB7C44C9
A327B8E1
E6EOOBF7

696FDO7D
3299AE01

BB7C44C9

A327B8E1
E6EOOBF7

696FD868
3299ACE4

BB7C44C9
696FD868
3299ACE4

A327B8E1
E6EOOBF7

BB7C44C9

696FD868
3299ACE4

231

D99C1EB9

56C56167

BAB39E55

9CB6C088
30924EF2

D2B5C1CA

56C56167

BAB39E55

9CB6C088
30924EF2

D2B5C1CA

56C56167

BA839E55

9CB6BF72
30924DD4

D2B5C1CA

9CB6BF72
30924DD4

56C56167
BA839E55

D2B5C1CA

9CB6BF72
30924DD4

AEDO60A3

ED614433

9B491C60

O0AFE4119
55CB35C4

BOD2EBS8C

ED614433

9B491C60

OAFE4119
55CB35C4

BOD2EB8C

ED614433

9B491C60

0AFE4002
55CB34A5

BOD2EB8C

0AFE4002
55CB34A5

ED614433
9B491C60

BOD2EB8C

O0AFE4002
55CB34A5



C : B405F031
88B59D60

W : 00000001

block number

M : 64636261

38373635

block number

A : 52F84552
14CEBA45

B : 19B9294F

DF176C4A
C : B405F031
88B59D60
W : 00000001

block number

A : 52F84553
14CEBA45

B : 19B9294F

DF176C4A
C : B405F031
88B59D60
W : 00000001

block number

A : 52F84553
14CEBA45
B : 529E3372
D895BE2E
C : B405F031
88B59D60
W : 00000001

block number

A : F6D73330
T6E421F9
B : F9AC6F35
3830A25B
C : B405F031
88B59D60
W : 00000001

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

CODD9D55
83E82ATF

= 1 : message block

68676665 6C6B6A6GI
42412D39 46454443
=1: add M to B

E54B7999 2DS8EE3EC
22AF50DC EFFDBC6B

A6D86BFB 1395CF98
9379EFOD 0466A749

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

= 1 : xor counter

E54B7999 2D8EE3EC
22AF50DC EFFDBC6B

A6D86BFB 1395CF98
9379EFOD 0466A749

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

= 1 : permutation

E54B7999 2D8S8EE3EC
22AF50DC EFFDBC6B

D7F74DBO 9F30272B
DE1B26F3 4E9208CD

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

= 1 : permutation

89E4C140 3E1E3376
550550FF 576B6AC2

B8B2E012 85A4AF53
16CCE2E7 35B084A7

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

TO6F6E6GD
47494847

B9645191
EB21B74A

0370BFCC
FDD4DOD7

CODD9D55
83E82ATF

W into A

B9645191
EB21B74A

0370BFCC
FDD4DOD7

CODD9D55
83E82ATF

- rotate

B9645191
EB21B74A

TF9806E1
A1AFFBA9

CODD9D55
83E82ATF

(G =0

8A749508
E314C484

ODCFA1CA
5FB4CC28

CODD9D55
83E82ATF

C51C28AE
BC968828

74737271
4E4DA4C4B

E0078B86

4E9C346B

8CF605B6

C51C28AE
BC968828

E0078B86

4E9C346B

8CF605B6

C51C28AE
BC968828

B

E0078B86

68D69D38

O0B6D19EC

C51C28AE
BC968828

A272998B

8C205C04

1FF2FF17

C51C28AE
BC968828

A327B8E1
E6EOOBF7

78777675
5251504F

BB7C44C9
E1ET4EDD
84EAFD33

A327B8E1
E6EOOBF7

BB7C44C9
E1E74EDD
84EAFD33

A327B8E1
E6EOOBF7

BB7C44C9
9DBBC3CE
FA6709D5

A327B8E1
E6EOOBF7

B4ESB3E3

706DCB81
82D52D14

A327B8E1
E6EOOBF7

232

56C56167
BA839E55

302D7A79
56555453

D2B5C1CA

CCE439EB

86ETA227

56C56167
BA839E55

D2B5C1CA

CCE439EB

86E7TA227

56C56167
BA839E55

D2B5C1CA

73D799C8

444FODCF

56C56167
BA839E55

4CODSE29

545D4246

497FD717

56C56167
BA839E55

ED614433
9B491C60

34333231
5A595857

BOD2EBS8C

3F317233

B0248CFC

ED614433
9B491C60

BOD2EBS8C

3F317233

B0248CFC

ED614433
9B491C60

BOD2EB8C

E4667E62

19F96049

ED614433
9B491C60

TF5FC96D

486CCA57

4679AA6G5

ED614433
9B491C60



block number

A : CO7120A5
4814BD95
B : F266D21B
4FEF9BEC
C : B405F031
88B59D60
W : 00000001

block number

A : 8B5E482B
6AD2B985
B : ACA70A95
C389C304
C : B405F031
88B59D60
W : 00000001

block number

A : 6B6D2C5F

9CF9C58C
B : ACA70A95
C389C304
C : B405F031
88B59D60
W : 00000001

block number

A : 6B6D2CSF

9CF9C58C
B : ACA70A95
C389C304
C : 4FA28DDO
507E672B
W : 00000001

block number

A : 6B6D2CHF

9CF9C58C
B : 4FA28DDO
507E672B
C : ACA70A95

= 1 : permutation

04EE925E 300C7989
BCDD8C44 7871F536

B63BAB98 206805EE
D68BA8SGF A4928F38

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

= 1 : permutation

EFEC43B6 A1FE969E
A869C2D6 BF63A720

4E3FE92C 860464EB
6EB0F45C 4E8067C9

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

= 1 : permutation

25A4E4BD F0299A30
B2D2110C AA4E3AB2

4E3FE92C 860464EB
6EB0F45C 4E8067C9

C4233EBA B3733979
60E2CEBA 758B4B8B

00000000

G=10

C5E1B76B 01DA3B70
ADO59F2B

B84F2DF8 AFABFA63
8577D0C4 C1CO3AA1

CODD9D55 C51C28AE
83E82ATF BC968828

G=2

5COB2ED9 A3A90B23
4D5430F0

E56A291F 2BF64313
6E1EB166 16AD3339

CODDOD55 C51C28AE
83E82ATF BC968828

- add C to A

20C7680E ED31090B
D4287C37

E56A291F 2BF64313
6E1EB166 16AD3339

CODD9D55 C51C28AE
83E82ATF BC968828

=1 : subtract M from C

25A4E4BD F0299A30
B2D2110C AA4E3AB2

4E3FE92C 860464EB
6EB0F45C 4E8067C9

5BBBD855 4707CF10
1EA1A181 2F460748

00000000

=1 : swap B with

25A4E4BD F0299A30
B2D2110C AA4E3AB2

5BBBD855 4707CF10
1EA1A181 2F460748

4E3FE92C 860464EB

20C7680E ED31090B
D4287C37

ES56A291F 2BF64313
6E1EB166 16AD3339

506E2EE8 50A8B63D
399EE238 6E493BDD

C

20C7680E ED31090B
D4287C37

506E2EE8 50A8B63D
399EE238 6E493BDD

E56A291F 2BF64313

TEB672A6
A3F9E4B9
84D3D770

A327B8E1
E6EOOBF7

3C6E5B7C
57E0753A
B5E3193C8

A327B8E1
E6EOOBF7

3E4611BB
S57E0753A
B5E3193C8

A327B8E1
E6EOOBF7

3E4611BB

57E0753A
B5E3193C8

2AB0426C
948EBBA8

3E4611BB
2AB0426C
948EBBA8

57E0753A

233

ACC3FAD9

2F348E45

C1C3ABO8

56C56167
BA839E55

F85A8647

006875EB

C31BOECE

56C56167
BA839E55

€0884C9C

006875EB

C31BOECE

56C56167
BA839E55

€0884C9C

006875EB

C31BOECE

2697EGEE
642E4A02

€0884C9C

2697EGEE
642E4A02

006875EB

B8572BD6

C223F47A

CB5B80E3

ED614433
9B491C60

9BOEEF10

27B339D3

241CCEC8

ED614433
9B491C60

1AD2D57B

27B339D3

241CCEC8

ED614433
9B491C60

1AD2D57B

27B339D3

241CCEC8

B92E1202
40EFC409

1AD2D57B

B92E1202
40EFC409

27B339D3



C389C304

W : 00000001

block number

A : 6B6D2CSF

9CF9C58C
B : 4FA28DDO
507E672B
C : ACA70A95
C389C304

W : 00000002

block number

M : 3231302D

78777675

block number

A : 6B6D2C5F

9CFIC58C
B : 81D3BDFD
C8F5DDA0
C : ACA70A95
C389C304
W : 00000002

block number

A : 6B6D2C5D
9CFIC58C
B : 81D3BDFD
C8F5DDA0
C : ACA70A95
C389C304

W : 00000002

block number

A : 6B6D2C5D
9CF9C58C
B : 7BFBO3A7
BB4191EB
C : ACA70A95
C389C304

W : 00000002

6E80F45C 4E8067C9 6E1EB166

00000000

= 2 : increment counter W

25A4E4BD F0299A30 20C7680E
B2D2110C AA4E3AB2 D4287C37

65BBBD855 4707CF10 506E2EE8
1EA1A181 2F460748 399EE238

4E3FE92C 860464EB E56A291F
6E80F45C 4E8067C9 6E1EB166

00000000

= 2 : message block
36353433 2D393837 64636261
00807A79 00000000 00000000
=2 : add M to B

25A4E4BD F0299A30 20C7680E
B2D2110C AA4E3AB2 D4287C37

91F10C88 74410747 B4D19149
1F221BFA 2F460748 399EE238

4E3FE92C 860464EB E56A291F
6EB0F45C 4E8067C9 6E1EB166

00000000

= 2 : xor counter W into A

25A4E4BD F0299A30 20C7680E
B2D2110C AA4E3AB2 D4287C37

91F10C88 74410747 B4D19149
1F221BFA 2F460748 399EE238

4E3FE92C 860464EB E56A291F
6E80F45C 4E8067C9 6E1EB166

00000000

= 2 : permutation - rotate

25A4E4BD F0299A30 20C7680E
B2D2110C AA4E3AB2 D4287C37

191123E2 OESEE882 229369A3
37F43E44 OE905E8C C470733D

4E3FE92C 860464EB E56A291F
6E80F45C 4E8067C9 6E1EB166

00000000

16AD3339

ED31090B

50A8B63D

6E493BDD

2BF64313
16AD3339

68676665
00000000

ED31090B

B9101CA2

6E493BDD

2BF64313
16AD3339

ED31090B

B9101CA2

6E493BDD

2BF64313
16AD3339

B

ED31090B

39457220

77TBADC92

2BF64313
16AD3339

5E3193C8

3E4611BB
2AB0426C
948EBBAS

57E0753A
S5E3193C8

6C6B6A69
00000000

3E4611BB
971BACD5
948EBBA8

57E0753A
B5E3193C8

3E4611BB
971BACD5
948EBBA8

57E0753A
B5E3193C8

3E4611BB

59AB2E37
7751291D

57E0753A
5E3193C8

234

C31BOECE

€0884C9C

2697EGEE

642E4A02

006875EB
C31BOECE

T7TO06F6E6ED
00000000

€0884C9C

9707555B

642E4A02

006875EB
C31BOECE

€0884C9C

97075558

642E4A02

006875EB
C31BOECE

€0884C9C

AAB72EOE

9404C85C

006875EB
C31BOECE

241CCEC8

1AD2D57B

B92E1202

40EFC409

27B339D3
241CCEC8

74737271
00000000

1AD2D57B

2DA18473

40EFC409

27B339D3
241CCEC8

1AD2D57B

2DA18473

40EFC409

27B339D3
241CCEC8

1AD2D57B

08E65B43

881281DF

27B339D3
241CCEC8



block number

A : 27DDABAE

7D653849
B : 83678676
F419E461
C : ACA70A95
C389C304

W : 00000002

block number

A : FDEC5D48
09F3FF4A

B : 2EDDE854
EA206A74

C : ACA70A95
C389C304

W : 00000002

block number

A : D22CODEA

085C7159
B : DO7BBOOA
89D4A0B4
C : ACA70A95
C389C304

W : 00000002

block number

A : 49D1B737
839885B1
B : DO7BBOOA
89D4A0B4
C : ACA70A95
C389C304
W : 00000002

block number

A : 49D1B737
839885B1
B : DO7BBOOA
89D4A0B4
C : 7AT5DA68
4B124C8F

= 2 : permutation (j = 0)

3485C441 EF71221A A12B9143
E57D34A3 EE830FDA 5D81CFOF

D553452F 99228D2F D1CB70CO
756AB7D4 0C5C4D3D 2A9ED61B

4E3FE92C 860464EB E56A291F
6E80F45C 4E8067C9 6E1EB166

00000000

= 2 : permutation (j = 1)

TF32E3BF 3312EE26 73F81D45
CF3EAA2E 1B2F4B4C 4F8F64A2

6276F9BC 49DED920 6637625D
6A1873E8 D4558BA3 D93A4ESC

4E3FE92C 860464EB E56A291F
6E80F45C 4E8067C9 6E1EB166

00000000

= 2 : permutation (j = 2)

A7764ACD C57D3D58 OAA68FT4
85E454FC OCD7F1DE 568BADDB

TO84EDBF E2E347DC 176FBA27
6CBD74F4 31E05A14 1DD4D6CF

4E3FE92C 860464EB E56A291F
6E80F45C 4E8067C9 6E1EB166

00000000

A9CF4744

24BA5CFB

3757ED75

2BF64313
16AD3339

E771CB44

BF78B943

7621EEb1

2BF64313
16AD3339

A26B8BA2

53228092

1BE05204

2BF64313
16AD3339

= 2 : permutation - add C to A

96COCBAE CO9CF2F86 542E7918
8C118E4C 316AEF3C 688F9A5D

TO84EDBF E2E347DC 176FBA27
6CBD74F4 31E05A14 1DD4D6CF

4E3FE92C 860464EB E56A291F
6E80F45C 4E8067C9 6E1EB166

00000000

= 2 : subtract M from C

96COCBAE C9CF2F86 542E7918
8C118E4C 316AEF3C 688F9A5D

TO84EDBF E2E347DC 176FBA27
6CBD74F4 31E05A14 1DD4D6CF

180AB4F9 58CB2CB4 8106C6BE
6E0079E3 4E8067C9 6E1EB166

D3A5BD5C

53228092

1BE05204

2BF64313
16AD3339

D3A5BD5C

53228092

1BE05204

C38EDCAE
16AD3339

S5E5BDF73
12F27CE2
25D86984

57E0753A
S5E3193C8

2A8DED27
1525AC15
9EC2C1D0

57E0753A
5E3193C8

47726CDB
72C2ED18
479E28A2

57E0753A
S5E3193C8

E3997D87
72C2ED18
479E28A2

57E0753A
5E3193C8

E3997D87

72C2ED18
479E28A2

EB750AD1
5E3193C8

235

9120D522

3BB176CO

38874D5C

006875EB
C31BOECE

D7AE1BDD

93B25933

595F7E9A

006875EB
C31BOECE

66B4B2AC

1DE670CO

4196F315

006875EB
C31BOECE

7B56056E

1DE670CO

4196F315

006875EB
C31BOECE

7B56056E

1DE670C0O

4196F315

8FF9077E
C31BOECE

105DAB7D

FEGEE204

4EF16D03

27B339D3
241CCEC8

A87D95D5

4CAD5F54

CA60B02C

27B339D3
241CCEC8

505FB429

6CO3CE23

3DB5327D

27B339D3
241CCEC8

254CF6C8

6CO3CE23

3DB5327D

27B339D3
241CCEC8

254CF6C8

6CO3CE23

3DB5327D

B33FC762
241CCEC8



W : 00000002

block number

A : 49D1B737
839885B1
B : 7AT5DA68
4B124C8F

C : DO7BBOOA
89D4A0B4

W : 00000002

n0_final = 0 :

A : 49D1B737
839885B1
B : ACA70A95
C389C304

C : DO7BBOOA
89D4A0B4

W : 00000002

n0_final = 0 :

A : 49D1B735
839885B1
B : ACA70A95
C389C304

C : DO7BBOOA
89D4A0B4

W : 00000002

n0_final = 0 :

A : 49D1B735
839885B1

B : 152B594E
86098713

C : DO7BBOOA
89D4A0B4

W : 00000002

n0_final = 0 :

A : 67D32091
826D1307

B : 85Eb5A48A
7181E2DF

00000000

= 2 : swap B with C

96COCBAE CO9CF2F86 542E7918
8C118E4C 316AEF3C 688F9A5D

180AB4F9 58CB2CB4 8106C6BE
6EO079E3 4E8067C9 6E1EB166

7O084EDBF E2E347DC 176FBA27
6CBD74F4 31E05A14 1DD4D6CF

00000000

add M to B

96COCBAE C9CF2F86 542E7918
8C118E4C 316AEF3C 688F9A5D

4E3FE92C 860464EB E56A291F
6E80F45C 4E8067C9 6E1EB166

TO84EDBF E2E347DC 176FBA27
6CBD74F4 31E05A14 1DD4D6CF

00000000

xor counter W into A

96COCBAE COCF2F86 542E7918
8C118E4C 316AEF3C 688F9A5D

4E3FE92C 860464EB E56A291F
6E80F45C 4E8067C9 6E1EB166

T7TO84EDBF E2E347DC 176FBA27
6CBD74F4 31E05A14 1DD4D6CF

00000000

permutation - rotate B

96COCBAE COCF2F86 542E7918
8C118E4C 316AEF3C 688F9A5D

D2589C7F C9D70C08 523FCAD4
E8B8DD01 CF929D00 62CCDC3D

7TO84EDBF E2E347DC 176FBA27
6CBD74F4 31E05A14 1DD4D6CF

00000000

permutation (j = 0)

5303AF58 5A861FAD 0C4A05CE
0C41559C 00B9D8B4 68FAEE46

EAFA029C 12B066CO 100D7776
22CF1060 60631D4A 529CA9C3

D3A5BD5C

C38EDCAE

16AD3339

53228092
1BE05204

D3A5BD5C

2BF64313

16AD3339

53228092
1BE05204

D3A5BD5C

2BF64313

16AD3339

53228092
1BE05204

D3A5BD5C

862657EC
66722D5A

53228092
1BE05204

TA6147AA

89D2178C
54C885DA

E3997D87
EB750AD1
S5E3193C8

72C2ED18
479E28A2

E3997D87
57E0753A
5E3193C8

72C2ED18
4T7T9E28A2

E3997D87

57E0753A
S5E3193C8

72C2ED18
479E28A2

E3997D87
EA74AFCO
2790BC63

72C2ED18
479E28A2

345CEC5B

1F4A4C25
E3DD2861

236

7B56056E

8FF9077E

C31BOECE

1DE670CO
4196F315

7B56056E

006875EB

C31BOECE

1DE670C0O
4196F315

7B56056E

006875EB

C31BOECE

1DE670CO
4196F315

7B56056E

EBD600DO
1D9D8636

1DE670C0O
4196F315

7C1199C6

54426798
9E42EC3E

254CF6C8

B33FC762

241CCEC8

6CO3CE23
3DB5327D

254CF6C8

27B339D3

241CCEC8

6CO3CE23
3DB5327D

254CF6C8

27B339D3

241CCEC8

6CO3CE23
3DB5327D

254CF6C8

73A64F66
9D904839

6CO3CE23
3DB5327D

7CECED68

645F8C5B
C8956A42



C : DO7BBOOA 7084EDBF E2E347DC 176FBA27 53228092 72C2ED18 1DE670C0 6CO3CE23
89D4A0B4 6CBD74F4 31E05A14 1DD4D6CF 1BE05204 479E28A2 4196F315 3DB5327D

W : 00000002 00000000

n0_final = 0 : permutation (j = 1)

A : F1D330FB 55A76650 3645D1D3 79E5AA6A A4480A6E C8A221B8 2D30A72C B7B74535
235DF568 17EB4789 BF57EC17 29851CE7

B : FOF15233 2E98CF7D OBC24E4B 36898599 CF06258E D680203C E82CDCD8 1ECS5FBAE
ED2FOABA EFC6B96F 097C14B8 23230613 F226FE25 FOE78E84 EE4A80AE D9626E4F

C : DO7BBOOA 7084EDBF E2E347DC 176FBA27 53228092 72C2ED18 1DE670C0 6CO3CE23
89D4A0B4 6CBD74F4 31E05A14 1DD4D6CF 1BE05204 479E28A2 4196F315 3DB5327D

W : 00000002 00000000

n0_final = 0 : permutation (j = 2)

A : 553BD29F C35AB8A9 ATECA963 47F2291E D1AF3761 7068CAA6 D7DFE602 2DC59B1A
22D5EA34 88C9CO0A 2FF881C6 D21852D1

B : 4DA49FC7 489D5B3A O7AACESE 95EF3COE 34C8667D 91A5072F 884AEF2D 858621BD
F40EDDEB 501A4786 3AD8308D 947C68C3 3967E980 96F922FC 0C927F64 9F2371B1

C : DO7BBOOA 7084EDBF E2E347DC 176FBA27 53228092 72C2ED18 1DE670C0 6CO3CE23
89D4A0B4 6CBD74F4 31E05A14 1DD4D6CF 1BE05204 479E28A2 4196F315 3DB5327D

W : 00000002 00000000

n0_final = 0 : permutation - add C to A

A : C8359612 02D93B49 D2D2ACDC 8A52D4CF 92D7F228 1DDBO9BF6 27E535CD 606FADCA
C41E494D 81A13354 57170C74 637610BA

B : 4DA49FC7 489D5B3A O7AACESE 95EF3COE 34C8667D 91A5072F 884AEF2D 858621BD
F40EDDEB 501A4786 3AD8308D 947C68C3 3967E980 96F922FC 0C927F64 9F2371B1

C : DO7BBOOA 7084EDBF E2E347DC 176FBA27 53228092 72C2ED18 1DE670CO 6CO3CE23
89D4A0B4 6CBD74F4 31E05A14 1DD4D6CF 1BE05204 479E28A2 4196F315 3DB5327D

W : 00000002 00000000

n0_final = 0 : subtract M from C

A : C8359612 02D93B49 D2D2ACDC 8A52D4CF 92D7F228 1DDB9BF6 27E535CD 606FADCA
C41E494D 81A13354 57170C74 637610BA

B : 4DA49FC7 489D5B3A O7AACESE 95EF3COE 34C8667D 91A5072F 884AEF2D 858621BD
F40EDDEB 501A4786 3AD8308D 947C68C3 3967E980 96F922FC 0C927F64 9F2371B1

C : 9E4A7TFDD 3A4FB98C B5AAQOFA5 B30C57C6 EABB1A2D 065782AF AD770253 F7905BB2
115D2A3F 6C3CFA7B 31E05A14 1DD4D6CF 1BE05204 479E28A2 4196F315 3DB5327D

W : 00000002 00000000

nO_final = 0 : swap B with C

A : C8359612 02D93B49 D2D2ACDC 8A52D4CF 92D7F228 1DDB9BF6 27E535CD 606FADCA
C41E494D 81A13354 57170C74 637610BA

237



B : 9E4A7FDD

115D2A3F
C : 4DA49FC7
F40EDDEB
W : 00000002

n0_final =1 :

A : C8359612
C41E494D

B : DO7BBOOA

89D4A0B4
C : 4DA49FC7
F40EDDEB
W : 00000002

n0_final =1 :

A : C8359610
C41E494D

B : DO7BBOOA
89D4A0B4

C : 4DA49FC7
F40EDDEB

W : 00000002

n0_final = 1

A : C8359610
C41E494D
B : 6015A0F7
416913A9
C : 4DA49FC7
F40EDDEB

W : 00000002

n0_final = 1

A : BD28A5SCF

C42B6040
B : 1509DB26
B906B8ED
C : 4DA49FC7
F40EDDEB

W : 00000002

n0_final = 1

3A4FB98C BSAAOFAS
6C3CFA7B 31E05A14

489D5B3A O7AACESE
501A4786 3AD8308D

00000000

add M to B

02D93B49 D2D2ACDC
81A13354 57170C74

7TO084EDBF E2E347DC
6CBD74F4 31E05A14

489D5B3A O07AACESE
501A4786 3AD8308D

00000000

B30C57C6
1DD4D6CF

95EF3COE
947C68C3

8A52D4CF
637610BA

176FBA27
1DD4D6CF

95EF3COE
947C68C3

xor counter W into A

02D93B49 D2D2ACDC 8A52D4CF
81A13354 57170C74 637610BA

T7O84EDBF E2E347DC 176FBA27
6CBD74F4 31E05A14 1DD4D6CF

489D5B3A O07AACESE 95EF3COE
501A4786 3AD8308D 947C68C3

00000000

permutation - rotate B

02D93B49 D2D2ACDC 8A52D4CF
81A13354 57170C74 637610BA

DB7EE109 8FB9C5C6 744E2EDF
E9E8D97A B42863C0O AD9E3BA9

489D5B3A O7AACESE 95EF3COE
501A4786 3AD8308D 947C68C3

00000000

permutation (j

0)

BAOBBFBO 00095A8C C1B09C32
A1COE60C 5CD392A3 C0483484

56317C44 79ED350B CB01B836
8DEEABO6 CB7CAADD 648BBC28

489D5B3A O7AACESE 95EF3COE
501A4786 3AD8308D 947C68C3

00000000

permutation (j

1)

EABB1A2D
1BE05204

34C8667D
3967E980

92D7F228

53228092

1BE05204

34C8667D
3967E980

92D7F228

53228092

1BE05204

34C8667D
3967E980

92D7F228

0124A645

A40837CO

34C8667D
3967E980

D38EO1FD

2E38B288

0AC735B1

34C8667D
3967E980

065782AF
479E28A2

91A5072F
96F922FC

1DDB9BF6
72C2ED18
4T79E28A2

91A5072F
96F922FC

1DDB9BF6
72C2ED18
4T79E28A2

91A5072F
96F922FC

1DDB9BF6
DA30E585
51448F3C

91A5072F
96F922FC

F1CC7A37

BA524EC3
E77DSE37

91A5072F
96F922FC

238

AD770253
4196F315

884AEF2D
0C927F64

27E535CD

1DE670C0O

4196F315

884AEF2D
0C927F64

27E535CD

1DE670C0O

4196F315

884AEF2D
0C927F64

27E535CD

E1803BCC

E62A832D

884AEF2D
0C927F64

CEDOE9B6

F22F61D0

33A3A328

884AEF2D
0C927F64

F7905BB2
3DB5327D

858621BD
9F2371B1

606FADCA

6CO03CE23

3DB5327D

858621BD
9F2371B1

606FADCA

6C03CE23

3DB5327D

858621BD
9F2371B1

606FADCA

9C46D807

64FATB6A

858621BD
9F2371B1

7C714B13

BBO304E3

F7BB9519

858621BD
9F2371B1



A : 71C9F985

17C31A6B
B : E89A0525
FC3B77A1
C : 4DA49FC7
F40EDDEB

W : 00000002

n0_final = 1

A : 1ADC4E68
E3AF684E
B : 0CC31791
E4147B30
C : 4DA49FC7
F40EDDEB

W : 00000002

n0_final = 1

A : E46B64EA

93A12EDC
B : 0CC31791

E4147B30
C : 4DA49FC7

F40EDDEB
W : 00000002
n0_final =1 :

A : E46B64EA
93A12EDC

B : 0CC31791
E4147B30

C : 1B736F9A
TB976776

W : 00000002

n0_final =1 :
A : E46B64EA
93A12EDC
B : 1B736F9A
TBI76776
C : 0CC31791
E4147B30

W : 00000002

C800394A 8FBD7622 AC657B69
D8076499 B38EAOF6 9885FDE2

TTCETCF7 452129C5 54340C45
2C2290B8 E6BBDC66 9A8DFCC6

489D5B3A O7AACESE 95EF3COE
501A4786 3AD8308D 947C68C3

00000000

permutation (j

2)

7AO843ED C62C5677 43303AC9
1E4B0104 4DABDD43 BCD9E6D6

6F818D28 DEE2F99A E1113036
CAD9862C 58D41196 668B13D2

489D5B3A O7AACESE 95EF3COE
501A4786 3AD8308D 947C68C3

00000000

permutation - add C to A

35DD33B1 3767DBDC DFB877B8
808A2EEC C6644EF4 8C8F85F4

6F818D28
CAD9862C

489D5B3A
501A4786

00000000

35DD33B1
808A2EEC

6F818D28
CAD9862C

12682707
4F99CDOD

00000000

swap B

35DD33B1
808A2EEC

12682707
4F99CDOD

6F818D28
CAD9862C

00000000

DEE2F99A
58D41196

O7AACESE
3AD8308D

subtract M from

3767DBDC
C6644EF4

DEE2F99A
58D41196

DA719627
3AD8308D

with C

3767DBDC
C6644EF4

DA719627
3AD8308D

DEE2F99A
58D41196

E1113036
668B13D2

95EF3COE
947C68C3

C

DFB877B8
8C8F85F4

E1113036
668B13D2

318BD9AD
947C68C3

DFB877B8
8C8F85F4

318BD9AD
947C68C3

E1113036
668B13D2

2FB2355C

B44D8084

C5C3A1C1

34C8667D
3967E980

E39D6B8C

8DB8BOYE

97D7D432

34C8667D
3967E980

9E363B08

8DB8BOYE

97D7D432

34C8667D
3967E980

9E363B08

8DB8BOYE

97D7D432

CC610018
3967E980

9E363B08

CC610018

3967E980

8DB8BOYE
97D7D432

D16C61B4
535C06E1
E0692224

91A5072F
96F922FC

6D6358A3
234FB1D0
2166BAB2

91A5072F
96F922FC

E3DF3CD2
234FB1D0
2166BAB2

91A5072F
96F922FC

E3DF3CD2
234FB1D0O
2166BAB2

25399CC6
96F922FC

E3DF3CD2

25399CC6
96F922FC

234FB1D0O
2166BAB2

239

0D746211

A82F9CA8

95CCDBBE

884AEF2D
0C927F64

6A5C56A4

698C90D9

99CD95C1

884AEF2D
0C927F64

94B90093

698C90D9

99CD95C1

884AEF2D
0C927F64

94B90093

698C90D9

99CD95C1

17DB80CO
0C927F64

94B90093

17DB80CO

0C927F64

698C90D9
99CD95C1

A309E118

117COBDA

B38134D4

858621BD
9F2371B1

AC6F15A0

9E37D282

24247080

858621BD
9F2371B1

773D03B8

9E37D282

24247080

858621BD
9F2371B1

773D03B8

9E37D282

24247080

1112AF4C
9F2371B1

773D03B8

1112AF4C

9F2371B1

9E37D282
24247080



n0_final = 2 :

A : E46B64EA

93A12EDC
B : 4DA49FC7
F40EDDEB
C : 0CC31791
E4147B30

W : 00000002

n0_final = 2 :

A : E46B64ES8
93A12EDC
B : 4DA49FC7
F40EDDEB
C : 0CC31791
E4147B30

W : 00000002

n0_final = 2 :

A : E46B64ES8
93A12EDC
B : 3F8E9B49
BBD7E81D
C : 0CC31791
E4147B30
W : 00000002

n0_final = 2 :

A : A72DE636
93A64094
B : 9DFAB6A3
1BF66F50
C : 0CC31791
E4147B30
W : 00000002

n0_final = 2 :

A : C9D3F423
2D289F8C
B : 66048AA2
01COD57C
C : 0CC31791
E4147B30

add M to B

35DD33B1 3767DBDC DFB877B8
808A2EEC C6644EF4 8C8F85F4

489D5B3A O7AACESE 95EF3COE
501A4786 3AD8308D 947C68C3

6F818D28 DEE2F99A E1113036
CAD9862C 58D41196 668B13D2

00000000

xor counter W into A

35DD33B1 3767DBDC DFB877B8
808A2EEC C6644EF4 8C8F85F4

489D5B3A O7AACESE 95EF3COE
501A4786 3AD8308D 947C68C3

6F818D28 DEE2F99A E1113036
CAD9862C 58D41196 668B13D2

00000000

permutation - rotate B

35DD33B1 3767DBDC DFB877B8
808A2EEC C6644EF4 8C8F85F4

B674913A 9CBCOF55 781D2BDE
8FOCA034 611A75BO D18728F8

6F818D28 DEE2F99A E1113036
CAD9862C 58D41196 668B13D2

00000000

permutation (j = 0)

5297305E F2707159 668235DB
C93B80A3 493E6060 15BAF34E

C6D77880 8F8A3FEA 56D97CA8
28DD3F35 74F574FF 494B5D40

6F818D28 DEE2F99A E1113036
CAD9862C 58D41196 668B13D2

00000000

permutation (j = 1)

B47F8AE4 359A3049 BCC98A64
80B46CEB FCF20C9A 61AC8102

6E002C53 A815E77E 1BO568F6
1A3A0B71 238F2648 D1AOCF1B

6F818D28 DEE2F99A E1113036
CAD9862C 58D41196 668B13D2

9E363B08

34C8667D

3967E980

8DB8BOYE
97D7D432

9E363B08

34C8667D

3967E980

8DB8BOYE
97D7D432

9E363B08

CCFA6990

D30072CF

8DB8BOYE
97D7D432

BD196957

DB124589

FED2FC56

8DBS8BOYE
97D7D432

DDBC4864

64F3EB60

DFE64F36

8DB8BOYE
97D7D432

E3DF3CD2
91A5072F
96F922FC

234FB1D0O
2166BAB2

E3DF3CD2
91A5072F
96F922FC

234FB1D0O
2166BAB2

E3DF3CD2
OESF234A
45F92DF2

234FB1D0O
2166BAB2

5D16B98F
BE5700E4
269A9445

234FB1D0O
2166BAB2

E9BD6633

03E592DD
5B77B146

234FB1D0O
2166BAB2

240

94B90093

884AEF2D

0C927F64

698C90D9
99CD95C1

94B90093

884AEF2D

0C927F64

698C90D9
99CD95C1

94B90093

DE5B1095

FEC81924

698C90D9
99CD95C1

9TEDABFF

D4A4752B

FO1FBCEF

698C90D9
99CD95C1

87ABF033

AA451932

986B7613

698C90D9
99CD95C1

773D03B8

858621BD

9F2371B1

9E37D282
24247080

773D03B8

858621BD

9F2371B1

9E37D282
24247080

773D03B8

437BOBOC

E3633E46

9E37D282
24247080

A8A4C5E3

D1AD2C04

S5FBBB6A9

9E37D282
24247080

CED5B802

3D0926F4

8ESD2AAF

9E37D282
24247080



W : 00000002

n0_final = 2 :

A : 9CEAF17C
905C9850
B : C539CC9B
BF349FB4
C : 0CC31791
E4147B30
W : 00000002

n0_final = 2 :

A : 08ABA604
7630AEDA
B : C539CC9B
BF349FB4
C : 0CC31791
E4147B30
W : 00000002

n0_final = 2 :

A : 08ABA604

7630AEDA
B : C539CC9B
BF349FB4
C : DA91E764
6BOD04BB
W : 00000002

n0_final = 2 :

A : 08ABA604
7630AEDA

B : DA91E764
6BOD04BB

C : C539CC9B
BF349FB4

W : 00000002

Hash value :

H : BF349FB4

00000000

permutation (j

2)

69EC9966 D73B3761 D13C3EBC 434ACAB3
D343C11C 97847D27 99775D23

CA52634F 214754DE 19A73AD2 AAF2D843
304C8651 6CC43C53 DE2B54C2 DO6FF9C2

6F818D28 DEE2F99A E1113036 8DBSBO9E
CAD9862C 58D41196 668B13D2 97D7D432

00000000

permutation - add C to A

9C4035C7 8B73310B B3795EF0 E6B83DEB
DCE8C11C A7146FD5 F5A59553

CAB52634F
304C8651

6F818D28
CAD9862C

00000000

9C4035C7
DCE8C11C

CAB52634F
304C8651

394C58F5
CA590BB3

00000000

swap B

9C4035C7
DCE8C11C

394C58F5
CA590BB3

CA52634F
304C8651

00000000

304C8651

214754DE
6CC43C53

DEE2F99A
58D41196

subtract M from

8B73310B
A7146FD5

214754DE
6CC43C53

B1A9C163
58D41196

with C

8B73310B
A7146FD5

B1A9C163
58D41196

214754DE
6CC43C53

6CC43C53

Hash value (byte array):

19A73AD2 AAF2D843
DE2B54C2 DO6FF9C2

E1113036 8DBSBOY9E
668B13D2 97D7D432

C

B3795EFO E6B83DEB
F5A59553

19A73AD2 AAF2D843
DE2B54C2 DO6FF9C2

7CADCDDS 25514A39
668B13D2 97D7D432

(final state)

B3795EFO E6B83DEB
F5A59553

7CADCDD5 25514A39
668B13D2 97D7D432

19A73AD2 AAF2D843
DE2B54C2 DO6FF9C2

DE2B54C2 DO6FF9C2

FBC76F4C
91D84323
9A535C6F

234FB1D0O
2166BAB2

TA57B2AB
91D84323
9A535C6F

234FB1D0O
2166BAB2

TA57B2AB

91D84323
9A535C6F

B6E44767
2166BAB2

TA57B2AB
B6E44767
2166BAB2

91D84323
9A535C6F

9A535C6F

241

D4258F3C

7C4EFAFB

S58AD6EFF

698C90D9
99CD95C1

31D05460

TCAEFAFB

58AD6EFF

698C90D9
99CD95C1

31D05460

TCAEFAFB

58AD6EFF

F91D226C
99CD95C1

31D05460

F91D226C
99CD95C1

TCAEFAFB
58AD6EFF

58AD6GEFF

82953504

54D18CAB

TA32F783

9E37D282
24247080

23D8D113

54D18CAB

TA32F783

9E37D282
24247080

23D8D113

54D18CAB

TA32F783

29C46011
24247080

23D8D113

29C46011
24247080

54D18CAB
TA32F783

TA32F783



H : B4 9F 34 BF 51 86 4C 30 53 3C C4 6C C2 54 2B DE
C2 F9 6F DO 6F 5C 53 9A FF 6E AD 58 83 F7 32 7A

B.7 Intermediate States for Shabal-384 (Message A)

init

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : message block

M : 00000180 00000181 00000182 00000183 00000184 00000185 00000186 00000187
00000188 00000189 0000018A 0000018B 0000018C 0000018D 0000018E 0000018F

block number = -1 : add M to B

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000180 00000181 00000182 00000183 00000184 00000185 00000186 00000187
00000188 00000189 0000018A 0000018B 0000018C 0000018D 0000018E 0000018F

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : xor counter W into A

A : FFFFFFFF FFFFFFFF 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000180 00000181 00000182 00000183 00000184 00000185 00000186 00000187
00000188 00000189 0000018A 0000018B 0000018C 0000018D 0000018E 0000018F

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation - rotate B

A : FFFFFFFF FFFFFFFF 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 03000000 03020000 03040000 03060000 03080000 030A0000 030C0000 030E0000
03100000 03120000 03140000 03160000 03180000 031A0000 031C0000 031E0000

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

242



W

FFFFFFFF

block number

A

73B2093A
FD372A8B

: 05080182

04E8D574

: 00000000

00000000

: FFFFFFFF

block number

A

34DCDD7F
DB56076A

: AF9C5E68

C2F28868

: 00000000

00000000

: FFFFFFFF

block number

A

BB22A196
62189375

: 5272938C

30117F63

: 00000000

00000000

: FFFFFFFF

block number

A

BB22A196
62189375

: 5272938C

30117F63

: 00000000

00000000

: FFFFFFFF

block number

A

BB22A196
62189375

: 5272938C

30117F63

FFFFFFFF

= -1 : permutation (j = 0)

2A799470 O5BF52F2 607A3AE1l
D7D97B33 8ASD1B6E 4D17CE45

F1B8E8B6 D44C4392 F9C1290D
2E0284CC 738AE491 B4C431BA

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 1)

3399F8DC A47ABF91 51043F32
C383CE67 FA750B12 041BF733

55490C52 C44C5DCB COEE508F
90630EBB BC90894C C773A3B8

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 2)

A1C1B9EC 8B50D287 4092494B
B55DE3B3 3FF60DE6 FA67BCE3

2A1646F0 78E62977 944F1832
CF5C44A2 93711BBF F9F67353

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation - add C

A1C1B9EC 8B50D287 4092494B
B55DE3B3 3FF60DE6 FA67BCE3

2A1646F0 78E62977 944F1832
CF5C44A2 93711BBF F9F67353

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : subtract M from C

A1C1B9EC 8B50D287 4092494B
B55DE3B3 3FF60DE6 FA67BCE3

2A1646F0 78E62977 944F1832
CF5C44A2 93711BBF F9F67353

BDASE845

444A17BA

8ATDF6C5

00000000
00000000

FDF93568

AC3DD7E1

16FD271C

00000000
00000000

4A0B904D

1CA6F1AA

B01D22B2

00000000
00000000

to A

4A0B904D

1CA6F1AA

B01D22B2

00000000
00000000

4A0B904D

1CA6F1AA
B01D22B2

9A4F4C59
63A4B3A6
D3B26B8F

00000000
00000000

64558055
FB3556D4
3CCEA8B5S

00000000
00000000

1065A62A

A854EBBA
333F4D26

00000000
00000000

1065A62A
A854EBBA
333F4D26

00000000
00000000

1065A62A

A854EBBA
333F4D26

243

45672DC2

BC80D23D

FC78ADOD

00000000
00000000

3E48B569

7C8B5096

3946108D

00000000
00000000

15AFF6D9

8DB98C54

B285D303

00000000
00000000

15AFF6D9

8DB98C54
B285D303

00000000
00000000

15AFF6D9

8DB98C54
B285D303

977B1FC2

6E98E03D

99BIC51E

00000000
00000000

O0DO11A26

26D5C8B6

C18D6FE4

00000000
00000000

88EECBDD

F2C627D8

86829CD5

00000000
00000000

88EECBDD

F2C627D8
86829CD5

00000000
00000000

88EECBDD

F2C627D8
86829CD5



C : FFFFFEB0 FFFFFETF FFFFFE7TE FFFFFE7D FFFFFE7C FFFFFE7B FFFFFE7A FFFFFE79
FFFFFE78 FFFFFE77 FFFFFE76 FFFFFE7T5 FFFFFE74 FFFFFE73 FFFFFE72 FFFFFE71

W : FFFFFFFF FFFFFFFF

block number = -1 : swap B with C

A : BB22A196 A1C1BOEC 8B50D287 4092494B 4A0B904D 1065A62A 15AFF6D9 88EECBDD
62189375 B55DE3B3 3FF60DE6 FA67BCE3

B : FFFFFEB0 FFFFFE7F FFFFFETE FFFFFE7TD FFFFFE7C FFFFFE7B FFFFFE7A FFFFFE79
FFFFFE78 FFFFFE77 FFFFFE76 FFFFFE75 FFFFFE74 FFFFFE73 FFFFFE72 FFFFFE71

C : 5272938C 2A1646F0 78E62977 944F1832 1CA6F1AA A854EBBA 8DB98C54 F2C627D8
30117F63 CF5C44A2 93711BBF F9F67353 B01D22B2 333F4D26 B285D303 86829CD5

W : FFFFFFFF FFFFFFFF

block number = 0 : increment counter W

A : BB22A196 A1C1BOEC 8B50D287 4092494B 4A0B904D 1065A62A 15AFF6D9 88EECBDD
62189375 B55DE3B3 3FF60DE6 FA67BCE3

B : FFFFFEB0 FFFFFE7F FFFFFE7TE FFFFFE7D FFFFFE7C FFFFFE7B FFFFFE7A FFFFFE79
FFFFFE78 FFFFFE77 FFFFFE76 FFFFFE75 FFFFFE74 FFFFFE73 FFFFFE72 FFFFFE71

C : 5272938C 2A1646F0 78E62977 944F1832 1CA6F1AA A854EBBA 8DB98C54 F2C627D8
30117F63 CF5C44A2 93711BBF F9F67353 B01D22B2 333F4D26 B285D303 86829CD5

W : 00000000 00000000

block number = O : message block

M : 00000190 00000191 00000192 00000193 00000194 00000195 00000196 00000197
00000198 00000199 0000019A 0000019B 0000019C 0000019D 0000019E 0000019F

block number = 0 : add M to B

A : BB22A196 A1C1BOEC 8B50D287 4092494B 4A0B904D 1065A62A 15AFF6D9 88EECBDD
62189375 B55DE3B3 3FF60DE6 FA67BCE3

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010

C : 5272938C 2A1646F0 78E62977 944F1832 1CA6F1AA A854EBBA 8DB98C54 F2C627D8
30117F63 CF5C44A2 93711BBF F9F67353 B01D22B2 333F4D26 B285D303 86829CD5

W : 00000000 00000000

block number = 0 : xor counter W into A

A : BB22A196 A1C1BOEC 8B50D287 4092494B 4A0B904D 1065A62A 15AFF6D9 88EECBDD
62189375 B55DE3B3 3FF60DE6 FA67BCE3

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010

C : 5272938C 2A1646F0 78E62977 944F1832 1CA6F1AA A854EBBA 8DB98C54 F2C627D8
30117F63 CF5C44A2 93711BBF F9F67353 B01D22B2 333F4D26 B285D303 86829CD5

W : 00000000 00000000

244



block number

A : BB22A196
62189375
B : 00200000
00200000
C : 5272938C
30117F63
W : 00000000

block number

A : CCCBA1B5
A3B8F2F7
B : 86817371
5C070D08
C : 5272938C
30117F63
W : 00000000

block number

A : B98F348F
42A78E98
B : A9DBD892
FETED160
C : 5272938C
30117F63
W : 00000000

block number

A : B4347AD7
35D6B3E1

B : F764B11A

6EGE36DC
C : 5272938C
30117F63
W : 00000000

block number

A : C8FCA331
B6E2673E

B : F764B11A
6EGE36DC

C : 5272938C
30117F63

= 0 : permutation

A1C1B9EC 8B50D287
B55DE3B3 3FF60DE6

00200000 00200000
00200000 00200000

2A1646F0 T8E62977
CF5C44A2 93711BBF

00000000

= 0 : permutation

9E2FD849 89AD738F
861F866F OFA17732

DAB4EDE3 FC92F8B3
79A07990 FO1E88CD

2A1646F0 78E62977
CF5C44A2 93711BBF

00000000

= 0 : permutation

138FE48E 0084D32A
D97EDO55 AC4EF3A7

301E9E26 6FE8F3E6
1F30E851 1F463D4E

2A1646F0 78E62977
CF5C44A2 93711BBF

00000000

= 0 : permutation

C625A866 FA943F56
CD7F33BC 69707FFC

76172146 CEF6934D
63130DAD A9C69BD6

2A1646F0 78E62977
CF5C44A2 93711BBF

00000000

= 0 : permutation

E55C504E 003EBF26
CAB4C77B 1460FD7E

76172146 CEF6934D
63130DAD A9C69BD6

2A1646F0 78E62977
CF5C44A2 93711BBF

- rotate B

4092494B 4A0B904D
FA67BCE3

00200000 00200000
00200000 00200000

944F1832 1CA6F1AA
FOF67353 B01D22B2

G=0

EA03554C 4C6371DE
5CBEBAEC

09D76240 B3DC8E21
A3017513 33745E4A

944F1832 1CA6F1AA
FO9F67353 B01D22B2

G=1

BOEOFA9B 421966F9
14091C2E

D673177A DAE16D24
091DEF43 DBOE2592

944F1832 1CA6F1AA
FO9F67353 B01D22B2

G=2

024604B5 6D6C6BE2
6C1B1417

C6D28399 FE095F61
1E90EAOC 7C35073B

944F1832 1CA6F1AA
FO9F67353 B01D22B2

- add C to A

BB6B8D83 7B0448C1
3FCB8F2D

C6D28399 FE095F61
1E90EAOC 7C35073B

944F1832 1CA6F1AA
FOF67353 B01D22B2

1065A62A
00200000
00200000

A854EBBA
333F4D26

B511FBE1
4AAEO41E
619027B6

A854EBBA
333F4D26

31F37984
B3DD2796
0D2CC917

A854EBBA
333F4D26

A28D22F0
S5E6018B4
28D95E6D

A854EBBA
333F4D26

41B82789

S5E6018B4
28D95E6D

A854EBBA
333F4D26

245

15AFF6D9

00200000

00200000

8DB98C54
B285D303

C32FB2C4

3C904D3B

76128C70

8DB98C54
B285D303

0D872018

2A91962E

1E5DC707

8DB98C54
B285D303

68B51EB5S

5048ECF5

AA340EOD

8DB98C54
B285D303

0A7C9601

5048ECF5

AA340EQOD

8DB98C54
B285D303

88EECBDD

00200000

00200000

F2C627D8
86829CD5

E167BC5D

1ED843A2

15BCAAB3

F2C627D8
86829CD5

F8EA2855

D6466495

2C6C82CC

F2C627D8
86829CD5

F354CB75

51353261

CB3DEE70

F2C627D8
86829CD5

8D659CFF

51353261

CB3DEE70

F2C627D8
86829CD5



W : 00000000

block number

A : C8FCA331
B6E2673E

B : F764B11A

6EGE36DC
C : 527291FC
30117DCB
W : 00000000

block number

A : C8FCA331
B6E2673E
B : 527291FC
30117DCB

C : F764B11A
6E6E36DC

W : 00000000

block number

A : C8FCA331
B6E2673E
B : 527291FC
30117DCB
C : F764B11A
6EBE36DC
W : 00000001

block number

M : 00000000
00000000

block number

A : C8FCA331
B6E2673E
B : 527291FC
30117DCB

C : F764B11A
6EGE36DC

W : 00000001

block number

00000000

= 0 : subtract M from C

ES55C504E 003EBF26 BB6B8D83
CAB4C77B 1460FD7E 3FCB8F2D

76172146 CEF6934D C6D28399
63130DAD A9C69BD6 1E90EAOC

2A16455F T8EG27ES 944F169F
CF5C4309 93711A25 FOF671B8

00000000

=0 : swap B with C

E55C504E 003EBF26 BB6B8D83
CAB4C77B 1460FD7E 3FCB8F2D

2A16455F T8EG27ES 944F169F
CF5C4309 93711A25 FOF671B8

76172146 CEF6934D C6D28399
63130DAD A9C69BD6 1E9OEAOC

00000000

= 1 : increment counter W

E55C504E O03EBF26 BB6B8D83
CAB4C77B 1460FD7E 3FCB8F2D

2A16455F T8EG27ES 944F169F
CF5C4309 93711A25 FOF671B8

76172146 CEF6934D C6D28399
63130DAD A9C69BD6 1E9OEAOC

00000000

= 1 : message block
00000000 00000000 00000000
00000000 00000000 00000000
=1: add M to B

ES55C504E 003EBF26 BB6B8D83
CAB4C77B 1460FD7E 3FCB8F2D

2A16455F T8EG27ES 944F169F
CF5C4309 93711A25 FOF671B8

76172146 CEF6934D C6D28399
63130DAD A9C69BD6 1E90EAOC

00000000

= 1 : xor counter W into A

7B0448C1

FEO095F61

7C35073B

1CA6F016
B0O1D2116

7B0448C1

1CA6F016

B0O1D2116

FEO95F61
7C35073B

7B0448C1

1CA6F016

B0O1D2116

FEO95F61
7C35073B

00000000
00000000

7B0448C1

1CA6F016

BO1D2116

FEO95F61
7C35073B

41B82789
S5E6018B4
28D95E6D

A854EA25
333F4B89

41B82789
A854EA25
333F4B89

5E6018B4
28D95E6D

41B82789
A854EA25
333F4B89

S5E6018B4
28D95E6D

00000000
00000000

41B82789

A854EA25

333F4B89

5E6018B4
28D95E6D

246

0A7C9601

5048ECF5

AA340EOD

8DB9SABE
B285D165

0A7C9601

8DB98ABE

B285D165

5048ECF5
AA340EOD

0A7C9601

8DB9SABE

B285D165

5048ECF5
AA340EOD

00000000
00000000

0A7C9601

8DB98ABE

B285D165

5048ECF5
AA340EOD

8D659CFF

51353261

CB3DEE70

F2C62641
86829B36

8D659CFF

F2C62641

86829B36

51353261
CB3DEET70

8D659CFF

F2C62641

86829B36

51353261
CB3DEET70

00000000
00000000

8D659CFF

F2C62641

86829B36

51353261
CB3DEET70



A : C8FCA330
B6E2673E

B : 527291FC
30117DCB

C : F764B11A
6EGE36DC

W : 00000001

block number

A : C8FCA330
B6E2673E
B : 23F8A4E5
FB966022

C : F764B11A
6EGE36DC

W : 00000001

block number

A : 29DABD96
82967D97
B : 6734CB7C
8A45422D

C : F764B11A
6EBE36DC

W : 00000001

block number

A : EE45873E
821A18CB
B : 4E4AF2A0
0530FC9A
C : F764B11A
6EBE36DC
W : 00000001

block number

A : DBES6E2D
029982C2
B : E0A83416
7BA5CBB8
C : F764B11A
6EBE36DC
W : 00000001

ES55C504E 003EBF26
CAB4C77B 1460FD7E

2A16455F T8E627E5
CF5C4309 93711A25

76172146 CEF6934D
63130DAD A9C69BD6

00000000

= 1 : permutation

ES55C504E 003EBF26
CAB4C77B 1460FD7E

8ABE542C 4FCAF1CC
86139EB8 344B26E2

76172146 CEF6934D
63130DAD A9C69BD6

00000000

= 1 : permutation

F74E1392 FCCD6D6D
F48C9BBA A69674D7

DFF55475 5BD581F2
07545934 31FFCEEC

76172146 CEF6934D
63130DAD A9C69BD6

00000000

= 1 : permutation

91F25A63 FC45FB83
C44843D5 800E8C1C

875E82F8 AEOO8BF2
60A517F4 604589A4

76172146 CEF6934D
63130DAD A9C69BD6

00000000

= 1 : permutation

3B7FDOAC 33B7A95F
652E9095 527DEF92

F66EECCA F7B01C34
7051D5B8 9A32610B

76172146 CEF6934D
63130DAD A9C69BD6

00000000

BB6B8D83
3FCB8F2D

944F169F
FOF671B8

C6D28399
1E90EAOC

- rotate

BB6B8D83
3FCB8F2D

2D3F289E
E371F3EC

C6D28399
1E90EAOC

(G =0

6016B327
3350318A

446284F9
0A4C29AC

C6D28399
1E90EAOC

G=10

01A2AA3A
299E27BD

64ED7F54
EAC5069D

C6D28399
1E90EAOC

G =2

F72D25D1
42BF4BEA

0266FC14
568AB63E

C6D28399
1E90EAOC

7B0448C1

1CA6F016

BO1D2116

FEO95F61
7C35073B

B

7B0448C1

E02C394D

422D603A

FEO095F61
7C35073B

193F7D56

2698F032

527F821D

FEO95F61
7C35073B

CF67FEGE

30D40750

946705AB

FEO95F61
7C35073B

8E3BCD73

45BFOFT72

D5A8766A

FEO95F61
7C35073B

41B82789
A854EA25
333F4B89

5E6018B4
28D95E6D

41B82789
D44B50A9
9712667E

5E6018B4
28D95E6D

E1E754D0
B68EOATC
26952090

5E6018B4
28D95E6D

033DA5F2
56ABA8SD3
B1E81B2D

S5E6018B4
28D95E6D

4EE405AF

69D7T7EF5
F9015931

S5E6018B4
28D95E6D

247

0A7C9601

8DB98ABE

B285D165

5048ECF5
AA340EOD

0A7C9601

157D1B73

A2CB650B

5048ECF5
AA340EOD

C1A21C25

14A7D53C

46A45885

5048ECF5
AA340EOD

DOOAF246

56BED99B

A2BDBCB3

5048ECF5
AA340EOD

A5468DBC

6135E596

E8F9690A

5048ECF5
AA340EOD

8D659CFF

F2C62641

86829B36

51353261
CB3DEE70

8D659CFF

4C83E58C

366D0D0O5

51353261
CB3DEET70

T13AF436

17C2C0D1

F33356D2

51353261
CB3DEET70

1D17F764

FOE459E0Q

048EA53E

51353261
CB3DEET70

TCFF44FA

FB1A69EF

B45DFE69

51353261
CB3DEET70



block number

A : 8C89CA42
393222C8
B : E0A83416
7BA5CBB8
C : F764B11A
6EBE36DC
W : 00000001

block number

A : 8C89CA42
393222C8
B : E0A83416
7BA5CBB8
C : F764B11A
6EBE36DC
W : 00000001

block number

A : 8C89CA42
393222C8

B : F764B11A

6EBE36DC
C : EOA83416
7BA5CBB8
W : 00000001

block number

A : 8C89CA42
393222C8
B : F764B11A
6EBE36DC
C : EOA83416
7BA5CBB8

W : 00000002

block number

M : 00000080

00000000

block number

A : 8C89CA42

= 1 : permutation - add C to A

AD22E862 310841C6 COAOB420 718171DD
4DDB2EOD 3CCA7460 E702E2C2

F66EECCA F7B01C34 0266FC14 45BF9F72
7051D5B8 9A32610B 568AB63E DS5A8766A

76172146 CEF6934D C6D28399 FE095F61
63130DAD A9C69BD6 1E9O0EAOC 7C35073B

00000000

=1 : subtract M from C

AD22E862 310841C6 COAOB420 718171DD
4DDB2EOD 3CCA7460 E702E2C2

F66EECCA F7B01C34 0266FC14 45BF9F72
7051D5B8 9A32610B 568AB63E D5A8766A

76172146 CEF6934D C6D28399 FE095F61
63130DAD A9C69BD6 1E9OEAOC 7C35073B

00000000

=1 : swap B with C

AD22E862 310841C6 COAOB420 718171DD
4DDB2EOD 3CCA7460 E702E2C2

76172146 CEF6934D C6D28399 FE095F61
63130DAD A9C69BD6 1E9O0EAOC 7C35073B

F66EECCA F7B01C34 0266FC14 45BF9F72
7051D5B8 9A32610B 568AB63E D5A8766A

00000000

= 2 : increment counter W

AD22E862 310841C6 COAOB420 718171DD
4DDB2EOD 3CCA7460 E702E2C2

76172146 CEF6934D C6D28399 FE095F61
63130DAD A9C69BD6 1E9O0EAOC 7C35073B

F66EECCA F7B01C34 0266FC14 45BF9F72
7051D5B8 9A32610B 568AB63E D5A8766A

00000000

= 2 : message block

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
=2 : add M to B

AD22E862 310841C6 COAOB420 718171DD

B2C04D06
69D77EF5
F9015931

S5E6018B4
28D95E6D

B2C04D06
69D77EF5
F9015931

S5E6018B4
28D95E6D

B2C04D06

5E6018B4
28D95E6D

69D77EF5
F9015931

B2C04D06
S5E6018B4
28D95E6D

69D77EF5
F9015931

00000000
00000000

B2C04D06

248

DCDOD563

6135E596

E8F9690A

5048ECF5
AA340EOD

DCDOD563

6135E596

E8F9690A

5048ECF5
AA340EOD

DCDOD563

5048ECF5

AA340EOD

6135E596
E8F9690A

DCDOD563

5048ECF5
AA340EOD

6135E596
E8SF9690A

00000000
00000000

DCDOD563

46056112

FB1A69EF

B45DFE69

51353261
CB3DEE70

46056112

FB1A69EF

B45DFE69

51353261
CB3DEE70

46056112

51353261

CB3DEE70

FB1A69EF
B45DFE69

46056112

51353261
CB3DEET70

FB1A69EF
B45DFE69

00000000
00000000

46056112



393222C8

B : F764B19A

6E6E36DC
C : EO0A83416
7BA5CBB8
W : 00000002

block number

A : 8C89CA40
393222C8

B : F764B19A

6EGE36DC
C : EOA83416
7BA5CBB8
W : 00000002

block number

A : 8C89CA40
393222C8
B : 6335EEC9
6DB8DCDC
C : EOA83416
7BA5CBB8
W : 00000002

block number

A : BCAC6965
1DO8DDB3

B : C23FF40E
39869BF4

C : EOA83416
7BA5CBB8

W : 00000002

block number

A : B5FC1D6C9
9109742B

B : C28CCO3F
D3331EDE

C : EOA83416
7BA5CBB8

W : 00000002

4DDB2EOD 3CCA7460

76172146 CEF6934D
63130DAD A9C69BD6

F66EECCA F7B01C34
7051D5B8 9A32610B

00000000

= 2 : xor counter

AD22E862 310841C6
4DDB2EOD 3CCA7460

76172146 CEF6934D
63130DAD A9C69BD6

F66EECCA F7B01C34
7051D5B8 9A32610B

00000000

= 2 : permutation

AD22E862 310841C6
4DDB2EOD 3CCA7460

428CEC2E 269B9DED
1B5AC626 37AD538D

F66EECCA F7B01C34
7051D5B8 9A32610B

00000000

= 2 : permutation

BC456130 D2C53A25
BEA6B59C BFEFC1E6

30947FA2 5A92A998
TTECC62F 2F4A9903

FE66EECCA F7B01C34
7051D5B8 9A32610B

00000000

= 2 : permutation

C32754E8 211541BE
28D6A906 216CD635

A83BBEOC 70DFOD50
D3012749 807F8C47

F66EECCA F7B01C34
7051D5B8 9A32610B

00000000

E702E2C2

C6D28399
1E90EAOC

0266FC14
568AB63E

W into A

COAOB420
E702E2C2

C6D28399
1E90EAOC

0266FC14
568AB63E

- rotate

COAOB420
E702E2C2

07338DA5
D4183D21

0266FC14
568AB63E

(G =0

9C87DCC6
OCAE3785

0604026F
5B61B239

0266FC14
568AB63E

G=1

13AADBA3
A27780EO

6D1FECFA
5A96402E

0266FC14
568AB63E

FEO95F61
7C35073B

45BFOFT72
D5A8766A

718171DD

FE095F61

7C35073B

45BF9F72
D5A8766A

B

718171DD

BEC3FC12

OE76F86A

45BF9F72
D5A8766A

E79EEF6B

65EGESB1

SFBE664E

45BF9F72
D5A8766A

031836B2

A53B5AB6

439B05D1

45BF9F72
D5A8766A

S5E6018B4
28D95E6D

69D77EF5
F9015931

B2C04D06
S5E6018B4
28D95E6D

69D7TEF5
F9015931

B2C04D06
3168BCCO
BCDA51B2

69D77EF5
F9015931

EO013BF9B
7D3D39E4
3AOE3DAA

69D77EF5
F9015931

2A4EA1D9

2D532531
A1AD2572

69D7T7EF5
F9015931

249

5048ECF5
AA340E0D

6135E596
E8F9690A

DCDOD563

5048ECF5

AA340EQOD

6135E596
E8F9690A

DCDOD563

D9EAA091

1C1B5468

6135E596
E8F9690A

8BB56810

C79FD6CC

150C6DOA

6135E596
E8F9690A

852D1D23

51AC8453

50CA38C8

6135E596
E8F9690A

51353261
CB3DEE70

FB1A69EF
B45DFE69

46056112

51353261

CB3DEE70

FB1A69EF
B45DFE69

46056112

64C2A26A

DCE1967B

FB1A69EF
B45DFE69

BBOB3D73

8D718658

DABBOFCE

FB1A69EF
B45DFE69

E29834B8

476B73AE

A811D4DA

FB1A69EF
B45DFE69



block number

A : 4108B13A

A1201E01
B : 656DE4B7
C1266D38
C : EOA83416
7BA5CBB8

W : 00000002

block number

A : 4EB861F5
F52C3A42
B : 656DE4B7
C1266D38
C : EOA83416
7BA5CBB8

W : 00000002

block number

A : 4EB861F5
F52C3A42
B : 656DE4B7
C1266D38
C : EOA83396
7BA5CBB8

W : 00000002

block number

A : 4EB861F5
F52C3A42
B : E0OA83396
7BA5CBB8
C : 656DE4B7
C1266D38
W : 00000002

n0_final = 0 :

A : 4E5861F5
F52C3A42
B : EOA83416
7BA5CBB8
C : 656DE4B7
C1266D38

= 2 : permutation

325F6DBC 5DCOFA9B
6A947CD4 E4844B86

F8191DFF 5CE74A44
F59ED1EB B4AFC871

F66EECCA F7B01C34
7051D5B8 9A32610B

00000000

= 2 : permutation

2E6FB7AE B708BF8B
01A25E68 B7AEF964

F8191DFF 5CE74A44
F59ED1EB B4AFC871

F66EECCA F7B01C34
7051D5B8 9A32610B

00000000

G =2

75002C36 98BFAF7A
EEC546A5

3B194BB2 F481FBA8
453B02B5 D9E9EASC

0266FC14 45BF9F72
568AB63E D5A8766A

- add C to A

B6DF970A 4A9F13E6
D326F650

3B194BB2 F481FBA8
453B02B5 DOE9EASLC

0266FC14 45BF9F72
568AB63E D5A8766A

= 2 : subtract M from C

2E6FB7AE B708BF8B
01A25E68 B7AEF964

F8191DFF 5CE74A44
F59ED1EB B4AFC871

F66EECCA F7B01C34
7051D5B8 9A32610B

00000000

= 2 : swap B with

2E6FB7AE B708BF8B
01A25E68 B7AEF964

F66EECCA F7B01C34
7051D5B8 9A32610B

F8191DFF bCE74A44
F59ED1EB B4AFC871

00000000

add M to B

2E6FB7AE B708BF8B
01A25E68 B7AEF964

F66EECCA F7B01C34
7051D5B8 9A32610B

F8191DFF bCE74A44
F59ED1EB B4AFC871

B6DF970A 4A9F13E6
D326F650

3B194BB2 F481FBA8
453B02B5 D9E9EASC

0266FC14 45BF9F72
568AB63E D5A8766A

C

B6DF970A 4A9F13E6
D326F650

0266FC14 45BF9F72
568AB63E D5A8766A

3B194BB2 F481FBA8
453B02B5 D9E9EASC

B6DFO970A 4A9F13E6
D326F650

0266FC14 45BF9F72
568AB63E D5A8766A

3B194BB2 F481FBA8
453B02B5 DOEQEASC

AC636087
9706D821
D631C9CE

69D7T7EF5
F9015931

4ET7O0FFC7
9706D821
D631C9CE

69D77EF5
F9015931

4ET70FFC7
9706D821
D631C9CE

69D77EF5
F9015931

4ET70FFC7
69D77EF5
F9015931

9706D821
D631C9CE

AE70FFC7

69D77EF5
F9015931

9706D821
D631C9CE

250

4BAF2F01

01660DC2

BAEFC5E9

6135E596
E8F9690A

1C477078

01660DC2

BAEFC5E9

6135E596
E8F9690A

1C477078

01660DC2

BAEFC5E9

6135E596
E8F9690A

1C477078

6135E596

E8F9690A

01660DC2
BAEFC5E9

1C477078

6135E596

E8F9690A

01660DC2
BAEFC5E9

OFE87D16

04293495

411910EF

FB1A69EF
B45DFE69

0300DFEB

04293495

411910EF

FB1A69EF
B45DFE69

0300DFEB

04293495

411910EF

FB1A69EF
B45DFE69

0300DFEB

FB1A69EF

B45DFE69

04293495
411910EF

0300DFEB

FB1A69EF

B45DFE69

04293495
411910EF



W : 00000002

n0_final = 0 :

A : 4EB861F7
F52C3A42
B : EOA83416
7BA5CBB8
C : 656DE4B7
C1266D38
W : 00000002

n0_final = 0 :

A : 4E5861F7
F52C3A42
B : 682DC150
9770F74B
C : 656DE4B7
C1266D38

W : 00000002

n0_final = 0 :

A : 5AC032DB
ES0777E8
B : 078BA66D
34196680
C : 656DE4B7
C1266D38

W : 00000002

n0_final = 0 :

A : OFO5BOEO
EOADO84F
B : 27C12D08
98C8821F
C : 656DE4B7
C1266D38
W : 00000002

n0_final = 0 :

A : 75DB00C6
A5BC40C4
B : 46982605
D96EC2AD

00000000

xor counter W into A

2E6FB7AE B708BF8B B6DF970A
01A25E68 B7AEF964 D326F650

F66EECCA F7B01C34 0266FC14
7051D5B8 9A32610B 568AB63E

F8191DFF 5CE74A44 3B194BB2
FS59ED1EB B4AFC871 453B02B5

00000000

permutation - rotate B

2E6FB7AE B708BF8B B6DF970A
01A25E68 B7AEF964 D326F650

D995ECDD 3869EF60 F82804CD
AB7OEOA3 C2173464 6C7CAD15

F8191DFF b5CE74A44 3B194BB2
F59ED1EB B4AFC871 453B02B5

00000000

permutation (j = 0)

7835FAF9 9D3ACA4F 52A4439B
9FC51900 5A4F213A 02096846

03F2422E F3C52752 59FBBD14
36DB27B8 219EB60C 250FCD93

F8191DFF 5CE74A44 3B194BB2
FS59ED1EB B4AFC871 453B02B5

00000000

permutation (j = 1)

32FAB2B8 97D516BC 4E391F09
F9602E76 D2232347 1194BESF

9DC6152C ABD39566 85C94B7F
A0B30237 2B17855B FBD97BDO

F8191DFF 5CE74A44 3B194BB2
F59ED1EB B4AFC871 453B02B5

00000000

permutation (j = 2)

E780CF9A 4BSDSFFE E3C1540A
O9DFFE2D 6B698281 F379046C

ADAAOBF9 7BBB549E 2D5EOF54
E298C7C7 3E640619 3EDB56A3

4A9F13E6

45BF9F72

D5A8766A

F481FBA8
DOE9EA5C

4A9F13E6

3EE48B7F

ECD5AB50

F481FBA8
DOESEA5C

34003EF8

B636D7F9

7C949B85

F481FBA8
DOEQEASC

FEBAEDDO

733F5843
F86C2525

F481FBA8
DOEQEASC

1700396D

6C5A4FBF
AA9BF570

4ET70FFC7
69D7T7EF5
F9015931

9706D821
D631C9CE

AE70FFC7
FDEAD3AE
B263F202

9706D821
D631C9CE

DOCBD4EF

DDE18C4D
E30DE103

9706D821
D631C9CE

6C75B39A
BD5CC912
55918E62

9706D821
D631C9CE

5C013C57

62C6A240
5D031D16

251

1C477078

6135E596

E8F9690A

01660DC2
BAEFC5E9

1C477078

CB2CC26B

D215D1F2

01660DC2
BAEFC5E9

371F3370

S5EB94858

C6EE9655

01660DC2
BAEFC5E9

A57AD791

90AE4CO08
D75804C5

01660DC2
BAEFC5E9

97B4F350

95FE3810
3A2674F5

0300DFEB

FB1A69EF

B45DFE69

04293495
411910EF

0300DFEB

D3DFF634

FCD368BB

04293495
411910EF

413D3009

197D239F

54FD6D13

04293495
411910EF

8CF52FFE

DC91064E
DAFO00A27

04293495
411910EF

36965EFD

A51CA768
B966EFDC



C : 656DE4B7
C1266D38

W : 00000002

n0_final = 0

A : 3748601C
2A39C3CO
B : 46982605
D96EC2AD
C : 656DE4B7
C1266D38
W : 00000002

n0_final = 0 :

A : 3748601C
2A39C3CO
B : 46982605
D96EC2AD
C : 656DE437
C1266D38
W : 00000002

n0_final = 0

A : 3748601C
2A39C3CO
B : 656DE437
C1266D38
C : 46982605
D96EC2AD
W : 00000002

n0_final =1 :

A : 3748601C
2A39C3CO
B : 656DE4B7
C1266D38
C : 46982605
D96EC2AD
W : 00000002

n0_final =1 :

A : 3748601E
2A39C3C0O

F8191DFF 5CE74A44 3B194BB2
FS59ED1EB B4AFC871 453B02B5

00000000

: permutation - add C to A

1B5A9A55 BOAF1FEC FCFE71F9
99725169 CE40F65B 647EA088

ADAAOBF9 7BBB549E 2D5EOF54
E298C7C7 3E640619 3EDB56A3

F8191DFF 5CE74A44 3B194BB2
F59ED1EB B4AFC871 453B02B5

00000000

subtract M from C

1B5A9A55 BOAF1FEC FCFE71F9
99725169 CE40F65B 647EA088

ADAAOBF9 7BBB549E 2D5EOF54
E298C7C7 3E640619 3EDB56A3

F8191DFF 5CE74A44 3B194BB2
F59ED1EB B4AFC871 453B02B5

00000000

: swap B with C

1B5A9A55 BOAF1FEC FCFE71F9
99725169 CE40F65B 647EA088

F8191DFF 5CE74A44 3B194BB2
FS59ED1EB B4AFC871 453B02B5

ADAAOBF9 7BBB549E 2D5EOQF54
E298C7C7 3E640619 3EDB56A3

00000000

add M to B

1B5A9A55 BOAF1FEC FCFE71F9
99725169 CE40F65B 647EA088

F8191DFF 5CE74A44 3B194BB2
F59ED1EB B4AFC871 453B02B5

ADAAOBF9 7BBB549E 2D5EQOF54
E298C7C7 3E640619 3EDB56A3

00000000

xor counter W into A

1B5A9A55 BOAF1FEC FCFE71F9
99725169 CE40F65B 647EA088

F481FBA8
DOEQEASC

975BCAA3

6C5A4FBF

AA9BF570

F481FBA8
DOEQEASC

975BCAA3

6C5A4FBF

AA9BF570

F481FBA8
DOEQEASC

975BCAA3

F481FBA8

DOEQEASC

6C5A4FBF
AA9BF570

975BCAA3

F481FBA8
DOEQEASC

6C5A4FBF
AA9BF570

975BCAA3

9706D821
D631C9CE

T7T1789EE
62C6A240
5D031D16

9706D821
D631C9CE

T71789EE
62C6A240
5D031D16

9706D821
D631C9CE

T7T1789EE

9706D821
D631C9CE

62C6A240
5D031D16

T71789EE
9706D821
D631C9CE

62C6A240
5D031D16

TT71789EE

252

01660DC2
BAEFC5E9

1C73BB5B

95FE3810

3A2674F5

01660DC2
BAEFC5E9

1C73BB5B

95FE3810

3A2674F5

01660DC2
BAEFC5E9

1C73BB5B

01660DC2

BAEFC5E9

95FE3810
3A2674F5

1C73BB5B

01660DC2
BAEFC5E9

95FE3810
3A2674F5

1C73BB5B

04293495
411910EF

49937F74

A51CA768

B966EFDC

04293495
411910EF

49937F74

A51CA768

B966EFDC

04293495
411910EF

49937F74

04293495

411910EF

A51CA768
B966EFDC

49937F74

04293495
411910EF

A51CA768
B966EFDC

49937F74



B : 656DE4B7
C1266D38
C : 46982605
D96EC2AD
W : 00000002
n0_final =1 :
A : 3748601E
2A39C3C0
B : C96ECADB
DA71824C
C : 46982605
D96EC2AD
W : 00000002
n0_final =1 :
A : 1A4EAT19
FDDOBC75
B : 20BB2302
B6CC4713
C : 46982605
D96EC2AD
W : 00000002
n0_final = 1
A : 817E579C
3F12381F
B : 5AC3EBAC
13192644
C : 46982605
D96EC2AD
W : 00000002
n0_final = 1
A : CO2FFE30
30F9C34D
B : CA3AFE3C
44FEB858B
C : 46982605
D96EC2AD
W : 00000002
n0_final = 1

F8191DFF 5CE74A44 3B194BB2
FS59ED1EB B4AFC871 453B02B5

ADAAOBF9 7BBB549E 2D5EOF54
E298C7C7 3E640619 3EDB56A3

00000000
permutation - rotate B
1B5A9A55 BOAF1FEC FCFE71F9

99725169 CE40F65B 647EA088

3BFFF032 9488B9CE 97647632
A3D7EB3D 90E3695F 056A8A76

ADAAOBF9 7BBB549E 2D5EQF54
E298C7C7 3E640619 3EDB56A3

00000000
permutation (j = 0)
F0698671 F1A059F1 78AC9659

A7610544 6EBB4706 5C84BC8F

OF6DFDOA 4B8AE634 62053013
1F312CCO B0826A46 A9AES79C

ADAAOBF9 7BBB549E 2D5EQF54
E298C7C7 3E640619 3EDB56A3

00000000
permutation (j = 1)
ES5778E3 48717CB5 A5F41442

9E73AASA A44E22BC 88044CB8

6C12C680 9D71E54C 92C5BCB1
24CADE9C D68A57C7 09574484

ADAAOBF9 7BBB549E 2D5EOF54
E298C7C7 3E640619 3EDB56A3

00000000
permutation (j = 2)
A65235AD A6DDBBDD F5741EQOE

D85DAB73 65047BDA A3B324FF

298219E1 5EOBF2B8 8F151F6D
D33BO6CF 929CBC10 60672CBB

ADAAOBF9 7BBB549E 2D5EOF54
E298C7C7 3E640619 3EDB56A3

00000000

permutation - add C to A

F481FBA8
DOEQEASC

6C5A4FBF
AA9BF570

975BCAA3

F751E903

D4B9B3D3

6C5A4FBF
AA9BF570

E7FC4989

F6A06471

4CC23F41

6C5A4FBF
AA9BF570

11A17941

2DADOFO03

TTDAF83C

6C5A4FBF
AA9BF570

9D2636FC

648A1FC9

20B3CCCA

6C5A4FBF
AA9BF570

9706D821
D631C9CE

62C6A240
5D031D16

T71789EE
B0432E0D
939DAC63

62C6A240
5D031D16

09A85C59
96D1FFBD
28AD2149

62C6A240
5D031D16

C8FDF843
4C2FAADE
6658452E

62C6A240
5D031D16

65514408

C1F29FEE
EB12DEDO

62C6A240
5D031D16

253

01660DC2
BAEFC5E9

95FE3810
3A2674F5

1C73BB5B

1B8402CC

8BD375DF

95FE3810
3A2674F5

C0005790

08F7ADF7

19F94DB1

95FE3810
3A2674F5

AF1660C4

4A5E86AD

631B0459

95FE3810
3A2674F5

CO77EC60

CD9F4978

5CCD8C97

95FE3810
3A2674F5

04293495
411910EF

A51CA768
B966EFDC

49937F74

692A0852

21DE8232

A51CA768
B966EFDC

6AF3DAD6

4758358D

C4EE6DC2

A51CA768
B966EFDC

4A030F74

F94BD85D

3C202BOE

A51CA768
B966EFDC

8D365A4C

F81C514A

240C8D1C

A51CA768
B966EFDC



A : E5D05403

424FDOAC
B : CA3AFE3C
44EB858B
C : 46982605
D96EC2AD

W : 00000002

n0_final = 1

A : E5D05403
424FDOAC
B : CA3AFE3C
44EB858B
C : 46982585
D96EC2AD

W : 00000002

n0_final = 1

A : E5D05403
424FDOAC
B : 46982585
D96EC2AD
C : CA3AFE3C
44EB858B
W : 00000002

n0_final = 2 :

A : E5D05403
424FDOAC
B : 46982605
D96EC2AD
C : CA3AFE3C
44EB858B

W : 00000002

n0_final = 2 :

A : E5D05401
424FDOAC
B : 46982605
D96EC2AD
C : CA3AFE3C
44EB858B

W : 00000002

03EOAOE1 1451872C
C8C2B34F 076702F7

298219E1 5EOBF2B8
D33BO6CF 929CBC10

ADAAOBF9 7BBB549E
E298C7C7 3E640619

00000000

subtract M from

03EOAOE1 1451872C
C8C2B34F 076702F7

298219E1 5EOBF2B8
D33BO6CF 929CBC10

ADAAOBF9 7BBB549E
E298C7C7 3E640619

00000000

swap B with C

03EOAOE1 1451872C
C8C2B34F 076702F7

ADAAOBF9 7BBB549E
E298C7C7 3E640619

298219E1 5EOBF2B8
D33BO6CF 929CBC10

00000000

add M to B

03EOAOE1 1451872C
C8C2B34F 076702F7

ADAAOBF9 7BBB549E
E298C7C7 3E640619

298219E1 5EOBF2B8
D33BO6CF 929CBC10

00000000

03EOAOE1 1451872C
C8C2B34F 076702F7

ADAAOBF9 7BBB549E
E298C7C7 3E640619

298219E1 5EOBF2B8
D33BO6CF 929CBC10

00000000

41541FB1
B23BD81D

8F151F6D
60672CBB

2D5SEOF54
3EDB56A3

C

41541FB1
B23BD81D

8F151F6D
60672CBB

2D5SEOF54
3EDB56A3

41541FB1
B23BD81D

2D5SEQF54
3EDB56A3

8F151F6D
60672CBB

41541FB1
B23BD81D

2D5SEOF54
3EDB56A3

8F151F6D
60672CBB

xor counter W into A

41541FB1
B23BD81D

2D5SEOF54
3EDB56A3

8F151F6D
60672CBB

2907DD94

648A1FC9

20B3CCCA

6C5A4FBF
AA9BF570

2907DD94

648A1FC9

20B3CCCA

6C5A4FBF
AA9BF570

2907DD94

6C5A4FBF

AA9BF570

648A1FC9
20B3CCCA

2907DD94

6C5A4FBF

AA9BF570

648A1FC9
20B3CCCA

2907DD94

6C5A4FBF

AA9BF570

648A1FC9
20B3CCCA

F1B27C79
C1F29FEE
EB12DEDO

62C6A240
5D031D16

F1B27C79
C1F29FEE
EB12DEDO

62C6A240
5D031D16

F1B27C79
62C6A240
5D031D16

C1F29FEE
EB12DEDO

F1B27C79
62C6A240
5D031D16

C1F29FEE
EB12DEDO

F1B27C79

62C6A240
5D031D16

C1F29FEE
EB12DEDO

254

B3816260

CD9F4978

5CCD8CY7

95FE3810
3A2674F5

B3816260

CD9OF4978

5CCD8CY7

95FE3810
3A2674F5

B3816260

95FE3810

3A2674F5

CD9OF4978
5CCD8C97

B3816260

95FE3810

3A2674F5

CD9OF4978
5CCD8CY7

B3816260

95FE3810

3A2674F5

CD9OF4978
5CCD8CY7

DD53ED13

F81C514A

240C8D1C

A51CA768
B966EFDC

DD53ED13

F81C514A

240C8D1C

A51CA768
B966EFDC

DD53ED13

A51CA768

B966EFDC

F81C514A
240C8D1C

DD53ED13

A51CA768

B966EFDC

F81C514A
240C8D1C

DD53ED13

A51CA768

B966EFDC

F81C514A
240C8D1C



n0_final = 2 :

A : E5D05401
424FDOAC
B : 4COA8D30
855BB2DD
C : CA3AFE3C
44EB858B

W : 00000002

n0_final = 2 :

A : 3476CE6E
A4DOESEB
B : 6A1D5F49
519872AF
C : CA3AFE3C
44EB858B

W : 00000002

n0_final = 2 :

A : 31F27E78
D619A8FA
B : 965760B8
6D3D64D9
C : CA3AFE3C
44EB858B
W : 00000002

n0_final = 2 :

A : 23DD44CC
842C3359

B : D4163C6A

S5D1BCAFC
C : CA3AFE3C
44EB858B
W : 00000002

n0_final = 2 :

A : 37661E10
6BC4DOCB

B : D4163C6A
S5D1BCAFC

C : CA3AFE3C
44EB858B

permutation - rotate B

03EOAOE1 1451872C 41541FB1
C8C2B34F 076702F7 B23BD81D

17F35B54 A93CF776 1EA85ABC
8F8FC531 0C327CC8 AD467DB6

298219E1 5EOBF2B8 8F151F6D
D33BO6CF 929CBC10 60672CBB

00000000

permutation (j = 0)

C2B87FOB 22FFE820 9EB55800
TO6AFF93 CCFCAC28 9858645E

C312703F DS8DB8BY9A 4008EA63
908A8AOF 2B67AA47 3D2B60CC

298219E1 BEOBF2B8 8F151F6D
D33BO6CF 929CBC10 60672CBB

00000000

permutation (j = 1)

3D42EF58 ASD409BE 17C42E99
EFF73328 723396D0 3BA31091

4C90F859 66054B6C F530CABS
E3A804B8 OCE4A2CF 926D10FE

298219E1 5EOBF2B8 8F151F6D
D33BO6CF 929CBC10 60672CBB

00000000

permutation (j = 2)

CC74D106 D99B37D8 429EB8F6
552123AF 8EEBD747 14B2A6A7

49313E63 OD1ACCBE 7AD73B3E
033755D2 3BS8EEOSE 15251E4E

298219E1 5EOBF2B8 8F151F6D
D33BO6CF 929CBC10 60672CBB

00000000

permutation - add C to A

1BEDBBD5 B022D077 CB1781BD
1F4A95CD OF2C5CD4 D1BC38C6

49313E63 OD1ACCBE 7AD73B3E
033755D2 3BS8EEOSE 15251E4E

298219E1 5EOBF2B8 8F151F6D
D33BO6CF 929CBC10 60672CBB

2907DD94

9FTED8B4

EAE15537

648A1FC9
20B3CCCA

EE3D7C7F

2F3F32E9

1E4B9BFE

648A1FC9
20B3CCCA

4F341777

779832D7

8C5CDF74

648A1FC9
20B3CCCA

789EFCB1

3312DE9D

636A724F

648A1FC9
20B3CCCA

23DCFA84

3312DE9D

636A724F

648A1FC9
20B3CCCA

F1B27C79
4480C58D
3A2CBAO6

C1F29FEE
EB12DEDO

C4B99A54
B247EEB1
491EF4F8

C1F29FEE
EB12DEDO

40F90AES
748711B4
2D3B1CEA

C1F29FEE
EB12DEDO

3B98A35C
DA850D91
FOABE584

C1F29FEE
EB12DEDO

AF4946EC

DA850D91
FOABE584

C1F29FEE
EB12DEDO

255

B3816260

70212BFC

E9EA744C

CD9OF4978
5CCD8CY7

901CB997

8FA11190

OED4FF46

CD9OF4978
5CCD8CY7

TF89EQ78

928E4AQE

9DDFE10B

CD9OF4978
5CCD8CY7

DDB85A3F

03785C3A

4AABEAAF

CD9F4978
5CCD8CY7

9C681ADD

03785C3A

4AABEAAF

CD9F4978
5CCD8CY7

DD53ED13

4ED14A39

DFB972CD

F81C514A
240C8D1C

DEAF21BC

BCF24A31

DE384264

F81C514A
240C8D1C

3F3E37F8

BDB87B0OD

7CB14CCE

F81C514A
240C8D1C

CE00C04C

C611B112

122FC0C4

F81C514A
240C8D1C

8C48B88C

C611B112

122FC0C4

F81C514A
240C8D1C



W : 00000002 00000000

n0_final = 2 : subtract M from C

A : 37661E10 1BEDBBD5 B022D077 CB1781BD 23DCFA84 AF4946EC 9C681ADD 8C48B88C
6BC4DOCB 1F4A95CD OF2C5CD4 D1BC38C6

B : D4163C6A 49313E63 OD1ACCBE 7AD73B3E 3312DESD DA850D91 03785C3A C611B112
S5D1BCAFC 033755D2 3BB8EEOSE 15251E4E 636A724F FOASES84 4AABEAAF 122FC0C4

C : CA3AFDBC 298219E1 5EOBF2B8 8F151F6D 648A1FC9 C1F29FEE CD9F4978 F81C514A
44EB858B D33BO6CF 929CBC10 60672CBB 20B3CCCA EB12DEDO 5CCD8C97 240C8D1C

W : 00000002 00000000

n0_final = 2 : swap B with C (final state)

A : 37661E10 1BEDBBD5 B022D077 CB1781BD 23DCFA84 AF4946EC 9C681ADD 8C48B88C
6BC4DOCB 1F4A95CD OF2C5CD4 D1BC38C6

B : CA3AFDBC 298219E1 5EOBF2B8 8F151F6D 648A1FC9 C1F29FEE CD9F4978 F81C514A
44EB858B D33BO6CF 929CBC10 60672CBB 20B3CCCA EB12DEDO 5CCD8C97 240C8D1C

C : D4163C6A 49313E63 OD1ACCBE 7AD73B3E 3312DE9D DA850D91 03785C3A C611B112
S5D1BCAFC 033755D2 3B8EEOSE 15251E4E 636A724F FOASES584 4AABEAAF 122FC0C4

W : 00000002 00000000

Hash value (word array):

H : 3312DE9D DA850D91 03785C3A C611B112 5D1BCAFC 033755D2 3BSEEOSE 15251E4E
636A724F FOABE584 4AABEAAF 122FC0C4

Hash value (byte array):

H : 9D DE 12 33 91 0D 85 DA 3A 5C 78 03 12 Bl 11 C6

FC CA 1B 5D D2 55 37 03 5E EO 8E 3B 4E 1E 25 15
4F 72 6A 63 84 E5 A8 FO AF EA AB 4A C4 CO 2F 12

B.8 Intermediate States for Shabal-384 (Message B)

init

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF
block number = -1 : message block

M : 00000180 00000181 00000182 00000183 00000184 00000185 00000186 00000187
00000188 00000189 0000018A 0000018B 0000018C 0000018D 0000018E 0000018F

256



block number

A

00000000
00000000

: 00000180

00000188

: 00000000

00000000

: FFFFFFFF

block number

A

FFFFFFFF
00000000

: 00000180

00000188

: 00000000

00000000

: FFFFFFFF

block number

A

FFFFFFFF
00000000

: 03000000

03100000

: 00000000

00000000

: FFFFFFFF

block number

A

73B2093A
FD372A8B

: 05080182

04E8D574

: 00000000

00000000

: FFFFFFFF

block number

A

34DCDD7F
DB56076A

: AF9C5E68

C2F28868

: 00000000

=-1: add M to B

00000000 00000000 00000000 00000000
00000000 00000000 00000000

00000181 00000182 00000183 00000184
00000189 0000018A 0000018B 0000018C

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : xor counter W into A

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

00000181 00000182 00000183 00000184
00000189 0000018A 0000018B 0000018C

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation - rotate B

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

03020000 03040000 03060000 03080000
03120000 03140000 03160000 03180000

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 0)

2A799470 O5BF52F2 607A3AE1 BDASE845
D7D97B33 8ASD1B6E 4D17CE45

F1B8E8B6 D44C4392 F9C1290D 444A17BA
2E0284CC 738AE491 B4C431BA 8A7DF6C5

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 1)

3399F8DC A47ABF91 51043F32 FDF93568
C383CE67 FA750B12 041BF733

55490C52 C44C5DCB COEE508F AC3DD7E1
90630EBB BC90894C C773A3B8 16FD271C

00000000 00000000 00000000 00000000

00000000
00000185
0000018D

00000000
00000000

00000000
00000185
0000018D

00000000
00000000

00000000
030A0000
031A0000

00000000
00000000

9A4F4Ch9

63A4B3A6
D3B26B8F

00000000
00000000

64558055
FB3556D4
3CCEA8B5S

00000000

257

00000000

00000186

0000018E

00000000
00000000

00000000

00000186

0000018E

00000000
00000000

00000000

030C0000

031C0000

00000000
00000000

45672DC2

BC80D23D

FC78ADOD

00000000
00000000

3E48B569

7C8B5096
3946108D

00000000

00000000

00000187

0000018F

00000000
00000000

00000000

00000187

0000018F

00000000
00000000

00000000

030E0000

031E0000

00000000
00000000

977B1FC2

6E98E03D

99BI9C51E

00000000
00000000

0D011A26

26D5C8B6
C18D6FE4

00000000



00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation (j = 2)

A : BB22A196 A1C1BOEC 8B50D287 4092494B 4A0B904D 1065A62A 15AFF6D9 88EECBDD
62189375 B55DE3B3 3FF60DE6 FA67BCE3

B : 5272938C 2A1646F0 78E62977 944F1832 1CA6F1AA A854EBBA 8DB98C54 F2C627D8
30117F63 CF5C44A2 93711BBF F9F67353 B01D22B2 333F4D26 B285D303 86829CD5

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation - add C to A

A : BB22A196 A1C1BOEC 8B50D287 4092494B 4A0B904D 1065A62A 15AFF6D9 88EECBDD
62189375 B55DE3B3 3FF60DE6 FA67BCE3

B : 5272938C 2A1646F0 78E62977 944F1832 1CA6F1AA A854EBBA 8DB98C54 F2C627D8
30117F63 CF5C44A2 93711BBF F9F67353 B01D22B2 333F4D26 B285D303 86829CD5

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : subtract M from C

A : BB22A196 A1C1BOEC 8B50D287 4092494B 4A0B904D 1065A62A 15AFF6D9 88EECBDD
62189375 B55DE3B3 3FF60DE6 FA67BCE3

B : 5272938C 2A1646F0 78E62977 944F1832 1CA6F1AA A854EBBA 8DB98C54 F2C627D8
30117F63 CF5C44A2 93711BBF F9F67353 B01D22B2 333F4D26 B285D303 86829CD5

C : FFFFFE80 FFFFFE7TF FFFFFETE FFFFFE7D FFFFFE7C FFFFFE7B FFFFFE7A FFFFFE79
FFFFFE78 FFFFFE77 FFFFFE76 FFFFFE7T5 FFFFFE74 FFFFFE73 FFFFFE72 FFFFFE71

W : FFFFFFFF FFFFFFFF

block number = -1 : swap B with C

A : BB22A196 A1C1B9EC 8B50D287 4092494B 4A0B904D 1065A62A 15AFF6D9 88EECBDD
62189375 B55DE3B3 3FF60DE6 FA67BCE3

B : FFFFFE80 FFFFFE7F FFFFFETE FFFFFE7D FFFFFE7C FFFFFE7B FFFFFE7A FFFFFE79
FFFFFE78 FFFFFE77 FFFFFE76 FFFFFE75 FFFFFE74 FFFFFE73 FFFFFE72 FFFFFE71

C : 5272938C 2A1646F0 78E62977 944F1832 1CA6F1AA A854EBBA 8DB98C54 F2C627D8
30117F63 CF5C44A2 93711BBF F9F67353 B01D22B2 333F4D26 B285D303 86829CD5

W : FFFFFFFF FFFFFFFF

block number = O : increment counter W

A : BB22A196 A1C1B9EC 8B50D287 4092494B 4A0B904D 1065A62A 15AFF6D9 88EECBDD
62189375 B55DE3B3 3FF60DE6 FA67BCE3

B : FFFFFE80 FFFFFE7F FFFFFETE FFFFFE7D FFFFFE7C FFFFFE7B FFFFFE7A FFFFFE79

258



FFFFFET78

: 5272938C

30117F63

: 00000000

block number

M:

00000190
00000198

block number

A

BB22A196
62189375

: 00000010

00000010

: 5272938C

30117F63

: 00000000

block number

A

BB22A196
62189375

: 00000010

00000010

: 5272938C

30117F63

: 00000000

block number

A

BB22A196
62189375

: 00200000

00200000

: 5272938C

30117F63

: 00000000

block number

A

CCCBA1B5
A3B8F2F7

: 86817371

5C070D08

: 5272938C

30117F63

FFFFFE77 FFFFFE76 FFFFFE75

2A1646F0 78E62977 944F1832
CF5C44A2 93711BBF F9F67353

00000000

= 0 : message block
00000191 00000192 00000193
00000199 0000019A 0000019B
=0 : add M to B

A1C1B9EC 8B50D287 4092494B
B55DE3B3 3FF60DE6 FA67BCE3

00000010 00000010 00000010
00000010 00000010 00000010

2A1646F0 78E62977 944F1832
CF5C44A2 93711BBF F9F67353

00000000

= 0 : xor counter W into A

A1C1B9EC 8B50D287 4092494B
B55DE3B3 3FF60DE6 FA67BCE3

00000010 00000010 00000010
00000010 00000010 00000010

2A1646F0 78E62977 944F1832
CF5C44A2 93711BBF F9F67353

00000000

= 0 : permutation - rotate

A1C1B9EC 8B50D287 4092494B
B55DE3B3 3FF60DE6 FA67BCE3

00200000 00200000 00200000
00200000 00200000 00200000

2A1646F0 78E62977 944F1832
CF5C44A2 93711BBF F9F67353

00000000

= 0 : permutation (j = 0)

9E2FD849 89AD738F EA03554C
861F866F OFA17732 5CBESAEC

DAB4EDE3 FC92F8B3 09D76240
79A07990 FO1E88CD A3017513

2A1646F0 78E62977 944F1832
CF5C44A2 93711BBF F9F67353

FFFFFET4

1CA6F1AA
B01D22B2

00000194
0000019C

4A0B904D

00000010

00000010

1CA6F1AA
B0O1D22B2

4A0B904D

00000010

00000010

1CA6F1AA
B01D22B2

B

4A0B904D

00200000

00200000

1CA6F1AA
B01D22B2

4C6371DE

B3DC8E21

33745E4A

1CA6F1AA
B01D22B2

FFFFFE73

A854EBBA
333F4D26

00000195
0000019D

1065A62A
00000010
00000010

A854EBBA
333F4D26

1065A62A
00000010
00000010

A854EBBA
333F4D26

1065A62A
00200000
00200000

A854EBBA
333F4D26

B511FBE1

4AAEO41E
619027B6

A854EBBA
333F4D26

259

FFFFFET72

8DB98C54
B285D303

00000196
0000019E

15AFF6D9

00000010

00000010

8DB98C54
B285D303

15AFF6D9

00000010

00000010

8DB98C54
B285D303

15AFF6D9

00200000

00200000

8DB98C54
B285D303

C32FB2C4

3C904D3B

76128C70

8DB98C54
B285D303

FFFFFET1

F2C627D8
86829CD5

00000197
0000019F

88EECBDD

00000010

00000010

F2C627D8
86829CD5

88EECBDD

00000010

00000010

F2C627D8
86829CD5

88EECBDD

00200000

00200000

F2C627D8
86829CD5

E167BC5D

1ED843A2

15BCAAB3

F2C627D8
86829CD5



W : 00000000

block number

A : B98F348F

42A78E98
B : A9DBD892
FETED160
C : 5272938C
30117F63
W : 00000000

block number

A : B4347AD7
35D6B3E1
B : F764B11A
6EBE36DC
C : 5272938C
30117F63
W : 00000000

block number

A : C8FCA331
B6E2673E
B : F764B11A
6E6E36DC
C : 5272938C
30117F63
W : 00000000

block number

A : C8FCA331
B6E2673E

B : F764B11A

6EGE36DC
C : 527291FC
30117DCB
W : 00000000

block number

A : C8FCA331
B6E2673E
B : 527291FC
30117DCB

00000000

= 0 : permutation

138FE48E 0084D32A
D97ED055 AC4EF3A7

301E9E26 6FESF3E6
1F30E851 1F463D4E

2A1646F0 T8E62977
CF5C44A2 93711BBF

00000000

= 0 : permutation

C625A866 FA943F56
CD7F33BC 69707FFC

76172146 CEF6934D
63130DAD A9C69BD6

2A1646F0 T8E62977
CF5C44A2 93711BBF

00000000

= 0 : permutation

ES55C504E 003EBF26
CAB54C77B 1460FD7E

76172146 CEF6934D
63130DAD A9C69BD6

2A1646F0 T8E62977
CF5C44A2 93711BBF

00000000

G=10

BOEOFA9B 421966F9
14091C2E

D673177A DAE16D24
091DEF43 DBOE2592

944F1832 1CA6F1AA
FI9F67353 B01D22B2

G=2

024604B5 6D6C6BE2
6C1B1417

C6D28399 FE095F61
1E90EAOC 7C35073B

944F1832 1CA6F1AA
F9F67353 B01D22B2

- add C to A

BB6B8D83 7B0448C1
3FCB8F2D

C6D28399 FE095F61
1E90EAOC 7C35073B

944F1832 1CA6F1AA
FO9F67353 B01D22B2

= 0 : subtract M from C

ES55C504E 003EBF26
CAB4C77B 1460FD7E

76172146 CEF6934D
63130DAD A9C69BD6

2A16455F T8E627E5
CF5C4309 93711A25

00000000

= 0 : swap B with

ES55C504E 003EBF26
CAB54C77B 1460FD7E

2A16455F T8E627E5
CF5C4309 93711A25

BB6B8D83 7B0448C1
3FCB8F2D

C6D28399 FE095F61
1E90EAOC 7C35073B

944F169F 1CA6F016
FOF671B8 B01D2116

C

BB6B8D83 7B0448C1
3FCB8F2D

944F169F 1CA6F016
FOF671B8 B01D2116

31F37984
B3DD2796
0D2CC917

A854EBBA
333F4D26

A28D22F0
5E6018B4
28D95E6D

A854EBBA
333F4D26

41B82789

S5E6018B4
28D95E6D

A854EBBA
333F4D26

41B82789
S5E6018B4
28D95E6D

A854EA25
333F4B89

41B82789

A854EA25
333F4B89

260

0D872018

2A91962E

1E5DC707

8DB98C54
B285D303

68B51EB5S

5048ECF5

AA340EOD

8DB98C54
B285D303

0A7C9601

5048ECF5

AA340EOD

8DB98C54
B285D303

0A7C9601

5048ECF5
AA340EOD

8DB9SABE
B285D165

0A7C9601

8DB98ABE
B285D165

F8EA2855

D6466495

2C6C82CC

F2C627D8
86829CD5

F354CB75

51353261

CB3DEE70

F2C627D8
86829CD5

8D659CFF

51353261

CB3DEET70

F2C627D8
86829CD5

8D659CFF

51353261
CB3DEE70

F2C62641
86829B36

8D659CFF

F2C62641
86829B36



C : F764B11A
6EGE36DC

W : 00000000

block number

A : C8FCA331
B6E2673E
B : 527291FC
30117DCB

C : F764B11A
6EGE36DC

W : 00000001

block number

M : 64636261

38373635

block number

A : C8FCA331
B6E2673E
B : B6D5F45D
6848B400

C : F764B11A
6E6E36DC

W : 00000001

block number

A : C8FCA330
B6E2673E
B : B6D5F45D
6848B400

C : F764B11A
6EGE36DC

W : 00000001

block number

A : C8FCA330
B6E2673E
B : ESBB6DAB
6800D091

C : F764B11A
6EGE36DC

W : 00000001

76172146 CEF6934D
63130DAD A9C69BD6

00000000

C6D28399
1E90EAOC

= 1 : increment counter W

ES55C504E 003EBF26
CAB4C77B 1460FD7E

2A16455F T8E627E5
CF5C4309 93711A25

76172146 CEF6934D
63130DAD A9C69BD6

00000000

BB6B8D83
3FCB8F2D

944F169F
FOF671B8

C6D28399
1E90EAOC

= 1 : message block

68676665 6C6B6A69
42412D39 46454443
=1 : add M to B

ES55C504E 003EBF26
CA54C77B 1460FD7E

927DABC4 E551924E
119D7042 D9B65E68

76172146 CEF6934D
63130DAD A9C69BD6

00000000

= 1 : xor counter

E55C504E OO03EBF26
CAB54C77B 1460FD7E

927DABC4 E551924E
119D7042 D9B65E68

76172146 CEF6934D
63130DAD A9C69BD6

00000000

= 1 : permutation

ES55C504E 003EBF26
CAB4C77B 1460FD7E

578924FB 249DCAA3
E084233A BCD1B36C

76172146 CEF6934D
63130DAD A9C69BD6

00000000

TO6F6E6GD
47494847

BB6B8D83
3FCB8F2D

04BE850C
443FB9FF

C6D28399
1E90EAOC

W into A

BB6B8D83
3FCB8F2D

04BE850C
443FB9FF

C6D28399
1E90EAOC

- rotate

BB6B8D83
3FCB8F2D

0A18097D
T3FE88TF

C6D28399
1E90EAOC

FEO95F61
7C35073B

7B0448C1

1CA6F016

BO1D2116

FEO95F61
7C35073B

74737271
4EAD4C4B

7B0448C1

911A6287

FE6A6D61

FEO95F61
7C35073B

7B0448C1

911A6287

FE6A6D61

FEO95F61
7C35073B

B

7B0448C1

C50F2234

DAC3FCD4

FEO95F61
7C35073B

5E6018B4
28D95E6D

41B82789
A854EA25
333F4B89

5E6018B4
28D95E6D

78777675
5251504F

41B82789
20CC609A
85909BD8

S5E6018B4
28D95E6D

41B82789
20CC609A
85909BD8

S5E6018B4
28D95E6D

41B82789

C1344198
37B10B21

S5E6018B4
28D95E6D

261

5048ECF5
AA340EOD

0A7C9601

8DB98ABE

B285D165

5048ECF5
AA340EOD

302D7A79
56555453

0A7C9601

BDE70537

08DB25B8

5048ECF5
AA340EOD

0A7C9601

BDE70537

08DB25B8

5048ECF5
AA340EOD

0A7C9601

OA6F7BCE

4B7011B6

5048ECF5
AA340EOD

51353261
CB3DEE70

8D659CFF

F2C62641

86829B36

51353261
CB3DEE70

34333231
5A595857

8D659CFF

26F95872

EODBF38D

51353261
CB3DEE70

8D659CFF

26F95872

EODBF38D

51353261
CB3DEE70

8D659CFF

BOE44DF2

E71BC1B7

51353261
CB3DEE70



block number

A

TABE1776
DFFFF69C

: B7TF1D267

F001A841

: F764B11A

6EGE36DC

: 00000001

block number

A

62CDE717
D32F10CD

: TE8D36A0

7D31486B

: F764B11A

6EGE36DC

: 00000001

block number

A

0D3444D1
26F1A6B1

: 30E2F355

38DI9E8CH

: F764B11A

6EGE36DC

: 00000001

block number

A

BDD5AOE6
5D8A46B7

: 30E2F355

38D9E8C5

: F764B11A

6EGE36DC

: 00000001

block number

A

BDD5AOE6
5D8A46B7

: 30E2F355

38D9E8C5

: 93014EB9

363700A7

= 1 : permutation (j = 0)

DDF02970 D65D1D53 BAE24561
3C1F4733 F8959DCO E20B74B0O

E7A41B5F ODC104BC B403D9FC
02ESFEBY TEC904E6 FA099BB1

76172146 CEF6934D C6D28399
63130DAD A9C69BD6 1E90EAOC

00000000

= 1 : permutation (j = 1)

7C878A2A F18DFO7D DO7D4C1E
8C02A241 D174FEBD 52541198

F8FF91B9 035A767F 8133DD8D
86A988A7 F3EO064E DB918482

76172146 CEF6934D C6D28399
63130DAD A9C69BD6 1E90EAOC

00000000

= 1 : permutation (j = 2)

A2C4A76B 6F438852 4C30C6D3
623EOEEF 76A36B21 FAD1A8BD

EA9BCDDS 99AD1970 869D9BES
B26B28CB C13E1485 E59389EE

76172146 CEF6934D C6D28399
63130DAD A9C69BD6 1E90EAOC

00000000

94D00BB5

E131B023

30161120

FEO95F61
7C35073B

62FC6E38

EEB38F75

FD2FB387

FEO95F61
7C35073B

3D4487EC

2FACA5C5

23513E41

FEO95F61
7C35073B

= 1 : permutation - add C to A

1467BF21 6C9420B9 15A45522
4AEAAC67 60EFEFEF 9F153F95

EA9BCDD5S 99AD1970 869D9BES
B26B28CB C13E1485 E59389EE

76172146 CEF6934D C6D28399
63130DAD A9C69BD6 1E9OEAOC

00000000

=1 : subtract M from C

1467BF21 6C9420B9 15A45522
4AEAAC67 60EFEFEF 9F153F95

EA9BCDD5 99AD1970 869D9BES
B26B28CB C13E1485 E59389EE

ODAFBAE1 628B28E4 5663152C
20D1E074 63815793 D447A1C5

208A2C56

2FACA5C5

23513E41

FEO95F61
7C35073B

208A2C56

2FACA5C5

23513E41

8995ECFO0
2DE7BAFO

B33B9301
CEACEFCF
4D6DCOCD

S5E6018B4
28D95E6D

D68DAGEA
EEA48221
B3A9D8SF

5E6018B4
28D95E6D

40C7C67B
80725CD7
FA92400F

5E6018B4
28D95E6D

A4A40DD2
80725CD7
FA92400F

5E6018B4
28D95E6D

A4A40DD2

80725CD7
FA92400F

EBE8A23F
D68SOELE

262

201C72B1

CB3D7AD2

BF42C1CO

5048ECF5
AA340EQOD

D27ACA81

B8F1F4E7

5300B6FF

5048ECF5
AA340EQOD

D901E7E7

E15F9E62

2F5DF920

5048ECF5
AA340EOD

108C2F8E

E15F9E62

2F5DF920

5048ECF5
AA340EOD

108C2F8E

E15F9E62

2F5DF920

201B727C
53DEB9BA

241B1BA9

BA2C7FB3

8B2A39F1

51353261
CB3DEE70

18B395DF

D9F31100

F11819C3

51353261
CB3DEE70

AD4F7F14

00291B2D

E71E64C5

51353261
CB3DEE70

76559B2C

00291B2D

E71E64C5

51353261
CB3DEET70

76559B2C

00291B2D

E71E64C5

1D020030
TOE49619



W : 00000001 00000000

block number = 1 : swap B with C

A : BDDSAOE6 1467BF21 6C9420B9 15A45522 208A2C56 A4A40DD2 108C2F8E 76559B2C
5D8A46B7 4AEAAC67 60EFEFEF 9F153F95

B : 93014EBY9 ODAFBAE1 628B28E4 5663152C 8995ECFO EBE8A23F 201B727C 1D020030
363700A7 20D1E074 63815793 D447A1C5 2DE7BAFO D688OE1E 53DEB9BA 70E49619

C : 30E2F355 EA9BCDD5 99AD1970 869D9BE5 2FACA5C5 80725CD7 E15F9E62 00291B2D
38D9E8C5 B26B28CB C13E1485 ES59389EE 23513E41 FA92400F 2F5DF920 E71E64C5

W : 00000001 00000000

block number = 2 : increment counter W

A : BDDSAOE6 1467BF21 6C9420B9 15A45522 208A2C56 A4A40DD2 108C2F8E 76559B2C
5D8A46B7 4AEAAC67 60EFEFEF 9F153F95

B : 93014EBY9 ODAFBAE1 628B28E4 5663152C 8995ECFO EBE8A23F 201B727C 1D020030
363700A7 20D1E074 63815793 D447A1C5 2DE7BAFO D688OE1E 53DEB9BA 70E49619

C : 30E2F355 EA9BCDD5 99AD1970 869D9BE5 2FACA5C5 80725CD7 E15F9E62 00291B2D
38D9E8C5 B26B28CB C13E1485 ES59389EE 23513E41 FA92400F 2F5DF920 E71E64C5

W : 00000002 00000000

block number = 2 : message block

M : 3231302D 36353433 2D393837 64636261 68676665 6C6B6A69 7TO6FEEED 74737271
78777675 00807A79 00000000 00000000 00000000 00000000 00000000 00000000

block number = 2 : add M to B

A : BDDSAOE6 1467BF21 6C9420B9 15A45522 208A2C56 A4A40DD2 108C2F8E 76559B2C
5D8A46B7 4AEAAC67 60EFEFEF 9F153F95

B : C5327EE6 43E4EF14 8FC4611B BAC6778D F1FD5355 52540CA8 908AEOE9 917572A1
AEAE771C 21525AED 63815793 D447A1C5 2DE7BAFO D68SOE1E 53DEB9BA 70E49619

C : 30E2F355 EA9BCDD5 99AD1970 869D9BE5 2FACA5C5 80725CD7 E15F9E62 00291B2D
38D9E8C5 B26B28CB C13E1485 ES59389EE 23513E41 FA92400F 2F5DF920 E71E64C5

W : 00000002 00000000

block number = 2 : xor counter W into A

A : BDDS5AOE4 1467BF21 6C9420B9 15A45522 208A2C56 A4A40DD2 108C2F8E 76559B2C
5D8A46B7 4AEAAC67 60EFEFEF 9F153F95

B : C5327EE6 43E4EF14 8FC4611B BAC6778D F1FD5355 52540CA8 908AEOE9 917572A1
AEAE771C 21525AED 63815793 D447A1C5 2DE7BAFO D688OE1E 53DEB9BA 70E49619

C : 30E2F355 EA9BCDD5 99AD1970 869D9BE5 2FACA5C5 80725CD7 E15F9E62 00291B2D
38D9E8C5 B26B28CB C13E1485 ES59389EE 23513E41 FA92400F 2F5DF920 E71E64C5
W : 00000002 00000000

block number = 2 : permutation - rotate B

263



A : BDDS5AOE4

5D8A46B7
B : FDCD8A64
EE395D5C
C : 30E2F355
38D9E8C5
W : 00000002

block number

A : C1621A94
D1075BD1
B : CD8EE412
F28A1E97
C : 30E2F355
38D9E8C5
W : 00000002

block number

A : 96BCB891
74516C2E
B : 28E9F955
8C577A41
C : 30E2F355
38D9E8C5
W : 00000002

block number

A : C98DFOC8
E62E6EB4
B : D7462099
03D68C25
C : 30E2F355
38D9E8C5
W : 00000002

block number

A : 1CDD8460
5288AFB4
B : D7462099
03D68C25
C : 30E2F355
38D9E8C5
W : 00000002

1467BF21 6C9420B9
4AEAAC67 60EFEFEF

DE2887C9 C2371F88
B5DA42A4 AF26C702

EA9BCDD5 99AD1970
B26B28CB C13E1485

00000000

= 2 : permutation

41DAD100 646F34DE
C7DA6DCB 55B384F0

980BBOAD 7F95EADO
5391177D F401F50A

EA9BCDD5 99AD1970
B26B28CB C13E1485

00000000

= 2 : permutation

93A5C50B 1ECEEEDC
41B17558 B8B8517C

9B957C39 6C40E1CB
CB78140E 0932FB36

EA9BCDD5 99AD1970
B26B28CB C13E1485

00000000

= 2 : permutation

1B9A2E9B 3A634908
846E49F4 AOF9A526

FE397A79 58159A62
ODBDBAB8 B7152B8A

EA9BCDDS 99AD1970
B26B28CB C13E1485

00000000

= 2 : permutation

9F7BO5F6 AO03B3C3
104616BF CE696AD7

FE397A79 58159A62
ODBDBAB8 B7152B8A

EA9BCDDS 99AD1970
B26B28CB C13E1485

00000000

15A45522 208A2C56
9F153F95

EF1B758C A6ABE3FA
438BA88SF T75E05BCF

869D9BES 2FACA5C5
ES59389EE 23513E41

G=0

55E98D21 962B3AB6
2B94EQ72

3CE38023 248302BC
537C4E93 D55D52F5

869D9BES 2FACAGCH
ES59389EE 23513E41

G=0

23677846 8295EE09
BE50CC99

D1333331 C2A896A9
7A601A9F D7DOB41D

869D9BES 2FACA5C5
E59389EE 23513E41

G=2

382A3427 E4878759
8ACE8904

9986F720 B3232B64
BO851DE8 B670F970

869D9BES 2FACA5CS
ES59389EE 23513E41

- add C to A

E294E519 526CA330
5CCA350B

9986F720 B3232B64
BO851DE8 B670F970

869D9BES 2FACA5C5
ES59389EE 23513E41

A4A40DD2
1950A4A8
1C3DAD10

80725CD7
FA92400F

B15F2393
7C01953C
865E74DF

80725CD7
FA92400F

2DD7F4FD
464DAODF
DE94E2BD

80725CD7
FA92400F

64B26D5A
68FE90DA
C6B87370

80725CD7
FA92400F

FE1BEF39

68FE90DA
C6B87370

80725CD7
FA92400F

264

108C2F8E

CiD32115

7374ATBD

E15F9E62
2F5DF920

B1EE66F1

CDB7DB25

7D79845B

E15F9E62
2F5DF920

9F40DASD

DC2818C8

9A4C2D14

E15F9E62
2F5DF920

5A8F2219

7DCC8766

6BOEOOF0

E15F9E62
2F5DF920

78087590

7DCC8766

6BOEOOFO0

E15F9E62
2F5DF920

76559B2C

E54322EA

2C32E1C9

00291B2D
E71E64C5

49C50EB1

7CBCB49B

F273B14C

00291B2D
E71E64C5

12625134

B8D65A50

097ACC52

00291B2D
E71E64C5

BBBAD729

B6797F79

67C4EESF

00291B2D
E71E64C5

F805A380

B6797F79

67C4EESF

00291B2D
E71E64C5



block number = 2 : subtract M from C

A : 1CDD8460 9F7BO5F6 A003B3C3 E294E519 526CA330 FE1BEF39 78087590 F805A380
5288AFB4 104616BF CE696AD7 5CCA350B

B : D7462099 FE397A79 58159A62 9986F720 B3232B64 68FE9O0DA 7DCC8766 BE797F79
03D68C25 ODBDBAB8 B7152B8A BO851DE8 B670F970 C6B87370 6BOEOOFO 67C4EESF

C : FEB1C328 B46699A2 6C73E139 223A3984 C7453F60 1406F26E 70FO2FF5 8BB5A8BC
C0627250 B1EAAE52 C13E1485 E59389EE 23513E41 FA92400F 2F5DF920 E71E64C5

W : 00000002 00000000

block number = 2 : swap B with C

A : 1CDD8460 9F7BO5F6 A003B3C3 E294E519 526CA330 FE1BEF39 78087590 F805A380
5288AFB4 104616BF CE696AD7 5CCA350B

B : FEB1C328 B46699A2 6C73E139 223A3984 C7453F60 1406F26E 70F02FF5 8BB5A8SBC
C0627250 B1EAAE52 C13E1485 E59389EE 23513E41 FA92400F 2F5DF920 E71E64C5

C : D7462099 FE397A79 58159A62 9986F720 B3232B64 68FE9O0DA 7DCC8766 BE6797F79
03D68C25 ODBDBAB8 B7152B8A BO851DE8 B670F970 C6B87370 6BOEOOFO 67C4EESF

W : 00000002 00000000

n0_final = 0 : add M to B

A : 1CDD8460 9F7BO5F6 A003B3C3 E294E519 526CA330 FE1BEF39 78087590 F805A380
5288AFB4 104616BF CE696AD7 5CCA350B

B : 30E2F355 EA9BCDD5 99AD1970 869D9BE5 2FACA5C5 80725CD7 E15F9E62 00291B2D
38D9E8C5 B26B28CB C13E1485 ES59389EE 23513E41 FA92400F 2F5DF920 E71E64C5

C : D7462099 FE397A79 58159A62 9986F720 B3232B64 68FE90DA 7DCC8766 BE6797F79
03D68C25 ODBDBAB8 B7152B8A BO851DE8 B670F970 C6B87370 6BOEOOFO 67C4EESF

W : 00000002 00000000

nO_final = 0 : xor counter W into A

A : 1CDD8462 9F7BO5F6 A003B3C3 E294E519 526CA330 FE1BEF39 78087590 F805A380
5288AFB4 104616BF CE696AD7 5CCA350B

B : 30E2F355 EA9BCDD5 99AD1970 869D9BE5 2FACA5C5 80725CD7 E15F9E62 00291B2D
38D9E8C5 B26B28CB C13E1485 EG59389EE 23513E41 FA92400F 2F5DF920 E71E64C5

C : D7462099 FE397A79 58159A62 9986F720 B3232B64 68FE9O0DA 7DCC8766 BE6797F79
03D68C25 ODBDBAB8 B7152B8A BO851DE8 B670F970 C6B87370 6BOEOOFO 67C4EESF

W : 00000002 00000000

nO_final = 0 : permutation - rotate B

A : 1CDD8462 9F7BO5F6 A003B3C3 E294E519 526CA330 FE1BEF39 78087590 F805A380
5288AFB4 104616BF CE696AD7 5CCA350B

B : E6AA61C5 9BABD537 32E1335A 37CBOD3B 4B8ASF59 BY9AFOOE4 3CC5C2BF 365A0052
D18A71B3 519764D6 290B827C 13DDCB27 7C8246A2 801FF524 F2405EBB C98BCE3C

C : D7462099 FE397A79 58159A62 9986F720 B3232B64 68FE9O0DA 7DCC8766 BE6797F79
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03D68C25 ODBDBAB8 B7152B8A BO851DE8 B670F970 C6B87370 6BOEOOFO 67C4EESF

W : 00000002 00000000

n0_final = 0 : permutation (j = 0)

A : 37FS8FEB6 65C6EBD9 91C48E11 EB2AD4AF 161441CB 9628F755 AF1E2252 E21B3462
F7D6F016 B6AC98CE 622A2142 DB40F538

B : 13519207 D285B64E 51F78425 80AO8DE1 7EFF0086 1A890963 296A58D3 7150CB39
AB3DEC8E EA7DAEOD CFC2DA45 03049C89 31038COD 9A06FE6F 8ABBCC99 87C2B729

C : D7462099 FE397A79 58159A62 9986F720 B3232B64 68FE9O0DA 7DCC8766 BE6797F79
03D68C25 ODBDBAB8 B7152B8A BO851DE8 B670F970 C6B87370 6BOEOOFO 67C4EESF

W : 00000002 00000000

n0_final = 0 : permutation (j = 1)

A : 56A48A27 12C42D25 9731E707 3B293489 DD497502 163AACCF AC4E260B 1CA47C57
534979CA 434BA096 D56EOE11 17E5A4BE

B : AO21A1AA DDE70D42 7A60B561 A2196A17 51488739 89A64DAF 78454048 OABBCD33
FF20ACC5 39CO8FE1 F74BAC73 C2DFF264 40B192E7 DDCSAFEF 46C640C7 ECDEEDFB

C : D7462099 FE397A79 58159A62 9986F720 B3232B64 68FE9O0DA 7DCC8766 BE6797F79
03D68C25 ODBDBAB8 B7152B8A BO851DE8 B670F970 C6B87370 6BOEOOFO 67C4EESF

W : 00000002 00000000

n0_final = 0 : permutation (j = 2)

A : 405CB774 99277B8C 828C69C1 230CBE92 3EC5764E 1FE1F7BD 405620E2 AE36D90B
8ESDEOC1 026056E6 E11FD4A7 E3073C49

B : 63173B96 B402591C 34ED61CF 2D5C619A 1D3246F9 75941F2C 8DF916AE C984DBOB
3F7BDO3A 939F1780 513E87FA D476C23D FOC13AFO 460EF6C6 936CAAD6 C5451841

C : D7462099 FE397A79 58159A62 9986F720 B3232B64 68FE9O0DA 7DCC8766 BE6797F79
03D68C25 ODBDBAB8 B7152B8A B0851DE8 B670F970 C6B87370 6BOEOOFO 67CAEESF

W : 00000002 00000000

n0_final = O : permutation - add C to A

A : F22DBADB DAO1COF9 BO7CE884 648CE14A F68ADB46 AE21CFDF B54BEGED 3B2E265D
8EE37542 6FCBO7DF 1E9493A9 8386F029

B : 63173B96 B402591C 34ED61CF 2D5C619A 1D3246F9 75941F2C 8DF916AE C984DBOB
3F7BDO3A 939F1780 513E87FA D476C23D FOC13AFO 460EF6C6 936CAAD6 C5451841

C : D7462099 FE397A79 58159A62 9986F720 B3232B64 68FE9ODA 7DCC8766 BE797F79
03D68C25 ODBDBAB8 B7152B8A BO851DE8 B670F970 C6B87370 6BOEOOFO 67C4EESF

W : 00000002 00000000

n0_final = 0 : subtract M from C

A : F22DBADB DAO1COF9 BO7CE884 648CE14A F68ADB46 AE21CFDF B54BEGED 3B2E265D
8EE37542 6FCBO7DF 1E9493A9 8386F029

B : 63173B96 B402591C 34ED61CF 2D5C619A 1D3246F9 75941F2C 8DF916AE C984DBOB
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3F7BDO3A

C : A514F06C
8B5F15B0
W : 00000002

n0_final = 0 :

A : F22DBADB
8EE37542
B : A514F06C
8B5F15B0
C : 63173B96
3F7BD0O3A
W : 00000002
n0_final =1 :
A : F22DBADB
8EE37542
B : D7462099
03D68C25
C : 63173B96
3F7BD0O3A
W : 00000002
n0_final =1 :
A : F22DBAD9
8EE37542
B : D7462099
03D68C25
C : 63173B96
3F7BD0O3A
W : 00000002

n0_final =1 :

A : F22DBAD9
8EE37542
B : 4133AE8C
184A07AD
C : 63173B96
3F7BDO3A
W : 00000002

n0_final =1 :

A : 7TATFABOC

939F1780 513E87FA D476C23D
C8044646

0D3D403F

2ADC622B
B7152B8A

352394BF
BO851DE8

00000000

swap B with C

DAO1COF9
6FCBO7DF

BO7CE884
1E9493A9

648CE14A
8386F029

C8044646
0D3D403F

2ADC622B
B7152B8A

352394BF
BO851DE8

B402591C
939F1780

34ED61CF
513E87FA

2D5C619A
D476C23D

00000000

add M to B

DAO1COF9 BO7CE884
6FCBO7DF 1E9493A9

648CE14A
8386F029

FE397A79 58159A62
ODBDBAB8 B7152B8A

9986F720
BO851DE8

B402591C 34ED61CF
939F1780 513E87FA

2D5C619A
D476C23D

00000000

xor counter W into A

DAO1COF9 BO7CE884 648CE14A
6FCBO7DF 1E9493A9 8386F029

FE397A79 58159A62 9986F720
ODBDBAB8 B7152B8A B0851DES8

B402591C 34ED61CF 2D5C619A
939F1780 513E87FA D476C23D

00000000

permutation - rotate B

DAO1COF9 BO7CE884 648CE14A
6FCBO7DF 1E9493A9 8386F029

F4F3FC72 34C4B02B EE41330D
75701B7B 57156E2A 3BD1610A

B402591C 34ED61CF 2D5C619A
939F1780 513E87FA D476C23D

00000000

permutation (j = 0)

81526FA0 B31A1667 0391CAE7

FOC13AFO

4ABBC4FF
B670F970

F68ADB46

4ABBC4FF

B670F970

1D3246F9
FOC13AFO

F68ADB46

B3232B64

B670F970

1D3246F9
FOC13AFO

F68ADB46

B3232B64

B670F970

1D3246F9
FOC13AFO

F68ADB46

56C96646
F2E16CE1

1D3246F9
FOC13AFO

6D7CC15C

460EF6C6

FC932671
C6B87370

AE21CFDF
FC932671
C6B87370

75941F2C
460EF6C6

AE21CFDF
68FE90DA
C6B87370

75941F2C
460EF6C6

AE21CFDF

68FE9ODA
C6B87370

75941F2C
460EF6C6

AE21CFDF
21B4D1FD
E6E18D70

75941F2C
460EF6C6

10709079

267

936CAAD6

OD5D18F9
6B9EOOFO

B54BE6GED

OD5D18F9

6B9EOOFO0

8DF916AE
936CAAD6

B54BE6ED

7DCC8766

6B9EOOFO

8DF916AE
936CAAD6

B54BE6GED

7DCC8766

6B9EOOFO0

8DF916AE
936CAAD6

B54BEGED

OECCFB99
01EOD73C

8DF916AE
936CAAD6

28FB14F2

C5451841

42060D08
67C4EESF

3B2E265D

42060D08

67C4EESF

C984DBOB
C5451841

3B2E265D

B6797F79

67C4EELF

C984DBOB
C5451841

3B2E265D

B6797F79

67C4EESF

C984DBOB
C5451841

3B2E265D

FEF36CF2
DCBECF89

C984DBOB
C5451841

F83DBBC2



n0_final =1 :

A

n0_final =1 :

A

n0_final =1 :

A

n0_final = 1 :

A

3925F48E

: 67ECF95C

F64E042B

: 63173B96

3F7BDO3A

: 00000002

D377F9BD
C18EA1D5

: CAASTBBE

CO0140E15

: 63173B96

3F7BDO3A

: 00000002

11334407
2C263CF3

: O51BA4F7

34FB5787

: 63173B96

3F7BDO3A

: 00000002

D84B801F
F77E3BD5

: O51BA4F7

34FB5787

: 63173B96

3F7BD0O3A

: 00000002

D84B801F
F7TE3BD5

: 051BA4F7

34FB5787

: 30E60B69

C70459C5

: 00000002

1794C5FE b5B3F955E S5FF53CF5

C44D6B6D
028BOCF7

5C6B53FD ED127339
OAEAB6F5 D7A8011E

B402591C
939F1780

34ED61CF 2D5C619A
513E87FA D476C23D

00000000

permutation (j = 1)

6DD422F4 697DBDEF 9D8B94C4
0614C29B 331C3A5B 129C7788

DF3053E1 6967B887 DD9604D4
973DC4ES5 83572FFA CD246906

B402591C 34ED61CF 2D5C619A
939F1780 513E87FA D476C23D

00000000

permutation (j = 2)

E269A64C B805785A 8A5B98C4
90FEE027 D17F1169 11B5B480

492F2AE0 A31FF63D 05CE2257
3495537C AD33A01D 1EB62E29

B402591C 34ED61CF 2D5C619A
939F1780 513E87FA D476C23D

00000000

permutation - add C to A

537463CB 27AAE768 EOAEBC17
DE6E324A 20C13EDB 8459FDFE

492F2AE0 A31FF63D
3495537C AD33A01D

05CE2257
1EB62E29

B402591C 34ED61CF
939F1780 513E87FA

2D5C619A
D476C23D

00000000

subtract M from C

537463CB 27AAE768
DEGE324A 20C13EDB

EOAEBC17
8459FDFE

492F2AEO0 A31FF63D
3495537C AD33A01D

05CE2257
1EB62E29

7DCD24E9 07B42998
931E9D0O7 513E87FA

C8F8FF39
D476C23D

00000000

3F11F22F
60428D30

1D3246F9
FOC13AFO

FBD3908D

4052BA74

C4A97512

1D3246F9
FOC13AFO

4B2CB453

6E69CF10

5A8B2929

1D3246F9
FOC13AFO

07530939

6E69CF10

5A8B2929

1D3246F9
FOC13AFO

07530939

6E69CF10

5A8B2929

B4CAE094
FOC13AFO

ACE6CCT7C
B36ESABE

75941F2C
460EF6C6

3CDD3EAE
A026A59D
ASFFD42C

75941F2C
460EF6C6

E5112548
5DDB1288
24FEB781

75941F2C
460EF6C6

A4D67811
5DDB1288
24FEB781

75941F2C
460EF6C6

A4D67811

5DDB1288
24FEB781

0928B4C3
460EF6C6

268

CA9D1C3F
4F2447EO0

8DF916AE
936CAAD6

FF47969E

59D9FDDB

9EFOE6A1

8DF916AE
936CAAD6

54620017

F4497C13

136123D5

8DF916AE
936CAAD6

11978FDF

F4497C13

136123D5

8DF916AE
936CAAD6

11978FDF

F4497C13

136123D5

1D89A841
936CAAD6

FA249DD8
4513AA0B

C984DBOB
C5451841

3EA7T21F7

192AB3C6

4BTF8A1E

C984DBOB
C5451841

7B0103DB

47F100B7

78B55F43

C984DBOB
C5451841

8F260452

47F100B7

78B55F43

C984DBOB
C5451841

8F260452

47F100B7

78B55F43

5511689A
C5451841



n0_final =1 :

A : D84B8O1F

F77E3BD5
B : 30E60B69
C70459C5
C : O51BA4F7
34FB5787

W : 00000002

n0_final = 2 :

A : D84B8O1F

F77TE3BD5
B : 63173B96
3F7BDO3A
C : O51BA4F7
34FB5787

W : 00000002

n0_final = 2 :

A : D84B801D
F77TE3BD5
B : 63173B96
3F7BDO3A
C : O51BA4F7
34FB5787

W : 00000002

n0_final = 2 :

A : D84B801D
F77TE3BD5
B : 772CC62E
AOT4TEF7
C : O051BA4F7
34FB5787
W : 00000002

n0_final = 2 :

A : 96B22A2E

89A3173F
B : 8EFE3C4D
36B4152F
C : O51BA4F7
34FB5787

swap B with C

537463CB 27AAE768 EOAEBC17
DE6E324A 20C13EDB 8459FDFE

7DCD24E9 07B42998 C8F8FF39
931E9D0O7 513E87FA D476C23D

492F2AEO A31FF63D 05CE2257
3495537C AD33A01D 1EB62E29

00000000

add M to B

537463CB 27AAE768 EOAEBC17
DEGE324A 20C13EDB 8459FDFE

B402591C 34ED61CF 2D5C619A
939F1780 513E87FA D476C23D

492F2AEO A31FF63D 05CE2257
3495537C AD33A01D 1EB62E29

00000000

xor counter W into A

537463CB 27AAE768 EOAEBC17
DEGE324A 20C13EDB 8459FDFE

B402591C 34ED61CF 2D5C619A
939F1780 513E87FA D476C23D

492F2AEO A31FF63D 05CE2257
3495537C AD33A01D 1EB62E29

00000000

permutation - rotate B

537463CB 27AAE768 EOAEBC17
DE6E324A 20C13EDB 8459FDFE

B2396804 C39E69DA C3345AB8
2F01273E OFF4A27D 847BA8SED

492F2AEO A31FF63D 05CE2257
3495537C AD33A01D 1EB62E29

00000000

permutation (j = 0)

TE596DA0 39851350 5B993B8B
2839BDE6 1271F888 EB2A3DA9

8800DA08 FE381C10 132D2BE8
89C40C65 F267438D 1C22938D

492F2AEO A31FF63D 05CE2257
3495537C AD33A01D 1EB62E29

07530939

B4CAE094

FOC13AFO

6E69CF10
5A8B2929

07530939

1D3246F9

FOC13AFO

6E69CF10
5A8B2929

07530939

1D3246F9

FOC13AFO

6E69CF10
5A8B2929

07530939

8DF23A64

75E1E182

6E69CF10
5A8B2929

DO5FD685

34445DB3

828E16D5

6E69CF10
5A8B2929

A4D67811
0928B4C3
460EF6C6

5DDB1288
24FEB781

A4D67811
75941F2C
460EF6C6

5DDB1288
24FEB781

A4D67811
75941F2C
460EF6C6

5DDB1288
24FEB781

A4D67811
3E58EB28
ED8C8C1D

5DDB1288
24FEB781

6FD3086E

EC9D21C1
S5ABF8A64

5DDB1288
24FEB781

269

11978FDF

1D89A841

936CAAD6

F4497C13
136123D5

11978FDF

8DF916AE

936CAAD6

F4497C13
136123D5

11978FDF

8DF916AE

936CAAD6

F4497C13
136123D5

11978FDF

2D5D1BF2

55AD26D9

F4497C13
136123D5

159504C0

BODOCCDB

6D20A11D

F4497C13
136123D5

8F260452

5511689A

C5451841

47F100B7
78B55F43

8F260452

C984DBOB

C5451841

47F100B7
78B55F43

8F260452

C984DBOB

C5451841

47F100B7
78B55F43

8F260452

B6179309

30838A8A

47F100B7
78B55F43

ABFE4E42

382E97AE

C561D160

47F100B7
78B55F43



W : 00000002

n0_final = 2

A : 2EBF9370
CEFB86A2
B : 52E38CF3
BCC846D1
C : O51BA4F7
34FB5787
W : 00000002

n0_final = 2 :

A : 42CA7AB9
CCFA8970
B : 6DO85ED6
9A6689A1
C : O51BA4F7
34FB5787

W : 00000002

n0_final = 2 :

A : E0042A7C
396FDAA7
B : 6DO85ED6
9A6689A1
C : O51BA4F7
34FB5787

W : 00000002

n0_final = 2 :

A : EO0042A7C
396FDAA7
B : 6DO85ED6
9A6689A1

C : D2EAT74CA
BC83E112

W : 00000002

n0_final = 2 :

A : EO0042A7C
396FDAA7

B : D2EA74CA
BC83E112

00000000

: permutation (j = 1)

47C6AA9B 52F67D34 7E6B4C97
F6147458 385A5BB3 F870E621

E821067A 0O35EEE61 B645C86B
ABB14DAF 49C705D0 B9D19472

492F2AEO A31FF63D 05CE2257
3495537C AD33A01D 1EB62E29

00000000

permutation (j = 2)

551AB388 71D002DF C21F9B38
7T2FAC99E 304343E9 097BESF5

71C06B61 6D009973 9317C3EB
O7TA2DFA 772FEF13 A474444C

492F2AEO A31FF63D 05CE2257
3495537C AD33A01D 1EB62E29

00000000

permutation - add C to A

232B50B8 3DD8F7C8 6CEA315D
7TOEB195E E7B2616E BEGA25FA

71C06B61 6D009973 9317C3EB
O7TA2DFA 772FEF13 A474444C

492F2AEO A31FF63D 05CE2257
3495537C AD33A01D 1EB62E29

00000000

subtract M from C

232B50B8 3DD8F7C8 6CEA315D
T7TOEB195E E7B2616E BEGA25FA

71C06B61 6D009973 9317C3EB
O7TA2DFA 772FEF13 A474444C

12F9F6AD 75E6BE06 A16ABFF6
3414D903 AD33A01D 1EB62E29

00000000

0404918E

598CC23B

FEE743DA

6E69CF10
5A8B2929

1CO9FBFD

0E2C0130

CECBF13A

6E69CF10
5A8B2929

E27E7E4E

0E2C0130

CECBF13A

6E69CF10
5A8B2929

E27E7E4E

0E2C0130

CECBF13A

060268AB
5A8B2929

swap B

232B50B8
TOEB195E

12F9F6AD
3414D903

with C (final state)

3DD8F7C8 6CEA315D E27ETVE4E
E7B2616E BEGA25FA

75E6BEO6 A16ABFF6 060268AB
AD33A01D 1EB62E29 5A8B2929

1E580D65
DOD1C824
54D8E652

5DDB1288
24FEB781

3FE7495A
0B46DC3E
24B4FAC5

5DDB1288
24FEB781

E86814E8

0B46DC3E
24B4FAC5

5DDB1288
24FEB781

E86814E8
0B46DC3E
24B4FAC5

F16FA81F
24FEB781

E86814E8

F16FA81F
24FEB781
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3A596788

A6043DFB

1FE7DA4D

F4497C13
136123D5

1BSE1B4C

€22786D7

F073088C

F4497C13
136123D5

F6FDAC30

C22786D7

F073088C

F4497C13
136123D5

F6FDAC30

C€22786D7
F073088C

83DAODA6
136123D5

F6FDAC30

83DAODA6
136123D5

SEOBADA7

77D23682

2B37F099

47F100B7
78B55F43

28289356

D24409C3

AOEBFB38

47F100B7
78B55F43

6CC5A5C3

D24409C3

AOEBFB38

47F100B7
78B55F43

6CC5A5C3

D24409C3
AOEBFB38

D37D8E46
78B55F43

6CC5A5C3

D37D8E46
78B55F43



C : 6DO85ED6 71C06B61 6D009973 9317C3EB OE2C0130 OB46DC3E C22786D7 D24409C3
9A6689A1 977A2DFA 772FEF13 A474444C CECBF13A 24B4FAC5 F073088C AOEBFB38

W : 00000002 00000000

Hash value :

H : OE2C0130 OB46DC3E C22786D7 D24409C3 9A6689A1 977A2DFA 772FEF13 A474444C
CECBF13A 24B4FAC5 F073088C AOEBFB38

Hash value (byte array):

H : 30 01 2C OE 3E DC 46 OB D7 86 27 C2 C3 09 44 D2

A1 89 66 9A FA 2D 7A 97 13 EF 2F 77 4C 44 74 A4
3A F1 CB CE C5 FA B4 24 8C 08 73 FO 38 FB EB AO

B.9 Intermediate States for Shabal-512 (Message A)

init

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : message block

M : 00000200 00000201 00000202 00000203 00000204 00000205 00000206 00000207
00000208 00000209 0000020A 0000020B 0000020C 0000020D 0000020E 0000020F

block number = -1 : add M to B

A : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000200 00000201 00000202 00000203 00000204 00000205 00000206 00000207
00000208 00000209 0000020A 0000020B 0000020C 0000020D 0000020E 0000020F

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : xor counter W into A

A : FFFFFFFF FFFFFFFF 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

B : 00000200 00000201 00000202 00000203 00000204 00000205 00000206 00000207
00000208 00000209 0000020A 0000020B 0000020C 0000020D 0000020E 0000020F

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
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W

FFFFFFFF

block number

A

FFFFFFFF
00000000

: 04000000

04100000

: 00000000

00000000

: FFFFFFFF

block number

A

E2AA101E
FEB14424

: 0C080202

096EBBDB

: 00000000

00000000

: FFFFFFFF

block number

A

E524968F
CC8D5743

: 98C2A26E

08061EC6

: 00000000

00000000

: FFFFFFFF

block number

A

DCED6C97
646EB744

: C1099EC7

48910C72

: 00000000

00000000

: FFFFFFFF

block number

A

DCED6C97
646EB744

: C1099EC7

48910C72

FFFFFFFF

= -1 : permutation - rotate B

FFFFFFFF 00000000 00000000
00000000 00000000 00000000

04020000 04040000 04060000
04120000 04140000 04160000

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 0)

3A5C2CEA E01C099D 8D1BE979
C24293CA BC669928 76D9392D

FCF8E3B6 A7CC2F72 67D0264D
35996C35 4BB166D7 810AC6D2

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 1)

5F83748F 98E7810D 23285DCF
4E46BE5SD DAESE19B BCEBO9F1

203FE129 91D449C4 86D27COE
CB4E531A FO7AB35C DEC22F95

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 2)

B5937A56 BC2D3479 4B2672FE
AODAOASS5 C70BCO2E 292C7C6B

07B38804 E7442E38 CC8AD853
893B24F4 CS5AOE15E BBC43469

00000000 00000000 00000000
00000000 00000000 00000000

FFFFFFFF

= -1 : permutation - add C

B5937A56 BC2D3479 4B2672FE
AODAOASS5 C70BCO2E 292C7C6B

07B38804 E7442E38 CC8AD853
893B24F4 CS5AOE15E BBC43469

00000000

04080000

04180000

00000000
00000000

1C49D94D

EBA626B2

1565EFE1

00000000
00000000

2195FE4E

E43EE5D9

F4A1DE73

00000000
00000000

A762CEO1

EB6F58DB

72D2F45C

00000000
00000000

to A

A762CEO1

EB6F58DB
72D2F45C

00000000
040A0000
041A0000

00000000
00000000

TAO6796B
8DED8694
CD97D315

00000000
00000000

7188ACDA

AA624C8B
1558F50E

00000000
00000000

EO0587D3E
1EA81CBE
75941FB6

00000000
00000000

EO587D3E

1EA81CBE
75941FB6
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00000000

040C0000

041C0000

00000000
00000000

E9703766

1E97C899

17DBF662

00000000
00000000

TAF7TFC83

18358F56

AABFEFB8

00000000
00000000

DAAA7818

73B9D52A
6D8BEOAO

00000000
00000000

DAAA7818

73B9D52A
6D8BEOAO

00000000

040E0000

041E0000

00000000
00000000

7TC25F0TF

8BC60F80

7AD81686

00000000
00000000

31F5BA1C

5498E90F

3BBAGSEF

00000000
00000000

FO9BF94BD

1DE85F1F
A1A7524A

00000000
00000000

FO9BF94BD

1DE85F1F
A1A7524A



C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : subtract M from C

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CEO1 E0587D3E DAAA7818 F9BF94BD
646EB744 AODAOAS5 C70BCO2E 292C7C6B

B : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DESSF1F
48910C72 893B24F4 C5AOE15E BBC43469 72D2F45C 75941FB6 6DS8BEOAO A1A7524A

C : FFFFFEOO FFFFFDFF FFFFFDFE FFFFFDFD FFFFFDFC FFFFFDFB FFFFFDFA FFFFFDF9
FFFFFDF8 FFFFFDF7 FFFFFDF6 FFFFFDF5 FFFFFDF4 FFFFFDF3 FFFFFDF2 FFFFFDF1

W : FFFFFFFF FFFFFFFF

block number = -1 : swap B with C

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CEO1 E0587D3E DAAA7818 F9BF94BD
646EB744 AODAOAS5 C70BCO2E 292C7C6B

B : FFFFFEOO FFFFFDFF FFFFFDFE FFFFFDFD FFFFFDFC FFFFFDFB FFFFFDFA FFFFFDF9
FFFFFDF8 FFFFFDF7 FFFFFDF6 FFFFFDF5 FFFFFDF4 FFFFFDF3 FFFFFDF2 FFFFFDF1

C : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DE85SF1F
48910C72 893B24F4 C5A0E15E BBC43469 72D2F45C 75941FB6 6DS8BEOAO A1A7524A

W : FFFFFFFF FFFFFFFF

block number = 0 : increment counter W

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CEO1 EO0587D3E DAAA7818 F9BF94BD
646EB744 AODAOAS5 C70BCO2E 292C7C6B

B : FFFFFEOO FFFFFDFF FFFFFDFE FFFFFDFD FFFFFDFC FFFFFDFB FFFFFDFA FFFFFDF9
FFFFFDF8 FFFFFDF7 FFFFFDF6 FFFFFDF5 FFFFFDF4 FFFFFDF3 FFFFFDF2 FFFFFDF1

C : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DE85SF1F
48910C72 893B24F4 C5A0E15E BBC43469 72D2F45C 75941FB6 6DS8BEOAO A1A7524A

W : 00000000 00000000

block number = 0 : message block

M : 00000210 00000211 00000212 00000213 00000214 00000215 00000216 00000217
00000218 00000219 0000021A 0000021B 0000021C 0000021D 0000021E 0000021F

block number = 0 : add M to B

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CEO1 E0587D3E DAAA7818 F9BF94BD
646EB744 AODAOAS5 C70BCO2E 292C7C6EB

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010

C : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DE85F1F
48910C72 893B24F4 CS5AOE15E BBC43469 72D2F45C 75941FB6 6D8BEOAO A1A7524A

W : 00000000 00000000

273



block number

A : DCED6C97
646EB744
B : 00000010
00000010
C : C1099EC7
48910C72
W : 00000000

block number

A : DCED6C97
646EB744
B : 00200000
00200000
C : C1099EC7
48910C72

W : 00000000

block number

A : E3C2DE4A
62A98156

B : 15F96FCE
9D167EA9

C : C1099EC7
48910C72

W : 00000000

block number

A : F762247A
AC03820D
B : 3453DF4C
32B126D6
C : C1099EC7
48910C72

W : 00000000

block number

A : F6TC2EF7
17D54265
B : D9BF68D1
TFO7D787
C : C1099EC7

= 0 : xor counter

B5937A56 BC2D3479
AODAOA5S5 C70BCO2E

00000010 00000010
00000010 00000010

07B38804 E7442E38
893B24F4 C5A0E15E

00000000

= 0 : permutation

B5937A56 BC2D3479
AODAOA55 C70BCO2E

00200000 00200000
00200000 00200000

07B38804 E7442E38
893B24F4 C5AOE15E

00000000

= 0 : permutation

15013A27 9779A969
E3930697 3AEC9AE8

BF883B5C 13B9B891
1C2CF968 C5536517

07B38804 E7442E38
893B24F4 CS5AOE15E

00000000

= 0 : permutation

9C5C1A1B 82879280
16A91946 E8198C7A

85E7DAA3 A8D88D92
5BFA1734 F7DEA750

07B38804 E7442E38
893B24F4 CH5AOE15E

00000000

= 0 : permutation

2774D1565 4B92F221
E4FDEA67 595B4C44

58BAD750 56028CB2
5194358F 3C60D665

07B38804 E7442E38

W into A

4B2672FE
292C7C6B

00000010
00000010

CC8AD853
BBC43469

- rotate

4B2672FE
292C7C6B

00200000
00200000

CC8AD853
BBC43469

(G =0

2E533DBB
02836D8A

5F17F2CF
FD3C9275

CC8AD853
BBC43469

G=1

482A0C43
C460216D

OEOQFE970
4DACD757

CC8AD853
BBC43469

G=2

8CA66230
81C61457

8134F359
BE97D79A

CC8AD853

A762CEO1

00000010

00000010

EB6F58DB
72D2F45C

B

A762CEO1

00200000

00200000

EB6F58DB
72D2F45C

F9542F32

06EBDOCD

1C7D21B5

EB6F58DB
72D2F45C

F996F842

SE2BDC68

3E9344D7

EB6F58DB
72D2F45C

E59A65D4

B5D469D8
950C3434

EB6F58DB

EO0587D3E
00000010
00000010

1EA81CBE
75941FB6

EO0587D3E
00200000
00200000

1EA81CBE
75941FB6

1830E439
E78F1BC6
EABEC5D8

1EA81CBE
75941FB6

FO6FAEB4

2648D134
DAEDDAFA

1EA81CBE
75941FB6

199FE418
941A8CC2
AED9A06D

1EA81CBE
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DAAA7818

00000010

00000010

73B9D52A
6D8BEOAO

DAAA7818

00200000

00200000

73B9D52A
6D8BEOAO

49354FD1

B68ABO2E

68C65696

73B9D52A
6D8BEOAO

6FBAE548

TAF313D8

41C9B79B

73B9D52A
6D8BEOAO

2C22673B

418B2A6E
2537DC8D

73B9D52A

FO9BF94BD

00000010

00000010

1DE8SSF1F
A1A7524A

FOBF94BD

00200000

00200000

1DE8SSF1F
A1A7524A

3FA73E25

C018C1DA

D1ECC244

1DE8SSF1F
A1A7524A

DD572216

BBAESD27

81715960

1DE8SF1F
A1A7T524A

DA3186CB

04052780
7CDB5969

1DE8SSF1F



48910C72

W : 00000000

block number

A : 20728DFD
BEOCAE40
B : D9BF68D1
TFO7D787
C : C1099EC7
48910C72

W : 00000000

block number

A : 20728DFD
BEOCAE40
B : D9BF68D1
TFO7D787
C : C1099CB7
48910A5A
W : 00000000

block number

A : 20728DFD
BEOCAE40
B : C1099CB7
48910A5A
C : D9BF68D1
TFO7D787
W : 00000000

block number

A : 20728DFD
BEOCAE40
B : C1099CB7
48910A5A
C : D9BF68D1
TFO7D787
W : 00000001

block number

M : 00000000
00000000

893B24F4 CHAOE15E BBC43469 72D2F45C

00000000

= 0 : permutation - add C to A

46COBD53 E782B699 55304632 71B4EF90
8BD14410 76D2ADAC 28ACABT7F

58BAD750 56028CB2 8134F359 B5D469D8
5194358F 3C60D665 BE97D79A 950C3434

07B38804 E7442E38 CC8AD853 EB6F58DB
893B24F4 CHAOE15E BBC43469 72D2F45C

00000000

= 0 : subtract M from C

46COBD53 E782B699 55304632 71B4EF90
8BD14410 76D2ADAC 28ACABT7F

58BAD750 56028CB2 8134F359 B5D469D8
5194358F 3C60D665 BE97D79A 950C3434

07B385F3 E7442C26 CC8AD640 EB6F56CT
893B22DB C5AODF44 BBC4324E 72D2F240

00000000

=0 : swap B with C

46C0BD53 E782B699 55304632 71B4EF90
8BD14410 76D2ADAC 28ACABT7F

07B385F3 E7442C26 CC8AD640 EB6F56CT7
893B22DB C5AODF44 BBC4324E 72D2F240

58BAD750 56028CB2 8134F359 B5D469D8
5194358F 3C60D665 BE97D79A 950C3434

00000000

= 1 : increment counter W

46COBD53 E782B699 55304632 71B4EF90
8BD14410 76D2ADAC 28ACABT7F

07B385F3 E7442C26 CC8AD640 EB6F56CT7
893B22DB C5AODF44 BBC4324E 72D2F240

58BAD750 56028CB2 8134F359 B5D469D8
5194358F 3C60D665 BE97D79A 950C3434

00000000

= 1 : message block

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

75941FB6

OEA9E82C
941A8CC2
AED9AO6D

1EA81CBE
75941FB6

OEA9E82C
941A8CC2
AED9A06D

1EA81AA9
75941D99

OEA9E82C
1EA81AA9
75941D99

941A8CC2
AED9A06D

OEA9E82C

1EA81AA9
75941D99

941A8CC2
AED9AO6D

00000000
00000000
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6D8BEOAO

DBB930F1

418B2A6E

2537DC8D

73B9D52A
6D8BEOAO

DBB930F1

418B2A6E

2537DC8D

73B9D314
6D8BDES82

DBB930F1

73B9D314

6D8BDES2

418B2A6E
2537DC8D

DBB930F1

73B9D314

6D8BDES82

418B2A6E
2537DC8D

00000000
00000000

A1A7524A

FADO6B8B

04052780

7CDB5969

1DE8SF1F
A1A7T524A

FADO6B8B

04052780

7CDB5969

1DE85D08
A1A7502B

FADO6B8B

1DE85D08

A1A7502B

04052780
7CDB5969

FADO6B8B

1DE85D08

A1A7502B

04052780
7CDB5969

00000000
00000000



block number

A : 20728DFD
BEOCAE40
B : C1099CB7
48910A5A
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : 20728DFC
BEOCAE40
B : C1099CB7
48910A5A
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : 20728DFC
BEOCAE40
B : 396F8213
14B49122
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : EO9EDBEE

T4AFE6B9
B : 2CDF3F8A
A2393B02
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : B44A2D19
C37AE049
B : D69722B0
OFC7A4E3
C : D9BF68D1
TFO7D787

=1: add M to B

46COBD53 E782B699
8BD14410 76D2ADAC

07B385F3 E7442C26
893B22DB C5A0DF44

58BAD750 56028CB2
5194358F 3C60D665

00000000

= 1 : xor counter

46COBD53 E782B699
8BD14410 76D2ADAC

07B385F3 E7442C26
893B22DB C5A0DF44

58BAD750 56028CB2
5194358F 3C60D665

00000000

= 1 : permutation

46COBD53 E782B699
8BD14410 76D2ADAC

OBE60F67 584DCE88
45B71276 BE898B41

58BAD750 56028CB2
5194358F 3C60D665

00000000

= 1 : permutation

C276F931 BOD8D4CE
57F8351D D7447331

2983105F 77E22D44
2369EEOE 55A89A4D

58BAD750 56028CB2
5194358F 3C60D665

00000000

= 1 : permutation

F0309531 7F1C7793
287F262C A892AFC2

F74395E3 AAO72FE9
491CB6D2 2BB2BCF6

58BAD750 56028CB2
5194358F 3C60D665

55304632
28ACABTF

CC8AD640
BBC4324E

8134F359
BE97D79A

W into A

55304632
28ACABTF

CC8AD640
BBC4324E

8134F359
BE97D79A

- rotate

55304632
28ACABTF

AC819915
649D7788

8134F359
BE97D79A

(G =0

C640E1B5
BACD8A8A

383740E2
8C089A65

8134F359
BE97D79A

G=10

C8EE5AA1
AFT71D3FE

9BFAGF6F
2F009195

8134F359
BE97D79A

71B4EF90

EB6F56C7

72D2F240

B5D469D8
950C3434

71B4EF90

EB6F56C7

72D2F240

B5D469D8
950C3434

B

71B4EF90

ADSFD6DE

E480E5A5

B5D469D8
950C3434

58895064

FC690226

D660OEF5A

B5D469D8
950C3434

58680662

C4571BFB

0B562728

B5D469D8
950C3434

OEA9E82C
1EA81AA9
75941D99

941A8CC2
AED9AO6D

OEA9E82C
1EA81AA9
75941D99

941A8CC2
AED9AO6D

OEA9E82C
35523D50
3B32EB28

941A8CC2
AED9A06D

B8D5F730
2D8E726F
4BECDO9E

941A8CC2
AED9A06D

EB3F6CD2

8C9C3DOD
83193211

941A8CC2
AED9A06D
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DBB930F1

73B9D314

6D8BDE82

418B2A6E
2537DC8D

DBB930F1

73B9D314

6D8BDE82

418B2A6E
2537DC8D

DBB930F1

A628E773

BD04DB17

418B2A6E
2537DC8D

14A7145B

A7092543

352E9D1E

418B2A6E
2537DC8D

7CF1E331

197F1ABA

E95326F2

418B2A6E
2537DC8D

FADO6B8B

1DE85D08

A1A7502B

04052780
7CDB5969

FADO6B8B

1DE85D08

A1A7502B

04052780
7CDB5969

FADO6B8B

BA103BDO

A057434E

04052780
7CDB5969

C93F3B68

42EOB336

791198D7

04052780
7CDB5969

DE187243

D54F4A6D

D3C4BC12

04052780
7CDB5969



W : 00000001

block number

A : 648A9B4A

2530A066
B : 74B5FA19
59CCDEDB
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : 2132BFA6
690292D9
B : 74B5FA19
59CCDEDB
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : 2132BFA6
690292D9
B : 74B5FA19
59CCDEDB
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : 2132BFA6
690292D9
B : D9BF68D1
TFO7D787
C : T74B5FA19
59CCDEDB
W : 00000001

block number

A : 2132BFA6
690292D9
B : D9BF68D1
TFO7D787

00000000

= 1 : permutation (j = 2)

BC9B82CF BA639897 20F00F46 B9BC68E2
B7509372 69C4375A D41A85F9

7518DD5A A370733E AOAE0565 13DB5342
8FEC32AC 3E09476A COBB7EC7 CC6311C9

58BAD750 56028CB2 8134F359 B5D469D8
5194358F 3C60D665 BE97D79A 950C3434

00000000

= 1 : permutation - add C to A

E13B89AC 56129D16 DDB5A2F3 BBD1DD24
81390905 FE4C9A18 773E6359

7518DD5A A370733E AOAE0565 13DB5342
8FEC32AC 3E09476A COBB7EC7 CC6311C9

58BAD750 56028CB2 8134F359 B5D469D8
5194358F 3C60D665 BE97D79A 950C3434

00000000

=1 : subtract M from C

E13B89AC 56129D16 DDB5A2F3 BBD1DD24
81390905 FE4C9A18 773E6359

7518DD5A A370733E AOAE0565 13DB5342
8FEC32AC 3E09476A COBB7EC7 CC6311C9

58BAD750 56028CB2 8134F359 B5D469D8
5194358F 3C60D665 BE97D79A 950C3434

00000000

=1 : swap B with C

E13B89AC 56129D16 DDB5A2F3 BBD1DD24
81390905 FE4C9A18 773E6359

58BAD750 56028CB2 8134F359 B5D469D8
5194358F 3C60D665 BE97D79A 950C3434

7518DD5A A370733E AOAE0565 13DB5342
8FEC32AC 3E09476A COBB7EC7 CC6311C9

00000000

= 2 : increment counter W

E13B89AC 56129D16 DDB5A2F3 BBD1DD24
81390905 FE4C9A18 773E6359

58BAD750 56028CB2 8134F359 B5D469D8
5194358F 3C60D665 BE97D79A 950C3434

E22AAQF7
5A5C072B
4E9DOSAE

941A8CC2
AED9A06D

FO0C64B27
5A5C072B
4E9DOSAE

941A8CC2
AED9A06D

FOC64B27

5A5C072B
4E9DOSAE

941A8CC2
AED9AO6D

FOC64B27
941A8CC2
AED9A06D

5A5C072B
4E9DOSAE

FOC64B27

941A8CC2
AED9A06D

277

9693C179

7762521C

449D8540

418B2A6E
2537DC8D

D4FD5B1A

7762521C

449D8540

418B2A6E
2537DC8D

D4AFD5B1A

7762521C

449D8540

418B2A6E
2537DC8D

D4FD5B1A

418B2A6E
2537DC8D

7762521C
449D8540

D4FD5B1A

418B2A6E
2537DC8D

6145A212

75916462

8C6C0223

04052780
7CDB5969

35342F97

75916462

8C6C0223

04052780
7CDB5969

35342F97

75916462

8C6C0223

04052780
7CDB5969

35342F97

04052780
7CDB5969

75916462
8C6C0223

35342F97

04052780
7CDB5969



C : T74B5FA19
59CCDEDB

W : 00000002

block number

M : 00000080

00000000

block number

A : 2132BFA6
690292D9
B : D9BF6951
TFO7D787
C : T74B5FA19
59CCDEDB

W : 00000002

block number

A : 2132BFA4

690292D9
B : D9BF6951
TFO7D787
C : T74B5FA19
59CCDEDB
W : 00000002

block number

A : 2132BFA4

690292D9
B : D2A3B37E
AFOEFEQF
C : T74B5FA19
59CCDEDB

W : 00000002

block number

A : FTAA5AB6
BO7B4DEA
B : B0848635
11994E0A
C : T74B5FA19
59CCDEDB

W : 00000002

7518DD5A A370733E
8FEC32AC 3E09476A

00000000

AOAE0565
COBB7EC7

= 2 : message block

00000000 00000000
00000000 00000000
=2 : add M to B

E13B89AC 56129D16
81390905 FE4C9A18

58BAD750 56028CB2
5194358F 3C60D665

7518DD5A A370733E
8FEC32AC 3E09476A

00000000

= 2 : xor counter

E13B89AC 56129D16
81390905 FE4C9A18

58BAD750 56028CB2
5194358F 3C60D665

7518DD5A A370733E
8FEC32AC 3E09476A

00000000

= 2 : permutation

E13B89AC 56129D16
81390905 FE4C9A18

AEAOB175 1964AC05
6B1EA328 ACCA78C1

7518DD5A A370733E
8FEC32AC 3E09476A

00000000

= 2 : permutation

1B7BO9FDD D4AE951B
F089D424 BDCOD6FO

348DCAB2 11277606
D94B6D8B 1BABD88C

7518DD5A A370733E
8FEC32AC 3E09476A

00000000

00000000
00000000

DDB5A2F3
T73E6359

8134F359
BE97D79A

AOAE0565
COBB7EC7

W into A

DDB5A2F3
T73E6359

8134F359
BE97D79A

AOAE0565
COBB7EC7

- rotate

DDB5A2F3
773E6359

E6B30269
AF357D2F

AOAE0565
COBB7EC7

G =0

98E4D1C7
7B2B5AC3

A3647ED9
DABESF63

AOAE0565
COBB7EC7

13DB5342
CC6311C9

00000000
00000000

BBD1DD24

B5D469D8

950C3434

13DB5342
CC6311C9

BBD1DD24

B5D469D8

950C3434

13DB5342
CC6311C9

B

BBD1DD24

D3B16BA8

68692A18

13DB5342
CC6311C9

4052E830

18CFCO9E

D889F179

13DB5342
CC6311C9

5A5C072B
4E9DOSAE

00000000
00000000

FOC64B27
941A8CC2
AED9A06D

5A5C072B
4E9DOSAE

FOC64B27
941A8CC2
AED9A06D

5A5C072B
4E9DOSAE

FO0C64B27
19852835
40DB5DB3

5A5C072B
4E9DOSAE

3D1FBFEB

F1EA107E
6532DB44

5A5C072B
4E9DOSAE

278

7762521C
449D8540

00000000
00000000

D4FD5B1A

418B2A6E

2537DC8D

7762521C
449D8540

D4FD5B1A

418B2A6E

2537DC8D

7762521C
449D8540

D4FD5B1A

54DC8316

B91A4A6F

7762521C
449D8540

49353DB2

1F73C461

5965FE3B

7762521C
449D8540

75916462
8C6C0223

00000000
00000000

35342F97

04052780

7CDB5969

75916462
8C6C0223

35342F97

04052780

7CDB5969

75916462
8C6C0223

35342F97

4F00080A

B2D2F9B6

75916462
8C6C0223

A6F893F7

C7077C1C

02BEDD55

75916462
8C6C0223



block number

A : 9E9110D9
49D3DDF2
B : 7AOA5BA9S
425C7332
C : T74B5FA19
59CCDEDB

W : 00000002

block number

A : 80F57FDC
B9351F52
B : 635F1FA7
C68AD3E4
C : T74B5FA19
59CCDEDB

W : 00000002

block number

A : 6ECB062B
903007EO0
B : 635F1FA7
C68AD3E4
C : T74B5FA19
59CCDEDB
W : 00000002

block number

A : 6ECB062B
903007EO0
B : 635F1FA7
C68AD3E4
C : T74B5F999
59CCDEDB
W : 00000002

block number

A : 6ECB062B
903007EO0
B : 74B5F999
59CCDEDB
C : 635F1FA7
C68AD3E4

= 2 : permutation

C861EBC1 4A80AAS8B
78B226D9 37DFOA9E

131423DD 891CBBAS
8508CF29 8228E46C

7518DD5A A370733E
8FEC32AC 3E09476A

00000000

= 2 : permutation

5D4889F6 E62F1768
535483EF 8C3EBSEC

A17777DE DDFOEB20
6F0973F9 3458F9A5

7518DD5A A370733E
8FEC32AC 3E09476A

00000000

= 2 : permutation

B23CE91A 0441049B
8DSFC7D5 C523FB71

A17777DE DDFOEB20
6F0973F9 3458F9A5

7518DD5A A370733E
8FEC32AC 3E09476A

00000000

G=10

B28E5A69 BE4F19B6
2393870E

4AE41FC3 87B3A331
F80D1B51 FOA304BA

AOAE0565 13DB5342
COBB7EC7 CC6311C9

G=2

641AF882 BDCDCATF
56356B34

FA7236AA 706DC640
5482E645 A78CE9D8

AOAE0565 13DB5342
COBB7EC7 CC6311C9

- add C to A

C38B431C 60793669
503E89FA

FA7236AA 706DC640
5482E645 A78CE9D8

AOAE0565 13DB5342
COBB7EC7 CC6311C9

= 2 : subtract M from C

B23CE91A 0441049B
8D5FC7D5 C523FB71

A17777DE DDFOEB20
6F0973F9 3458F9A5

7518DD5A A370733E
8FEC32AC 3E09476A

00000000

= 2 : swap B with

B23CE91A 0441049B
8D5FC7D5 C523FB71

7518DD5A A370733E
8FEC32AC 3E09476A

A17777DE DDFOEB20
6F0973F9 3458F9A5

C38B431C 60793669
503E89FA

FA7236AA 706DC640
5482E645 A78CE9D8

AOAE0565 13DB5342
COBB7EC7 CC6311C9

C

C38B431C 60793669
503E89FA

AOAE0565 13DB5342
COBB7EC7 CC6311C9

FA7236AA 706DC640
5482E645 A78CE9D8

B920408A
6499F9DB
8CBAO9FD

5A5C072B
4E9DOSAE

9AE71255
6B8485BF
B5DF6FEB

5A5C072B
4E9DOSAE

7D453E8B
6B8485BF
BS5DF6FEB

5A5C072B
4E9DOSAE

7D453E8B
6B8485BF
BSDF6FEB

5A5C072B
4E9DOSAE

7D453E8B

5A5C072B
4E9DOSAE

6B8485BF
BSDF6FEB

279

CBB77ESD

F6C77DA3

86837DD4

7762521C
449D8540

CFF6CE83

F45E13D0

TEC7BCBA

7762521C
449D8540

2F57E5B4

F45E13D0

TEC7BCBA

7762521C
449D8540

2F57E5B4

F45E13D0

TEC7BCBA

7762521C
449D8540

2F57E5B4

7762521C

449D8540

F45E13D0
TEC7BCBA

A598F1B6

526280C8

5F1AB4E3

75916462
8C6C0223

5B672F19

3F2006ED

17FFFDOD

75916462
8C6C0223

B4433BDD

3F2006ED

17FFFDOD

75916462
8C6C0223

B4433BDD

3F2006ED

17FFFDOD

75916462
8C6C0223

B4433BDD

75916462

8C6C0223

3F2006ED
17FFFDOD



W : 00000002

n0_final = 0 :

A : 6ECB062B
903007EO0
B : 74B5FA19
59CCDEDB
C : 63b5F1FA7
C68AD3E4
W : 00000002

n0_final = 0 :

A : 6ECB0629
903007EO0
B : 74B5FA19
59CCDEDB
C : 635F1FA7
C68AD3E4
W : 00000002

n0_final = 0 :

A : 6ECB0629
903007EO0
B : F432E96B
BDB6B399
C : 635F1FA7
C68AD3E4
W : 00000002

n0_final = 0 :

A : 149D7202
8530F23A
B : 9597F988
01A26AF6
C : 635F1FA7
C68AD3E4

W : 00000002

n0_final = 0 :

A : DC5BAB2B
EDF6D320
B : ODCEF553
20E08138

00000000

add M to B

B23CE91A 0441049B C38B431C
8DSFC7D5 C523FB71 503E89FA

7518DD5A A370733E AOAE0565
8FEC32AC 3E09476A COBBT7EC7

A17777DE DDFOEB20 FA7236AA
6F0973F9 3458F9A5 5482E645

00000000

xor counter W into A

B23CE91A 0441049B C38B431C
8DBFC7D5 C523FB71 503E89FA

7518DD5A A370733E AOAE0565
8FEC32AC 3E09476A COBBT7EC7

A17777DE DDFOEB20 FA7236AA
6F0973F9 3458F9A5 5482E645

00000000

permutation - rotate B

B23CE91A 0441049B C38B431C
8D5FC7D5 C523FB71 503E89FA

BAB4EA31 E67D46EO0 OACB415C
65591FD8 8ED47C12 FD8F8176

A17777DE DDFOEB20 FA7236AA
6F0973F9 3458F9A5 5482E645

00000000

permutation (j = 0)

183AC7E6 54A20EE4 71EFEB74
E9D24A81 265E3865 1AFS5CFAB

DDAFB60C 9AACOD55 3EF4CF5C
DCOF8ACE C4093FBF 1E1532B9

A17777DE DDFOEB20 FA7236AA
6F0973F9 3458F9A5 5482E645

00000000

permutation (j = 1)

8C22F3E3 E64FD398 3FCC92AC
81F104D5 221FCBOE A9A74700

028E5C2D 74EF49F5 47B48CD3
CAE21981 91A25318 FC190821

60793669

13DB5342

CC6311C9

706DC640
A78CE9D8

60793669

13DB5342

CC6311C9

706DC640
A78CE9D8

60793669

A68427B6

239398C6

706DC640
A78CE9D8

4B531C29

F9A4ACBB
AC45BC71

706DC640
A78CE9D8

F04712D0

E14075A8
573395CC

7D453E8B
5A5C072B
4E9DOSAE

6B8485BF
BSDF6FEB

7D453E8B
5A5C072B
4E9DOSAE

6B8485BF
BS5DF6FEB

7D453E8B

OE56B4B8
115C9D3A

6B8485BF
BSDF6FEB

5B5C9818
B8OEOEQ7
C57C026D

6B8485BF
BSDFE6FEB

395B6353

OE12E605
4C5C9877

280

2F57E5B4

7762521C

449D8540

F45E13D0
TEC7BCBA

2F57E5B4

7762521C

449D8540

F45E13D0
TECTBCBA

2F57E5B4

A438EEC4

0A80893B

F45E13D0
TEC7BCBA

91630F92

26ED2DE4
BE5CE36D

F45E13D0
TEC7BCBA

2C7F8D1F

903A6F39
AF39B43B

B4433BDD

75916462

8C6C0223

3F2006ED
17FFFDOD

B4433BDD

75916462

8C6C0223

3F2006ED
17FFFDOD

B4433BDD

C8C4EB22

044718D8

3F2006ED
17FFFDOD

66A9BA59

08DF93E3
869E253B

3F2006ED
17FFFDOD

ABEOCOF6

47E7T9F39
5A23757E



C : 635F1FA7 A17777DE DDFOEB20 FA7236AA 706DC640 6B8485BF F45E13D0 3F2006ED
C68AD3E4 6F0973F9 3458F9A5 5482E645 A78CE9D8 BSDF6FEB 7EC7BCBA 17FFFDOD

W : 00000002 00000000

n0_final = 0 : permutation (j = 2)

A : CCE62684 2BDFF7E8 53FEF52D AEFA4E31 69AB67CB A5759544 2A7D89AD B8A165CD
C145171C 18B81F66 A5213421 22837339

B : B9C369F2 D9A28BE6 6AA91390 2A8F6A26 F199322A C805C41D 8C75D4A1 DECA8SFBC
D7959A44 CF4E59B8 F6C6D063 BF6C8A71 90DDC37B 7FFEDO77 04ADA3A9 693A663A

C : 635F1FA7 A17777DE DDFOEB20 FA7236AA 706DC640 6B8485BF F45E13D0 3F2006ED
C68AD3E4 6F0973F9 3458F9A5 5482E645 A78CE9D8 BSDF6FEB 7EC7BCBA 17FFFDOD

W : 00000002 00000000

nO_final = 0 : permutation - add C to A

A : 33DB4080 A739C7A7 16DA62B5 001109DB BB3DA26F 3FCD4FOF A682FB43 BF495E62
4F5A3AF8 F73DA362 358E9DC4 CA023D68

B : B9C369F2 D9A28BE6 6AA91390 2A8F6A26 F199322A C805C41D 8C75D4A1 DECASFBC
D7959A44 CF4E59B8 F6C6D063 BF6C8A71 90DDC37B 7FFEDO77 04ADA3A9 693A663A

C : 635F1FA7 A17777DE DDFOEB20 FA7236AA 706DC640 6B8485BF F45E13D0 3F2006ED
C68AD3E4 6F0973F9 3458F9A5 5482E645 A78CE9D8 BSDF6FEB 7EC7BCBA 17FFFDOD

W : 00000002 00000000

n0_final = 0 : subtract M from C

A : 33DB4080 A739C7A7 16DA62B5 001109DB BB3DA26F 3FCD4FOF A682FB43 BF495E62
4F5A3AF8 F73DA362 358E9DC4 CA023D68

B : B9C369F2 D9A28BE6 6AA91390 2A8F6A26 F199322A C805C41D 8C75D4A1 DECASFBC
D7959A44 CF4E59B8 F6C6D063 BF6C8A71 90DDC37B 7FFEDO77 04ADA3A9 693A663A

C : 635F1F27 A17777DE DDFOEB20 FA7236AA 706DC640 6B8485BF F45E13D0 3F2006ED
C68AD3E4 6F0973F9 3458F9AL 5482E645 A78CE9D8 BOLDF6FEB 7EC7BCBA 17FFFDOD

W : 00000002 00000000

nO_final = 0 : swap B with C

A : 33DB4080 A739C7A7 16DA62B5 001109DB BB3DA26F 3FCD4FOF A682FB43 BF495E62
4F5A3AF8 F73DA362 358E9DC4 CA023D68

B : 635F1F27 A17777DE DDFOEB20 FA7236AA 706DC640 6B8485BF F45E13D0 3F2006ED
C68AD3E4 6F0973F9 3458F9A5 5482E645 A78CE9D8 BSDF6FEB 7EC7BCBA 17FFFDOD

C : B9C369F2 D9A28BE6 6AA91390 2A8F6A26 F199322A C805C41D 8C75D4A1 DECA8SFBC
D7959A44 CF4E59B8 F6C6D063 BF6C8A71 90DDC37B 7FFEDO77 04ADA3A9 693A663A

W : 00000002 00000000

n0_final =1 : add M to B

A : 33DB4080 A739C7A7 16DA62B5 001109DB BB3DA26F 3FCD4FOF A682FB43 BF495E62
4F5A3AF8 F73DA362 358E9DC4 CA023D68

281



B : 635F1FA7 A17777DE DDFOEB20 FA7236AA 706DC640 6B8485BF F45E13D0 3F2006ED
C68AD3E4 6F0973F9 3458F9A5 5482E645 A78CE9D8 BSDF6FEB 7EC7BCBA 17FFFDOD

C : B9C369F2 D9A28BBE6 6AA91390 2A8F6A26 F199322A C805C41D 8C75D4A1 DECA8SFBC
D7959A44 CF4E59B8 F6C6D063 BF6C8A71 90DDC37B 7FFEDO77 04ADA3A9 693A663A

W : 00000002 00000000

n0_final = 1 : xor counter W into A

A : 33DB4082 A739C7A7 16DA62B5 001109DB BB3DA26F 3FCD4FOF A682FB43 BF495E62
4F5A3AF8 F73DA362 358E9DC4 CA023D68

B : 635F1FA7 A17777DE DDFOEB20 FA7236AA 706DC640 6B8485BF F45E13D0 3F2006ED
C68AD3E4 6F0973F9 3458F9A5 5482E645 A78CE9D8 BSDF6FEB 7EC7BCBA 17FFFDOD

C : B9C369F2 D9A28BE6 6AA91390 2A8F6A26 F199322A C805C41D 8C75D4A1 DECA8SFBC
D7959A44 CF4E59B8 F6C6D063 BF6C8A71 90DDC37B 7FFEDO77 04ADA3A9 693A663A

W : 00000002 00000000

nO_final = 1 : permutation - rotate B

A : 33DB4082 A739C7A7 16DA62B5 001109DB BB3DA26F 3FCD4FOF A682FB43 BF495E62
4F5A3AF8 F73DA362 358E9DC4 CA023D68

B : 3F4EC6BE EFBD42EE D641BBE1 6D55F4E4 8C80EODB OB7ED709 27A1E8BC ODDA7E40
A7C98D15 E7F2DE12 F34A68B1 CC8AA905 D3B14F19 DFD76BBE 7974FD8F FA1A2FFF

C : B9C369F2 D9A28BE6 6AA91390 2A8F6A26 F199322A C805C41D 8C75D4A1 DECA8SFBC
D7959A44 CF4AE59B8 F6C6D063 BF6C8A71 90DDC37B 7FFEDO77 O04ADA3A9 693A663A

W : 00000002 00000000

n0_final = 1 : permutation (j = 0)

A : 91502CEF FA5B99ED AE56D69D 589B022C 7BDA9079 AA8S8CBB35 2FA4D3A1 DACFCDAB
1B913AB3 3D90A836 F648A85B 09B6DD66

B : E78664F6 6E75DC7TF EEBOSE27 4F27B4EO 9D24AE31 438EEAD8 9F18FD26 3E84CED4
ABFDDF67 ODSAEBEC EF2386C7 6F5C7092 C9CD4D23 BAOAB16F A340D27C 5350A22C

C : B9C369F2 D9A28BE6 6AA91390 2A8F6A26 F199322A C805C41D 8C75D4A1 DECA8SFBC
D7959A44 CF4E59B8 F6C6D063 BF6C8A71 90DDC37B 7FFEDO77 O04ADA3A9 693A663A

W : 00000002 00000000

n0_final = 1 : permutation (j = 1)

A : FOF3C949 1A14D83E 7FABC2E3 DCE75A6F 67C8EA56 A9ABF3BE 4C8A9A07 51256499
A2AE3DDD FC862E24 F276FC93 D03C05B4

B : F11E0201 221265AB D5A7D1A1 2F5F3B13 67189E41 8464046B 33B8F921 52CA67E3
58F78879 FEFEF019 5E133093 FDAO44B4 OBADS8FEE 22416E9E F5F4C101 087BDF3E

C : B9C369F2 D9A28BE6 6AA91390 2A8F6A26 F199322A C805C41D 8C75D4A1 DECA8SFBC
D7959A44 CF4E59B8 F6C6D063 BF6C8A71 90DDC37B 7FFEDO77 04ADA3A9 693A663A
W : 00000002 00000000

n0_final = 1 : permutation (j = 2)

282



A : OC9FCOC6

7BOBEA46
B : D90A5233
A65F93BA
C : B9C369F2
D7959A44
W : 00000002
n0_final =1 :
A : B5FD62497
43CF6E99
B : D90A5233
A65F93BA
C : B9C369F2
D7959A44
W : 00000002

n0_final =1 :

A : BFD62497
43CF6E99
B : D90A5233
AG5F93BA
C : B9C36972
D7959A44
W : 00000002

n0_final =1 :

A : 5FD62497
43CF6E99
B : B9C36972
D7959A44
C : D90A5233
A65F93BA
W : 00000002

n0_final = 2 :

A : BFD62497
43CF6E99
B : B9C369F2
D7959A44
C : D90A5233
A65F93BA
W : 00000002

7AC06949 2349DF2D
44C9F247 6D16C208

625DBAFC AO4AEOF1
TFCB1E48 60830747

D9A28BE6 6AA91390
CFAE59B8 F6C6D063

00000000

B6FAC8SEO 44FOFFA7
9ED68230 8469B054

625DBAFC AO4AEOF1
TFCB1E48 60830747

D9A28BE6 6AA91390
CFAE59B8 F6C6D063

00000000

subtract M from

B6FACSEO 44FOFFA7
9ED68230 8469B054

625DBAFC AO4AEOF1
TFCB1E48 60830747

D9A28BE6 6AA91390
CFAE59B8 F6C6D063

00000000

swap B with C

B6FAC8SEO 44FOFFA7
9ED68230 8469B054

D9A28BE6 6AA91390
CFAE59B8 F6C6D063

625DBAFC AO4AEOF1
TFCB1E48 60830747

00000000

add M to B

B6FACSEO 44FOFFA7
9ED68230 8469B054

D9A28BE6 6AA91390
CFAE59B8 F6C6D063

625DBAFC AO4AEOF1
TFCB1E48 60830747

00000000

1E4407AD
6A402409

15BBA584
B3922082

2A8F6A26
BF6C8A71

permutation - add C to A

1A109387
F22A6CB6

15BBA584
B3922082

2A8F6A26
BF6C8A71

C

1A109387
F22A6CB6

15BBA584
B3922082

2A8F6A26
BF6C8AT1

1A109387
F22A6CB6

2A8F6A26
BF6C8A71

15BBA584
B3922082

1A109387
F22A6CB6

2A8F6A26
BF6C8A71

15BBA584
B3922082

E84F7CB7

3D510ABB

93AC0A65

F199322A
90DDC37B

S5AE3DCD3

3D510ABB

93ACOA65

F199322A
90DDC37B

S5AE3DCD3

3D510ABB

93AC0A65

F199322A
90DDC37B

S5AE3DCD3

F199322A

90DDC37B

3D510ABB
93AC0A65

S5AE3DCD3

F199322A

90DDC37B

3D510ABB
93AC0A65

7DC90184

8DF79E61

FFB4D084

C805C41D
TFFEDO77

O00OBB37E4

8DF79E61

FFB4D084

C805C41D
TFFEDO77

00BB37E4

8DF79E61

FFB4D084

C805C41D
TFFEDO77

00BB37E4

C805C41D

TFFEDO77

8DF79E61
FFB4D084

00BB37E4

C805C41D

TFFEDO77

8DF79E61
FFB4D084

283

235A999E

BBC7D290

7900BFF4

8C75D4A1
04ADA3A9

94514359

BBC7D290

7900BFF4

8C75D4A1
04ADA3A9

94514359

BBC7D290

7900BFF4

8C75D4A1
04ADA3A9

94514359

8C75D4A1

04ADA3A9

BBC7D290
7900BFF4

94514359

8C75D4A1

04ADA3A9

BBC7D290
7900BFF4

B72D5614

442F3794

8548658A

DECASFBC
693A663A

A5130EA8

442F3794

8548658A

DECASFBC
693A663A

A5130EA8

442F3794

8548658A

DECASFBC
693A663A

A5130EA8

DECASFBC

693A663A

442F3794
8548658A

A5130EA8

DECASFBC

693A663A

442F3794
8548658A



n0_final = 2 :

A

n0_final = 2 :

A

n0_final = 2 :

A

n0_final = 2 :

A

n0_final = 2 :

A

5FD62495
43CF6E99

: B9C369F2

D7959A44

: D90A5233

A65F93BA

: 00000002

5FD62495
43CF6E99

: D3E57386

3489AF2B

: D90A5233

A65F93BA

: 00000002

B50F955E
8C38660A

: 0829DF49

1AD4C7A3

: D90A5233

A65F93BA

: 00000002

EEEC612F
F7C8228E

1 99963048

24BA1196

: D90A5233

A65F93BA

: 00000002

D13EEC24
DDO795A2

: C6168015

9701A5A6

: D90A5233

xor counter W into A

B6FAC8SEO 44FOFFA7 1A109387
9ED68230 8469B054 F22A6CB6

D9A28BE6 6AA91390 2A8F6A26
CFAE59B8 F6C6D063 BF6C8AT1

625DBAFC AO4AEOF1 15BBA584
TFCB1E48 60830747 B3922082

00000000

permutation - rotate B

B6FAC8SEO 44FOFFA7 1A109387
9ED68230 8469B054 F22A6CB6

17CDB345 2720D552 D44C551E
B3719E9C AOC7EDS8D 14E37ED9

625DBAFC AO4AEOF1 15BBA584
TFCB1E48 60830747 B3922082

00000000

permutation (j = 0)

14BC3748 C5FA1146 194908C5
26BE8839 7BE28900 4FCA5136

3335F5B0 2F241782 C99DAF9D
BFA24AFF C592ADE4 99F3537B

625DBAFC AO4AEOF1 15BBA584
7TFCB1E48 60830747 B3922082

00000000

1)

permutation (j =

0C2858E0 110AB337 D2EOOB4E
1E53BOCE 8A9CF588 4F5F50B5

OD50ADA1 0A73C891 17DCC13D
8C9332E0 65D01701 1EF95246

625DBAFC AO4AEOF1 15BBA584
TFCB1E48 60830747 B3922082

00000000

permutation (j = 2)

6EE69FOF 10237A16 6772D8CD
0128DE26 40A44561 8D95E288

OA3F1FC8 688DD952 8E9E2FED
FO37B89F 20C6C44E DC7931E7

625DBAFC AO4AEOF1 15BBA584

S5AE3DCD3

F199322A

90DDC37B

3D510ABB
93AC0A65

S5AE3DCD3

6455E332

86F721BB

3D510ABB
93AC0A65

7004768B

47504F10

471E29D6

3D510ABB
93AC0A65

F5654CBC

86974351

84A6EOEF

3D510ABB
93AC0A65

218A7975

23EF9578
2BB5AB82

3D510ABB

00BB37E4
C805C41D
TFFEDO77

8DF79E61
FFB4D084

00BB37E4
883B900B
AOEEFFFD

8DF79E61
FFB4D084

D42009BE
3BA8D656
AAQE374C

8DF79E61
FFB4D084

OCTEE713

96FDE39D
A6BD7675

8DF79E61
FFB4D084

16EE22A1
BCE2A7CB
B3ADCD32

8DF79E61

284

94514359

8C75D4A1

04ADA3A9

BBC7D290
7900BFF4

94514359

A94318EB

4752095B

BBC7D290
7900BFF4

05496831

A830A619

B4A1FCOF

BBC7D290
7900BFF4

8760F284

25024644

11DCF564

BBC7D290
7900BFF4

149915B3

A5D80961
9CE25056

BBC7D290

A5130EA8

DECASFBC

693A663A

442F3794
8548658A

A5130EA8

1F79BD95

CC74D274

442F3794
8548658A

86CDE330

47C167ES

TE5F53D3

442F3794
8548658A

AB6C79AE

3F226080

A82D21F7

442F3794
8548658A

1E746A94

E6C9E632
22305E98

442F3794



A65F93BA 7FCB1E48 60830747 B3922082 93ACO0A65 FFB4D084 7900BFF4 8548658A

W : 00000002 00000000

nO_final = 2 : permutation - add C to A

A : 1FD517B4 18EE0662 002DA3F7 3C864C42 00BDBC17 D3A91349 84B98D58 DBOA255C
EA84933C 78858700 4E1BD28E 22E17C53

B : C6168015 OA3F1FC8 688DD952 8E9E2FED 23EF9578 BCE2A7CB A5D80961 E6C9E632
9701A5A6 FO37B89F 20C6C44E DC7931E7 2BB5AB82 B3ADCD32 9CE25056 22305E98

C : D90A5233 625DBAFC AO4AEOF1 15BBA584 3D510ABB 8DF79E61 BBC7D290 442F3794
A65F93BA 7FCB1E48 60830747 B3922082 93ACO0A65 FFB4D084 7900BFF4 8548658A

W : 00000002 00000000

n0_final = 2 : subtract M from C

A : 1FD517B4 18EE0662 002DA3F7 3C864C42 00BDBC17 D3A91349 84B98D58 DBOA255C
EA84933C 78858700 4E1BD28E 22E17C53

B : C6168015 OA3F1FC8 688DD952 8E9E2FED 23EF9578 BCE2A7CB A5D80961 E6C9E632
9701A5A6 FO37B89F 20C6C44E DC7931E7 2BB5AB82 B3ADCD32 9CE25056 22305E98

C : D90A51B3 625DBAFC AO4AEOF1 15BBA584 3D510ABB 8DF79E61 BBC7D290 442F3794
A65F93BA 7FCB1E48 60830747 B3922082 93ACO0A65 FFB4D084 7900BFF4 8548658A

W : 00000002 00000000

n0_final = 2 : swap B with C (final state)

A : 1FD517B4 18EE0662 002DA3F7 3C864C42 00BDBC17 D3A91349 84B98D58 DBOA255C
EA84933C 78858700 4E1BD28E 22E17C53

B : D90A51B3 625DBAFC AO4AEOF1 15BBA584 3D510ABB 8DF79E61 BBC7D290 442F3794
A65F93BA 7FCB1E48 60830747 B3922082 93ACO0A65 FFB4D084 7900BFF4 8548658A

C : C6168015 OA3F1FC8 688DD952 8E9E2FED 23EF9578 BCE2A7CB A5D80961 E6C9E632
9701A5A6 FO37B89F 20C6C44E DC7931E7 2BB5AB82 B3ADCD32 9CE25056 22305E98

W : 00000002 00000000

Hash value (word array):
H : C6168015 OA3F1FC8 688DD952 8E9E2FED 23EF9578 BCE2A7CB A5D80961 E6C9E632
9701A5A6 FO37B89F 20C6C44E DC7931E7 2BB5AB82 B3ADCD32 9CE25056 22305E98
Hash value (byte array):
H : 15 80 16 C6 C8 1F 3F OA 52 D9 8D 68 ED 2F 9E 8E
78 95 EF 23 CB A7 E2 BC 61 09 D8 A5 32 E6 C9 E6

A6 A5 01 97 9F B8 37 FO 4E C4 C6 20 E7 31 79 DC
82 AB B5 2B 32 CD AD B3 56 50 E2 9C 98 5E 30 22

B.10 Intermediate States for Shabal-512 (Message B)

init
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: 00000000

00000000

: 00000000

00000000

: 00000000

00000000

: FFFFFFFF

block number

M

: 00000200

00000208

block number

A

00000000
00000000

: 00000200

00000208

: 00000000

00000000

: FFFFFFFF

block number

A

FFFFFFFF
00000000

: 00000200

00000208

: 00000000

00000000

: FFFFFFFF

block number

A

FFFFFFFF
00000000

: 04000000

04100000

: 00000000

00000000

: FFFFFFFF

block number

A

E2AA101E
FEB14424

: 0C080202

096EBBDB

00000000 00000000 00000000 00000000
00000000 00000000 00000000

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : message block

00000201 00000202 00000203 00000204
00000209 0000020A 0000020B 0000020C
=-1: add M to B

00000000 00000000 00000000 00000000
00000000 00000000 00000000

00000201 00000202 00000203 00000204
00000209 0000020A 0000020B 0000020C

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : xor counter W into A

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

00000201 00000202 00000203 00000204
00000209 0000020A 0000020B 0000020C

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation - rotate B

FFFFFFFF 00000000 00000000 00000000
00000000 00000000 00000000

04020000 04040000 04060000 04080000
04120000 04140000 04160000 04180000

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

FFFFFFFF

= -1 : permutation (j = 0)

3A5C2CEA E01C099D 8D1BE979 1C49D94D
C24293CA BC669928 76D9392D

FCF8E3B6 A7CC2F72 67D0264D EBA626B2
35996C35 4BB166D7 810AC6D2 1565EFE1

00000000
00000000
00000000

00000000
00000000

00000205
0000020D

00000000
00000205
0000020D

00000000
00000000

00000000

00000205
0000020D

00000000
00000000

00000000
040A0000
041A0000

00000000
00000000

TAO6796B

8DED8694
CD97D315

286

00000000

00000000

00000000

00000000
00000000

00000206
0000020E

00000000

00000206

0000020E

00000000
00000000

00000000

00000206

0000020E

00000000
00000000

00000000

040C0000
041C0000

00000000
00000000

E9703766

1E97C899
17DBF662

00000000

00000000

00000000

00000000
00000000

00000207
0000020F

00000000

00000207

0000020F

00000000
00000000

00000000

00000207

0000020F

00000000
00000000

00000000

040E0000
041E0000

00000000
00000000

7C25F0TF

8BC60F80
7AD81686



C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation (j = 1)

A : E524968F 5F83748F 98E7810D 23285DCF 2195FE4E 7188ACDA 7AF7FC83 31F5BA1C
CC8D5743 4E46BESD DAESE19B BCEBO9F1

B : 98C2A26E 203FE129 91D449C4 86D27COE E43EE5D9 AA624C8B 18358F56 5498E9OF
08061EC6 CB4E531A FO7AB35C DEC22F95 F4A1DE73 1558F50E AABFEFB8 3BBAGSEF

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation (j = 2)

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CEO1 E0587D3E DAAA7818 F9BF94BD
646EB744 AODAOA55 C70BCO2E 292C7C6B

B : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DESSF1F
48910C72 893B24F4 C5A0E15E BBC43469 72D2F45C 75941FB6 6DSBEOAO A1A7524A

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : permutation - add C to A

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CEO1 E0587D3E DAAA7818 F9BF94BD
646EB744 AODAOA55 C70BCO2E 292C7C6B

B : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DESSF1F
48910C72 893B24F4 C5A0E15E BBC43469 72D2F45C 75941FB6 6DSBEOAO A1A7524A

C : 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W : FFFFFFFF FFFFFFFF

block number = -1 : subtract M from C

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CEO1 E0587D3E DAAA7818 F9BF94BD
646EB744 AODAOA55 C70BCO2E 292C7C6B

B : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DESSF1F
48910C72 893B24F4 C5A0E15E BBC43469 72D2F45C 75941FB6 6DSBEOAO A1A7524A

C : FFFFFEOO FFFFFDFF FFFFFDFE FFFFFDFD FFFFFDFC FFFFFDFB FFFFFDFA FFFFFDF9
FFFFFDF8 FFFFFDF7 FFFFFDF6 FFFFFDF5 FFFFFDF4 FFFFFDF3 FFFFFDF2 FFFFFDF1

W : FFFFFFFF FFFFFFFF

block number = -1 : swap B with C

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CEO1 E0587D3E DAAA7818 F9BF94BD
646EB744 AODAOA55 C70BCO2E 292C7C6B
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B : FFFFFEOO FFFFFDFF FFFFFDFE FFFFFDFD FFFFFDFC FFFFFDFB FFFFFDFA FFFFFDF9
FFFFFDF8 FFFFFDF7 FFFFFDF6 FFFFFDF5 FFFFFDF4 FFFFFDF3 FFFFFDF2 FFFFFDF1

C : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DE85SF1F
48910C72 893B24F4 C5A0E15E BBC43469 72D2F45C 75941FB6 6DS8BEOAO A1A7524A

W : FFFFFFFF FFFFFFFF

block number = 0 : increment counter W

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CE01 EO0587D3E DAAA7818 F9BF94BD
646EB744 AODAOAS5 C70BCO2E 292C7C6B

B : FFFFFEOO FFFFFDFF FFFFFDFE FFFFFDFD FFFFFDFC FFFFFDFB FFFFFDFA FFFFFDF9
FFFFFDF8 FFFFFDF7 FFFFFDF6 FFFFFDF5 FFFFFDF4 FFFFFDF3 FFFFFDF2 FFFFFDF1

C : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DE85F1F
48910C72 893B24F4 C5A0E15E BBC43469 72D2F45C 75941FB6 6DSBEOAO A1A7524A

W : 00000000 00000000

block number = 0 : message block

M : 00000210 00000211 00000212 00000213 00000214 00000215 00000216 00000217
00000218 00000219 0000021A 0000021B 0000021C 0000021D 0000021E 0000021F

block number = 0 : add M to B

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CEO1 E0587D3E DAAA7818 F9BF94BD
646EB744 AODAOAS5 C70BCO2E 292C7C6B

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010

C : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DE8SF1F
48910C72 893B24F4 CS5AOE15E BBC43469 72D2F45C 75941FB6 6D8BEOAO A1A7524A

W : 00000000 00000000

block number = 0 : xor counter W into A

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CEO1 EO587D3E DAAA7818 F9BF94BD
646EB744 AODAOAS5 C70BCO2E 292C7C6B

B : 00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010
00000010 00000010 00000010 00000010 00000010 00000010 00000010 00000010

C : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DE85SF1F
48910C72 893B24F4 C5A0E15E BBC43469 72D2F45C 75941FB6 6DS8BEOAO A1A7524A

W : 00000000 00000000

block number = 0 : permutation - rotate B

A : DCED6C97 B5937A56 BC2D3479 4B2672FE A762CE01 EO587D3E DAAA7818 F9BF94BD
646EB744 AODAOAS5 C70BCO2E 292C7C6B

B : 00200000 00200000 00200000 00200000 00200000 00200000 00200000 00200000
00200000 00200000 00200000 00200000 00200000 00200000 00200000 00200000

C : C1099EC7 07B38804 E7442E38 CC8AD853 EB6F58DB 1EA81CBE 73B9D52A 1DE85SF1F
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48910C72

W : 00000000

block number

A : E3C2DE4A

62A98156
B : 15F96FCE
9D167EA9
C : C1099EC7
48910C72

W : 00000000

block number

A : F762247A

AC03820D
B : 3453DF4C
32B126D6
C : C1099EC7
48910C72
W : 00000000

block number

A : F6TC2EF7
17D54265
B : D9BF68D1
TFO7D787
C : C1099EC7
48910C72
W : 00000000

block number

A : 20728DFD
BEOCAE40
B : D9BF68D1
TFO7D787
C : C1099EC7
48910C72
W : 00000000

block number

A : 20728DFD
BEOCAE40
B : D9BF68D1

893B24F4 CHAOE15E BBC43469 72D2F45C

00000000

= 0 : permutation (j = 0)

15013A27 9779A969 2E533DBB F9542F32
E3930697 3AEC9AE8 02836D8A

BF883B5C 13B9B891 5F17F2CF 06EBDOCD
1C2CF968 C5536517 FD3C9275 1C7D21B5

07B38804 E7442E38 CC8AD853 EB6F58DB
893B24F4 CHAOE15E BBC43469 72D2F45C

00000000

= 0 : permutation (j = 1)

9C5C1A1B 82879280 482A0C43 F996F842
16A91946 E8198C7A C460216D

85E7DAA3 A8D88D92 OEOFEQ70 S5E2BDC68
5BFA1734 F7DEA750 4DACD757 3E9344D7

07B38804 E7442E38 CC8AD853 EB6F58DB
893B24F4 CHAOE15E BBC43469 72D2F45C

00000000

= 0 : permutation (j = 2)

2774D1565 4B92F221 8CA66230 E59A65D4
E4FDEA67 595B4C44 81C61457

58BAD750 56028CB2 8134F359 B5D469D8
5194358F 3C60D665 BE97D79A 950C3434

07B38804 E7442E38 CC8AD853 EB6F58DB
893B24F4 C5A0E15E BBC43469 72D2F45C

00000000

= 0 : permutation - add C to A

46COBD53 E782B699 55304632 71B4EF90
8BD14410 76D2ADAC 28ACABT7F

58BAD750 56028CB2 8134F359 B5D469D8
5194358F 3C60D665 BE97D79A 950C3434

07B38804 E7442E38 CC8AD853 EB6F58DB
893B24F4 CH5AOE15E BBC43469 72D2F45C

00000000

= 0 : subtract M from C

46COBD53 E782B699 55304632 71B4EF90
8BD14410 76D2ADAC 28ACABT7F

58BAD750 56028CB2 8134F359 B5D469D8

75941FB6

1830E439
E78F1BC6
EABEC5D8

1EA81CBE
75941FB6

FO6FAEB4

2648D134
DAEDDAFA

1EA81CBE
75941FB6

199FE418
941A8CC2
AED9AO6D

1EA81CBE
75941FB6

OEA9E82C
941A8CC2
AED9AO6D

1EA81CBE
75941FB6

OEA9E82C

941A8CC2
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6D8BEOAO

49354FD1

B68ABO2E

68C65696

73B9D52A
6D8BEOAO

6FBAE548

TAF313D8

41C9B79B

73B9D52A
6D8BEOAO

2C22673B

418B2A6E
2537DC8D

73B9D52A
6D8BEOAO

DBB930F1

418B2A6E

2537DC8D

73B9D52A
6D8BEOAO

DBB930F1

418B2A6E

A1A7524A

3FA73E25

CO18C1DA

D1ECC244

1DE8SF1F
A1A7T524A

DD572216

BBAESD27

81715960

1DE8SSF1F
A1A7524A

DA3186CB

04052780
7CDB5969

1DE8S5SF1F
A1A7524A

FADO6B8B

04052780

7CDB5969

1DE8SF1F
A1A7524A

FADO6B8B

04052780



TFO7D787

C : C1099CB7
48910A5A
W : 00000000

block number

A : 20728DFD
BEOCAE40
B : C1099CB7
48910A5A
C : D9BF68D1
TFO7D787
W : 00000000

block number

A : 20728DFD
BEOCAE40
B : C1099CB7
48910A5A
C : D9BF68D1
TFO7D787
W : 00000001

block number

M : 64636261
38373635

block number

A : 20728DFD
BEOCAE40
B : 256CFF18
80C8408F
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : 20728DFC
BEOCAE40
B : 256CFF18
80C8408F
C : D9BF68D1
TFO7D787

5194358F 3C60D665

07B385F3 E7442C26
893B22DB C5A0DF44

00000000

= 0 : swap B with

46COBD53 E782B699
8BD14410 76D2ADAC

07B385F3 E7442C26
893B22DB C5AODF44

58BAD750 56028CB2
5194358F 3C60D665

00000000

BE97D79A

CC8AD640
BBC4324E

C

55304632
28ACABTF

CC8AD640
BBC4324E

8134F359
BEQ7D79A

=1 : increment counter W

46COBD53 E782B699
8BD14410 76D2ADAC

07B385F3 E7442C26
893B22DB C5AODF44

58BAD750 56028CB2
5194358F 3C60D665

00000000

55304632
28ACABTF

CC8AD640
BBC4324E

8134F359
BEQ7D79A

= 1 : message block

68676665 6C6B6A69

42412D39 46454443

=1 : add M to B

46COBD53 E782B699
8BD14410 76D2ADAC

T7TO1AEC58 53AF968F
CB7C5014 OBE62387

58BAD750 56028CB2
5194358F 3C60D665

00000000

= 1 : xor counter

46COBD53 E782B699
8BD14410 76D2ADAC

7O01AEC58 53AF968F
CB7C5014 OBE62387

58BAD750 56028CB2
5194358F 3C60D665

TO6F6E6GD
47494847

55304632
28ACABTF

3CFA44AD
060D7A95

8134F359
BE97D79A

W into A

55304632
28ACABTF

3CFA44AD
060D7A95

8134F359
BE97D79A

950C3434

EB6F56C7
72D2F240

T1B4EF90

EB6F56C7

72D2F240

B5D469D8
950C3434

T1B4EF90

EB6F56C7

72D2F240

B5D469D8
950C3434

74737271
4E4D4C4B

71B4EF90

SFE2C938

C1203E8B

B5D469D8
950C3434

71B4EF90

SFE2C938

C1203E8B

B5D469D8
950C3434

AED9AO6D

1EA81AA9
75941D99

OEA9E82C
1EA81AA9
75941D99

941A8CC2
AED9AO6D

OEA9E82C
1EA81AA9
75941D99

941A8CC2
AED9AO6D

78777675
5251504F

OEA9E82C
971F911E
C7TES56DES

941A8CC2
AED9A06D

OEA9E82C

971F911E
C7TES56DES

941A8CC2
AED9A06D

290

2537DC8D

73B9D314
6D8BDES82

DBB930F1

73B9D314

6D8BDES82

418B2A6E
2537DC8D

DBB930F1

73B9D314

6D8BDES82

418B2A6E
2537DC8D

302D7A79
56555453

DBB930F1

A3E74D8D

C3E132D5

418B2A6E
2537DC8D

DBB930F1

A3E74D8D

C3E132D5

418B2A6E
2537DC8D

7CDB5969

1DE85D08
A1A7502B

FADO6B8B

1DE85D08

A1A7502B

04052780
7CDB5969

FADO6B8B

1DE85D08

A1A7502B

04052780
7CDB5969

34333231
5A595857

FADO6B8B

521B8F39

FCO0A882

04052780
7CDB5969

FADO6B8B

521B8F39

FCO0A882

04052780
7CDB5969



W : 00000001

block number

A : 20728DFC
BEOCAE40
B : FE304AD9
811F0190
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : 521A8160
2B7EOO1E
B : 475728A8
D6BFFCCO
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : 07350DSE
DOA7263D
B : B4EOFEOE
55B50B20
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : ADA9B505
8352CCD2

B : 263316F4

BDE6A3BD
C : D9BF68D1
TFO7D787
W : 00000001

block number

A : 6A51D961
C724BF45

B : 263316F4
BDE6A3BD

00000000

= 1 : permutation

46COBD53 E782B699
8BD14410 76D2ADAC

D8BOE035 2D1EA75F
A02996F8 470E17CC

58BAD750 56028CB2
5194358F 3C60D665

00000000

= 1 : permutation

F2C7A2D8 19943F75
1CF7FF61 CBF8D1B7

B3A35E8E 92EC9E80
A35B2D6F BA1B01DO

58BAD750 56028CB2
5194358F 3C60D665

00000000

= 1 : permutation

86098A1D DOB29046
S5DF27B32 C4642766

4F042E9A C695D5BA
3F402F3D 5B7B6C18

58BAD750 56028CB2
5194358F 3C60D665

00000000

= 1 : permutation

9CF7B61A 3ED16596
E5870916 50B25176

DF2CE437 2C9200CA
3D313468 A76FD7F9

58BAD750 56028CB2
5194358F 3C60D665

00000000

= 1 : permutation

C197BCF7 DA806A15
AF6F7EA9 E53AB434

DF2CE437 2C9200CA
3D313468 A76FD7F9

- rotate B

55304632 71B4EF90
28ACABTF

895A79F4 9270BFC5
F52A0C1A 7D178240

8134F359 B5D469D8
BE97D79A 950C3434

(G =0

98C8339B 765B34C2
OE09704D

A5B803DA AD45B4B6
1BA29787 57CATALF

8134F359 B5D469D8
BE97D79A 950C3434

G=1

34CE1DA3 37BD68FO
D919D727

TEGATEF7 T5D3BOAF
FC74CD52 67D66331

8134F359 B5D469D8
BE97D79A 950C3434

G=2

9B4A1C40 E9734A02
1624D3E7

CBOA2A56 BOF12BA4
DD3A7ECO B301F54F

8134F359 B5D469D8
BE97D79A 950C3434

- add C to A

580FAFED EB88BE44
B948B147

CBOA2A56 BOF12BA4
DD3A7ECO B301F54F

OEA9E82C
223D2E3F
DBD18FCA

941A8CC2
AED9A06D

AF6BDE89
F4EE7D08
BA9B42B2

941A8CC2
AED9A06D

C7TF82F4B

4BD17EDC
4D3155D1

941A8CC2
AED9AO6D

BC4E95ED
F4AAB45D
801A5D4B

941A8CC2
AED9AO6D

CAEA401D

F4AAB45D
801A5D4B

291

DBB930F1

9B1B47CE

65AB87C2

418B2A6E
2537DC8D

FO53F1FC

399A819E

2D3CCFOE

418B2A6E
2537DC8D

AGEDC376

48AEDBAS

036BA295

418B2A6E
2537DC8D

EE66F036

50732D23
A99AEBA3

418B2A6E
2537DC8D

2CD089D7

50732D23
A99AEBA3

FADO6B8B

1E72A437

5105F801

04052780
7CDB5969

E6C80AES

25D2BD74

C53C3C66

04052780
7CDB5969

F2200D32

6D435230

87AT8A00

04052780
7CDB5969

DA2C1B9A

BE3347DF
E6943819

04052780
7CDB5969

AE1AA91F

BE3347DF
E6943819



C : D9BF68D1
TFO7D787

W : 00000001

block number

A : 6A51D961
C724BF45

B : 263316F4

BDE6A3BD
C : 755C0670
46D0A152
W : 00000001

block number

A : 6A51D961
C724BF45
B : 755C0670
46D0A152

C : 263316F4
BDE6A3BD

W : 00000001

block number

A : 6A51D961
C724BF45
B : 755C0670
46D0A152

C : 263316F4
BDE6A3BD

W : 00000002

block number

M : 3231302D

78777675

block number

A : 6A51D961
C724BF45
B : A78D369D
BF4817C7

C : 263316F4
BDE6A3BD

W : 00000002

58BAD750 56028CB2 8134F359
5194358F 3C60D665 BE97D79A

00000000

=1 : subtract M from C

C197BCF7 DA806A15 580FAFED
AF6F7EA9 E53AB434 B948B147

DF2CE437 2C9200CA CBOA2A56
3D313468 A76FD7F9 DD3AT7ECO

FO5370EB E9972249 10C584EC
OF530856 F61B9222 T744E8F53

00000000

=1 : swap B with C

C197BCF7 DA806A15 580FAFED
AF6F7EA9 E53AB434 B948B147

FO5370EB E9972249 10C584EC
OF530856 F61B9222 744E8F53

DF2CE437 2C9200CA CBOA2A56
3D313468 A76FD7F9 DD3ATECO

00000000

= 2 : increment counter W

C197BCF7 DA806A15 580FAFED
AF6F7EA9 E53AB434 B948B147

FO5370EB E9972249 10C584EC
OF530856 F61B9222 T744E8F53

DF2CE437 2C9200CA CBOA2A56
3D313468 A76FD7F9 DD3ATECO

00000000

= 2 : message block
36353433 2D393837 64636261
00807A79 00000000 00000000
=2 : add M to B

C197BCF7 DA806A15 580FAFED
AF6F7EA9 E53AB434 B948B147

2688A51E 16D05A80 7528E74D
OFD382CF F61B9222 T744E8F53

DF2CE437 2C9200CA CBOA2A56
3D313468 A76FD7F9 DD3ATECO

00000000

B5D469D8
950C3434

EB88BE44

BOF12BA4

B301F54F

4160F767
46BEETE9

EB88BE44

4160F767

46BEETE9

BOF12BA4
B301F54F

EB88BE44

4160F767

46BEE7E9

BOF12BA4
B301F54F

68676665
00000000

EB88BE44

A9C85DCC

46BEETE9

B9F12BA4
B301F54F

941A8CC2
AED9AO6D

CAEA401D
F4AAB45D
801A5D4B

1BA3164D
5C88501E

CAEA401D
1BA3164D
5C88501E

F4AAB45D
801A5D4B

CAEA401D
1BA3164D
5C88501E

F4AAB45D
801A5D4B

6C6B6A69
00000000

CAEA401D

880E80B6

5C88501E

F4AAB45D
801A5D4B

292

418B2A6E
2537DC8D

2CD089D7

50732D23

A99AEBA3

115DAFF5
CEE2883A

2CD089D7

115DAFF5

CEE2883A

50732D23
A99AEBA3

2CD089D7

115DAFF5

CEE2883A

50732D23
A99AEBA3

T7TO06F6E6D
00000000

2CD089D7

81CD1E62

CEE2883A

50732D23
A99AEBA3

04052780
7CDB5969

AE1AA91F

BE3347DF

E6943819

CFD1F54F
22820112

AE1AA91F

CFD1F54F

22820112

BE3347DF
E6943819

AE1AA91F

CFD1F54F

22820112

BE3347DF
E6943819

74737271
00000000

AE1AA91F

444567CO

22820112

BE3347DF
E6943819



block number

A : 6A51D963
C724BF45
B : A78D369D
BF4817C7

C : 263316F4
BDE6A3BD

W : 00000002

block number

A : 6A51D963
C724BF45
B : 6D3B4F1A
2F8F7E90

C : 263316F4
BDE6A3BD

W : 00000002

block number

A : 9C514AC4
FAE6F46D
B : F312556D
5A07F6B2

C : 263316F4
BDE6A3BD

W : 00000002

block number

A : 854479F2
5740488B
B : 43F1708B
CEB46B69
C : 263316F4
BDE6A3BD
W : 00000002

block number

A : 4C5EE590
806B3232

B : OAA4FFE7
03368952

C : 263316F4
BDE6A3BD

= 2 : xor counter

C197BCF7 DA806A15
AF6F7EA9 E53AB434

2688A51E 16D05A80
OFD382CF F61B9222

DF2CE437 2C9200CA
3D313468 A76FD7F9

00000000

= 2 : permutation

C197BCF7 DA806A15
AF6F7EA9 E53AB434

4A3C4D11 B5002DA0
059E1FA7 2445EC37

DF2CE437 2C9200CA
3D313468 A76FD7F9

00000000

= 2 : permutation

3BADF179 BB75BFFD
5BD6CB26 479B8912

199302E5 3039578C
AF150B97 FOEFAES83

DF2CE437 2C9200CA
3D313468 A76FD7F9

00000000

= 2 : permutation

8F09B4AA CD8F4966
4D92D5CC 7F5CEE46

7AF318A2 157BD5DD
2EDC5C7A D3AFEBOE

DF2CE437 2C9200CA
3D313468 A76FD7F9

00000000

= 2 : permutation

BOB92F77 4905E370
D77D6038 ODOSCEEC

9B078670 A083857B
B52ABC88 C304273C

DF2CE437 2C9200CA
3D313468 A76FD7F9

W into A

580FAFED
B948B147

7528E74D
T44E8F53

CBOA2A56
DD3A7ECO

- rotate

580FAFED
B948B147

CEQAEAS51
1EAGES9D

CBOA2A56
DD3A7ECO

G=0

S5FB5FD4B
F3D10A95

E5E90D95
31632450

CBOA2A56
DD3A7ECO

G=0

T7337EA94
3FA274C3

77565888
EEOES5DCB

CBOA2A56
DD3A7ECO

G=2

1BO9A00A
290A0663

FE885C3D
4A3C9FBB

CBOA2A56
DD3A7ECO

EB88BE44

A9C85DCC

46BEETE9

BOF12BA4
B301F54F

B

EB88BE44

BB995390

CFD28D7D

B9F12BA4
B301F54F

E666B91F

6EABE1C1

FCOBAFCO

BOF12BA4
B301F54F

6ED28CCD

T5E874F6

693A2CB3

BOF12BA4
B301F54F

61A1A07E

5871F383

ADEO94AB

BOF12BA4
B301F54F

CAEA401D
880E80B6
5C88501E

F4AAB45D
801A5D4B

CAEA401D
016D101D
A03CB910

F4AAB45D
801A5D4B

318CA9B9
CCA9767C
842B7CA7

F4AAB45D
801A5D4B

F29CF0D4
2B3FC6CA
0535F664

F4AAB45D
801A5D4B

176DFB83

19395D1C
22E9730F

F4AAB45D
801A5D4B

293

2CD089D7

81CD1E62

CEE2883A

50732D23
A99AEBA3

2CD089D7

3CC5039A

10759DC5

50732D23
A99AEBA3

6D877BB1

EBF2837A

64617B88

50732D23
A99AEBA3

82AFF90C

5746174C

B592F1E3

50732D23
A99AEBA3

9BA40FFE

18763217

99D2D2D4

50732D23
A99AEBA3

AE1AA91F

444567CO

22820112

BE3347DF
E6943819

AE1AA91F

CF80888A

02244504

BE3347DF
E6943819

05F34168

650DAF82

A40288BC

BE3347DF
E6943819

1F3B6EOT

0A46D438

A8C18081

BE3347DF
E6943819

69DFDBD3

FO7BF785

87T6F89F

BE3347DF
E6943819



W : 00000002

block number

A : DB37C6BF
E6E32327
B : OAA4FFE7
03368952

C : 263316F4
BDE6A3BD

W : 00000002

block number

A : DB37C6BF
E6E32327
B : OAA4FFE7
03368952
C : F401E6C7
456F2D48
W : 00000002

block number

A : DB37C6BF

E6E32327
B : F401E6C7
456F2D48
C : OAAAFFE7
03368952
W : 00000002

n0_final = 0 :

A : DB37C6BF
E6E32327

B : 263316F4
BDE6A3BD

C : OAA4FFE7
03368952

W : 00000002

n0_final = 0 :

A : DB37C6BD
E6E32327

B : 263316F4
BDE6A3BD

00000000

: permutation

43DF675E 9CF7D94F
025724E8 BEFF14FC

9B078670 A083857B
B52ABC88 C304273C

DF2CE437 2C9200CA
3D313468 A76FD7F9

00000000

9B078670 A083857B
B52ABC88 C304273C

A8F7B004 FF58C893
3CBOBOEF A76FD7F9

00000000

: swap B with

43DF675E 9CF7D94F
025724E8 BEFF14FC

A8F7B004 FF58C893
3CBOBOEF A76FD7F9

9B078670 A083857B
B52ABC88 C304273C

00000000

add M to B

43DF675E 9CF7D94F
025724E8 BEFF14FC

DF2CE437 2C9200CA
3D313468 A76FD7F9

9B078670 A083857B
B52ABC88 C304273C

00000000

- add C to A

41A9B99A D1734ACC
CA87F722

FE885C3D 5871F383
4A3COFBB ADE094AB

CBOA2A56 B9F12BA4
DD3A7ECO B301F54F

: subtract M from C

43DF675E 9CF7D94F 41A9B99A D1734ACC
025724E8 BEFF14FC CA87F722

FE885C3D 5871F383
4A3COFBB ADE094AB

66A6C7F5 5189C53F
DD3A7ECO B301F54F

C

41A9B99A D1734ACC
CA87TF722

66A6CTF5 5189C53F
DD3A7ECO B301F54F

FE885C3D 5871F383
4A3COFBB ADE094AB

41A9B99A D1734ACC
CA87TF722

CBOA2A56 BO9F12BA4
DD3A7ECO B301F54F

FE885C3D 5871F383
4A3COFBB ADE094AB

xor counter W into A

43DF675E 9CF7D94F 41A9B99A D1734ACC
025724E8 BEFF14FC CA87F722

DF2CE437 2C9200CA CBOA2A56 BO9F12BA4
3D313468 A76FD7F9 DD3A7TECO B301F54F

B578E1D8

19395D1C

22E9730F

F4AAB45D
801A5D4B

B578E1D8

19395D1C

22E9730F

883F49F4
801A5D4B

B578E1D8

883F49F4

801A5D4B

19395D1C
22E9730F

B578E1D8

F4AAB45D
801A5D4B

19395D1C
22E9730F

B578E1D8

F4AAB45D
801A5D4B

294

ACACDCFA

18763217

99D2D2D4

50732D23
A99AEBA3

ACACDCFA

18763217

99D2D2D4

EOO3BEB6
A99AEBA3

ACACDCFA

EOO3BEB6

A99AEBA3

18763217
99D2D2D4

ACACDCFA

50732D23
A99AEBA3

18763217
99D2D2D4

ACACDCFA

50732D23
A99AEBA3

8E54E1B9

FO7BF785

87T76F89F

BE3347DF
E6943819

8EB4E1B9

FO7BF785

87T76F89F

49BFD56E
E6943819

8EH54E1B9

49BFD56E

E6943819

FO7BF785
87T76F89F

8ES54E1B9

BE3347DF
E6943819

FO7BF785
87T76F89F

8EG54E1B9

BE3347DF
E6943819



C : OAA4FFE7
03368952

W : 00000002

n0_final = 0 :

A : DB37C6BD
E6E32327
B : 2DE84C66
477B7BCD
C : OAA4FFE7
03368952
W : 00000002

n0_final = 0 :

A : OO7TE853B

63B380CE

B : 999E2DCA

12BA88AB
C : OAA4FFE7
03368952
W : 00000002

n0_final = 0 :

A : 56AD8642
6A8DE8BA1
B : 2E0852E3
8C2768EB
C : OAA4FFE7
03368952
W : 00000002

n0_final = 0 :

A : 463B12A4
7TBA4A533
B : 6664EEFF
561E19D6
C : OAA4FFE7
03368952
W : 00000002

n0_final = 0 :

A : 1677073B

B4E598B0

9B078670 A083857B FE885C3D
B52ABC88 C304273C 4A3COFBB

00000000

permutation - rotate B

43DF675E 9CF7D94F 41A9B99A
025724E8 BEFF14FC CA87F722

C86FBEG9 01945924 54AD9614
68D07A62 AFF34EDF FD81BA74

9B078670 A083857B FE885C3D
B52ABC88 C304273C 4A3COFBB

00000000

permutation (j = 0)

BCF7132E 2EC6EDCC 6A95766A
FF88C2D0 01B3E368 6987989E

3470467A 25CF15A8 A7C8F6D3
D1D7C9EB A1AA8128 6D7B1388

9B078670 A083857B FE885C3D
B52ABC88 C304273C 4A3COFBB

00000000

permutation (j = 1)

4F53444B 300FBED9 C2D9B8B8
80AF4351 B1F5774E D8E1B1C7

F0095852 B3F9B371 O8E8SEEC7
13032863 8CA54377 E7D06057

9B078670 A083857B FE885C3D
B52ABC88 C304273C 4A3COFBB

00000000

permutation (j = 2)

O9EEF72EE 84CA8F14 65710BEA
237B5AC1 724F6BEE D51A399B

70CCO36A AF492E12 D96F8B3C
1587D391 0BA31D33 BB26B667

9B078670 A083857B FE885C3D
B52ABC88 C304273C 4A3C9FBB

00000000

permutation - add C to A

AFE6FB03 5BF4E5AF B83D9650
2D046C41 639CF8A1 4A6765C2

5871F383
ADEO94AB

D1734ACC

574973E2

EA9F6603

5871F383
ADEO94AB

CCBF887C

9DD29047

2ABFB6C3

5871F383
ADEO94AB

17B6A359

AED737D1

BD363120

5871F383
ADEO94AB

B1AF37FE

E46A82F8
FE37388D

5871F383
ADEO94AB

282A845F

19395D1C
22E9730F

B578E1D8
68BBE955
BA970034

19395D1C
22E9730F

97B7F87TA
B93FD52F
3626ECB8

19395D1C
22E9730F

BDFE6C80

OD2F16F1
2E4C4AQF

19395D1C
22E9730F

CCTE7CA8
TBAEAOF3
801C3120

19395D1C
22E9730F

32CBF964

295

18763217
99D2D2D4

ACACDCFA

5A46A0E6

D7475335

18763217
99D2D2D4

64D079C4

2FA2CTF7

TFB7B458

18763217
99D2D2D4

C448E63E

114F075F

C4D87171

18763217
99D2D2D4

ED166423

59AB7ES5
040076F2

18763217
99D2D2D4

56820437

FO7BF785
87T76F89F

8EG4E1B9

8FBF7C66

7033CD28

FO7BF785
87T76F89F

87051CBF

67841B8D

750D13C5

FO7BF785
87T76F89F

ABA7TA6C3

E8167922

BE427EB6

FO7BF785
87T76F89F

8B798937

4AA20650
56613B09

FO7BF785
8776F89F

07776805



B : 6664EEFF
561E19D6

C : OAA4FFE7
03368952

W : 00000002

n0_final = 0 :

A : 1677073B
B4E598B0
B : 6664EEFF
561E19D6

C : D873CFBA
8ABF12DD

W : 00000002

n0_final = 0 :

A : 1677073B
B4E598B0
B : D873CFBA
8ABF12DD

C : 6664EEFF
561E19D6

W : 00000002

n0_final =1 :

A : 1677073B
B4E598B0

B : OAA4FFE7
03368952

C : 6664EEFF

561E19D6
W : 00000002
n0_final =1 :
A : 16770739

B4E598B0
B : OAA4FFE7

03368952

C : 6664EEFF

561E19D6
W : 00000002
n0_final =1 :

70CCO36A AF492E12 D96F8B3C
1587D391 0BA31D33 BB26B667

9B078670 A083857B FE885C3D
B52ABC88 C304273C 4A3COFBB

00000000

subtract M from C

AFE6FB03 5BF4EGAF B83D9650
2D046C41 639CF8A1 4A6765C2

70CCO36A AF492E12 D96F8B3C
1587D391 0BA31D33 BB26B667

64D2523D 734A4D44 9A24F9DC
B4AA420F C304273C 4A3C9FBB

00000000

swap B with C

AFE6FB03 5BF4E5AF B83D9650
2D046C41 639CF8A1 4A6765C2

64D2523D 734A4D44 9A24F9DC
B4AA420F C304273C 4A3COFBB

70CCO36A AF492E12 D96F8B3C
1587D391 0BA31D33 BB26B667

00000000

add M to B

AFE6FB03 5BF4ESAF B83D9650
2D046C41 639CF8A1 4A6765C2

9B078670 A083857B FE885C3D
B52ABC88 C304273C 4A3COFBB

70CCO36A AF492E12 D96F8B3C
15687D391 0BA31D33 BB26B667

00000000

xor counter W into A

AFE6FB03 5BF4ESAF B83D9650
2D046C41 639CF8A1 4A6765C2

9B078670 A083857B FE885C3D
B52ABC88 C304273C 4A3C9FBB

70CCO36A AF492E12 D96F8B3C
1587D391 0BA31D33 BB26B667

00000000

permutation - rotate B

E46A82F8
FE37388D

5871F383
ADEO94AB

282A845F

E46A82F8

FE37388D

FOOA8SD1E
ADEO94AB

282A845F

FOOA8D1E

ADEO94AB

E46A82F8
FE37388D

282A845F

5871F383

ADEO94AB

E46A82F8
FE37388D

282A845F

5871F383

ADEO94AB

E46A82F8
FE37388D

TBAEAOF3
801C3120

19395D1C
22E9730F

32CBF964
TBAEAOF3
801C3120

ACCDF2B3
22E9730F

32CBF964
ACCDF2B3
22E9730F

TB4EAOF3
801C3120

32CBF964
19395D1C
22E9730F

TB4EAOF3
801C3120

32CBF964

19395D1C
22E9730F

TB4EAOF3
801C3120

296

59AB7ES5
040076F2

18763217
99D2D2D4

56820437

59AB7ES5

040076F2

A806C3AA
99D2D2D4

56820437

A806C3AA

99D2D2D4

59AB7EL5S
040076F2

56820437

18763217

99D2D2D4

59AB7ELS
040076F2

56820437

18763217

99D2D2D4

59AB7ELS
040076F2

4AA20650
56613B09

FO7BF785
87T76F89F

07776805

4AA20650

56613B09

7C088514
8776F89F

07776805

7C088514

87T76F89F

4AA20650
56613B09

07776805

FO7BF785

87T76F89F

4AA20650
56613B09

07776805

FO7BF785

8776F89F

4AA20650
56613B09



A : 16770739
B4E598B0

B : FFCE1549
12A4066D

C : 6664EEFF

561E19D6
W : 00000002
n0_final =1 :
A : 584547D8

489ATA9F
B : 77781FB2

922D89BA

C : 6664EEFF
561E19D6

W : 00000002

n0_final = 1

A : 8D8AFADO
9D82DEEF
B : D8D7ACC7
562E165A

C : 6664EEFF
561E19D6

W : 00000002

n0_final =1 :

A : D5BE9831
815F2F95
B : S5A03ACF2
16FOD587
C : 6664EEFF
561E19D6
W : 00000002

n0_final = 1

A : COB614DD
60977788
B : H5A03ACF2
16FOD587
C : 6664EEFF
561E19D6
W : 00000002

AFE6FB03 5BF4ESAF B83D9650
2D046C41 639CF8A1 4A6765C2

OCE1360F OAF74107 B87BFD10
79116A55 4E798608 3F769479

70CCO36A AF492E12 D96F8B3C
1587D391 0BA31D33 BB26B667

00000000

permutation (j = 0)

E4ABC4A4 1B18E9F8 DBF7B600
711209B5 447379E5 B27EE663

AEEBEFC9 87F452FC 382285C6
T7CCF22EO0 277F8AOA 336C316E

70CCO36A AF492E12 D96F8B3C
1587D391 0BA31D33 BB26B667

00000000

: permutation (j = 1)

08370C73 EC83DOD7 A7D3D97D
DODD8110 DE2A4F3F F49CC319

5B52C8ES5 BF580A9D D0966821
OE56B64C 5D833B3C 3EF4445E

70CCO36A AF492E12 D96F8B3C
1587D391 0BA31D33 BB26B667

00000000

permutation (j = 2)

F3143340 7TEE33692 DC9BOCA8
3DFF9C03 4F46B77F F84EB239

5A44DF04 9819C294 417DB69A
E68709E4 0914DOD5 A9F12D15

70CCO36A AF492E12 D96F8B3C
1587D391 0BA31D33 BB26B667

00000000

: permutation - add C to A

3C1ADDC4 EB1AOCOF E9903001
T76BFT15E 60395D23 619DC4B3

5A44DF04 9819C294 417DB69A
E68709E4 0914DOD5 A9F12D15

70CCO36A AF492E12 D96F8B3C
1587D391 0BA31D33 BB26B667

00000000

282A845F

E706BOE3

29575BC1

E46A82F8
FE37388D

C3F3A594

F2013BAC

F5140FA5

E46A82F8
FE37388D

F752013A

867F5649

E285E18E

E46A82F8
FE37388D

455306CC

26BFCB5D

BBAB1377

E46A82F8
FE37388D

BFC5D361

26BFCB5D

BBAB1377

E46A82F8
FE37388D

32CBF964

BA383272

E61E45D2

TB4EAOF3
801C3120

8810C99E

039F5284

D768BOFE

TB4EAOF3
801C3120

BAOF211B

281CDBE7

EB21BF19

TB4EAOF3
801C3120

05D59A83

5CD27B71

14431DCF

TBAEAOF3
801C3120

A6C32650

5CD27B71

14431DCF

TBAEAOF3
801C3120

297

56820437

642E30EC

AB5A933A5

59AB7ELS
040076F2

9D3395A0

AA900B87

AFB5714C

59AB7ELS
040076F2

940FB1EF

T4F5ATCF

349AAC89

59AB7EBS
040076F2

4DED5952

68F786F3

D98C1192

S59AB7ES5
040076F2

4F8FD140

68F786F3

D98C1192

59AB7ES5
040076F2

07776805

EFOBEOF7

F13FOEED

4AA20650
56613B09

1212F94B

33FAC75B

C6765424

4AA20650
56613B09

D7DEDC36

6C96B250

A4CD8B80

4AA20650
56613B09

2BE65A56

FA4997F7

4E2A5AC7

4AA20650
56613B09

407E23F0

FA4997F7

4E2A5AC7

4AA20650
56613B09



n0_final =1 :

A

n0_final =1 :

A

n0_final = 2 :

A

n0_final = 2 :

A

n0_final = 2 :

A

C0B614DD
60977788

: 5A03ACF2

16FOD587

: 3433BED2

DDA6A361

: 00000002

C0B614DD
60977788

: 3433BED2

DDA6A361

: BAO3ACF2

16FOD587

: 00000002

C0B614DD
60977788

: 6664EEFF

561E19D6

: BA03ACF2

16FOD587

: 00000002

COB614DF
60977788

: 6664EEFF

561E19D6

: BA03ACF2

16FOD587

: 00000002

COB614DF
60977788

: DDFECCC9

33ACAC3C

: 5A03ACF2

3C1ADDC4
7T6BF715E

5A44DF04
E68709E4

3A96CF37
15075918

00000000

swap B

3C1ADDC4
T6BFT715E

3A96CF37
15075918

5A44DF04
E68709E4

00000000

3C1ADDC4
T6BF715E

70CCO36A
1587D391

5A44DF04
E68709E4

00000000

EB1AOCOF
60395D23

9819C294
0914D0OD5

820FF5DB
0BA31D33

with C

EB1AOCOF
60395D23

820FF5DB
0BA31D33

9819C294
0914D0OD5

add M to B

EB1AOCOF
60395D23

AF492E12
0BA31D33

9819C294
0914D0OD5

subtract M from C

E9903001
619DC4B3

417DB69A
A9F12D15

750C28DB
BB26B667

E9903001
619DC4B3

750C28DB
BB26B667

417DB69A
A9F12D15

E9903001
619DC4B3

D96F8B3C
BB26B667

417DB69A
A9F12D15

xor counter W into A

3C1ADDC4 EB1AOCOF E9903001
7T6BF715E 60395D23 619DC4B3

70CCO36A AF492E12 D96F8B3C
1587D391 0BA31D33 BB26B667

5A44DF04 9819C294 417DB69A
E68709E4 0914DOD5 A9F12D15

00000000

permutation - rotate B

3C1ADDC4 EB1AOCOF E9903001
7T6BF715E 60395D23 619DC4B3

06D4E198 5C255E92 1679B2DF
A7222BOF 3A661746 6CCF764D

5A44DF04 9819C294 417DB69A

BFC5D361

26BFCB5D

BBAB1377

7C031C93
FE37388D

BFC5D361

7C031C93

FE37388D

26BFCB5D
BBAB1377

BFC5D361

E46A82F8

FE37388D

26BFCB5D
BBAB1377

BFC5D361

E46A82F8

FE37388D

26BFCB5D
BBAB1377

BFC5D361

05F1C8D5
711BFC6E

26BFCB5D

A6C32650
5CD27B71
14431DCF

OEE3368A
801C3120

A6C32650
OEE3368A
801C3120

5CD27B71
14431DCF

A6C32650
TB4EAOF3
801C3120

5CD27B71
14431DCF

A6C32650

TBAEAOF3
801C3120

5CD27B71
14431DCF

A6C32650
41E6F69D
62410038

5CD27B71

298

4F8FD140

68F786F3

D98C1192

E93COFE8
040076F2

4F8FD140

E93COFE8

040076F2

68F786F3
D98C1192

4F8FD140

59AB7EBS

040076F2

68F786F3
D98C1192

4F8FD140

59AB7ES5

040076F2

68F786F3
D98C1192

4F8FD140

FCAAB356
EDE40800

68F786F3

407E23F0

FA4997F7

4E2A5AC7

D62E93DF
56613B09

407E23F0

D62E93DF

56613B09

FA4997F7
4E2A5AC7

407E23F0

4AA20650

56613B09

FA4997F7
4E2A5AC7

407E23F0

4AA20650

56613B09

FA4997F7
4E2A5AC7

407E23F0

0CA09544
7612ACC2

FA4997F7



16FOD587

W : 00000002

n0_final = 2 :

A : 25BB41ED
33F792D7
B : 2FE67TE6A
AB513550
C : B5A03ACF2
16FOD587

W : 00000002

n0_final = 2 :

A : F68087D5
3888C584
B : 38A3B18C
S5FDD128B
C : B5A03ACF2
16FOD587
W : 00000002

n0_final = 2 :

A : 36DSFFBC
FD8BB6ED
B : TF6FTE67
94213EDB
C : S5A03ACF2
16FOD587

W : 00000002

n0_final = 2

A : TO6F3E32
E3443293
B : TF6FTE67
94213EDB
C : S5A03ACF2
16F0D587

W : 00000002

n0_final = 2 :

A : 7O6F3E32
E3443293
B : 7TF6FTE67

E68709E4 0914DOD5 A9F12D15

00000000

permutation (j = 0)

030944B0 7931C842 OEE6CB55
6F755271 1F07D243 4A4COB99

F508D465 02104DAA F31C6214
DECEFB91 94340330 6C2D18FC

5A44DF04 9819C294 417DB69A
E68709E4 0914DOD5 A9F12D15

00000000

permutation (j = 1)

875B0O0CB 60A8CE06 512155E1
8EE110C8 56764BCD 2BE6E607

1DFC4008 B8CF609C AFD76D35
C5390817 B73F3798 76849BE6

5A44DF04 9819C294 417DB69A
E68709E4 0914DOD5 A9F12D15

00000000

permutation (j = 2)

E625E21B 4A8D142E 5248F193
1C71434C B56A93B4 FD980801

FOOAD712 2F6635B3 5168B559
716F8C06 607B7D59 B4224D98

5A44DF04 9819C294 417DB69A
E68709E4 0914DOD5 AS9F12D15

00000000

: permutation - add C to A

22946DE1 15E78C72 2CE64CAC
15CCF7A7 0D0O736D8 4930715B

FOOAD712 2F6635B3 5168B559
716F8C06 607B7D59 B4224D98

5A44DF04 9819C294 417DB69A
E68709E4 0914DOD5 A9F12D15

00000000

subtract M from C

22946DE1 15E78C72 2CE64CAC
15CCF7A7 0D0O736D8 4930715B

FOOAD712 2F6635B3 5168B559

BBAB1377

3C62EA04

C87E8451

387346CE

26BFCB5D
BBAB1377

E2935957

578A32D8

6D8A2B34

26BFCB5D
BBAB1377

D464E432

663E65F3
D9601F7A

26BFCB5D
BBAB1377

SE568D8A

663E65F3

D9601F7A

26BFCB5D
BBAB1377

SE568D8A

663E65F3

14431DCF

E3473D7E
9F752FBB
3874BB3F

5CD27B71
14431DCF

1B3E03D6

4FF4B040
94288A57

5CD27B71
14431DCF

04E263D6
86337D64
CBDFA81C

5CD27B71
14431DCF

9C96B1AC
86337D64
CBDFA81C

5CD27B71
14431DCF

9C96B1AC

86337D64

299

D98C1192

EFF28F08

E958165A

5D0627BC

68F786F3
D98C1192

3COBA829

7B399887

T9F818AE

68F786F3
D98C1192

F1FAED97

4301DADF
B9655D17

68F786F3
D98C1192

8F9951F0

4301DADF

B9655D17

68F786F3
D98C1192

8F9951F0

4301DADF

4E2A5AC7

CEAD8919

28135C6E

1D3C6D2E

FA4997F7
4E2A5AC7

2353F2E5

843FA124

E6D4D746

FA4997F7
4E2ABAC7

A6D485AB

A5C84C25
CFCE5973

FA4997F7
4E2A5AC7

BOFAA007

A5C84C25

CFCE5973

FA4997F7
4E2A5AC7

BOFAA007

A5C84C25



94213EDB

C : 27D27CC5
9E795F12

W : 00000002

n0_final = 2 :

A : TO6F3E32
E3443293
B : 27D27CC5
9ET95F12
C : TF6FTE67
94213EDB

W : 00000002

Hash value :

H : 7TF6FTE67
94213EDB

716F8C06

240FAAD1
E6068F6B

00000000

swap B

22946DE1
15CCF7A7

240FAAD1
E6068F6B

FOOAD712
T716F8C06

00000000

FOOAD712
716F8C06

607B7D59 B4224D98 D9601F7A

6AEO8ASD DD1A5439 BEb5864F8
0914DOD5 A9F12D15 BBAB1377

with C (final state)

15E78C72 2CE64CAC S5E568D8A
0D0736D8 4930715B

6AEO8ASD DD1A5439 BEG864F8
0914DOD5 A9F12D15 BBAB1377

2F6635B3 5168B559 663E65F3
607B7D59 B4224D98 DO601F7A

2F6635B3 5168B559 663E65F3
607B7D59 B4224D98 D9601F7A

Hash value (byte array):

H : 67 7E 6F 7F 12 D7 OA FO B3 35 66 2F 59 B5 68
F3 65 3E 66 64 7D 33 86 DF DA 01 43 25 4C C8
DB 3E 21 94 06 8C 6F 71 59 7D 7B 60 98 4D 22
7A 1F 60 D9 1C A8 DF CB 17 5D 65 B9 73 59 CE

CBDFA81C

F0671108
14431DCF

9C96B1AC

F0671108
14431DCF

86337D64
CBDFA81C

86337D64
CBDFA81C

51
A5
B4
CF

300

B9655D17

F8881886
D98C1192

8F9951F0

F8881886

D98C1192

4301DADF
B9655D17

4301DADF
B9655D17

CFCE5973

85D62586
4E2A5AC7

BOFAA007

85D62586

4E2A5AC7

A5C84C25
CFCE5973

A5C84C25
CFCE5973
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